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Introduction

The rapid expansion of the Internet of Things (IoT) has profoundly transformed modern computing
ecosystems, enabling pervasive connectivity across industrial control systems, healthcare infrastructures,
smart cities, transportation networks, and other critical services. While this paradigm shift has delivered
unprecedented levels of automation and efficiency, it has also significantly enlarged the attack surface of
embedded and cyber—physical systems. IoT devices frequently operate under constrained computational
resources, limited security mechanisms, and high degrees of physical accessibility, making them attractive
targets for adversaries.

As the boundary between the digital and physical domains continues to blur, traditional software-
centric security models prove insufficient to fully capture emerging threats. In particular, side-channel
attacks represent a critical class of vulnerabilities that exploit unintended physical leakages generated
during device operation. Processor microarchitectural activity, power consumption, and electromagnetic
(EM) emissions may inadvertently disclose sensitive information, allowing adversaries to bypass crypto-
graphic and logical protections even when robust algorithms are employed [27].

Among the various side channels, electromagnetic emissions are especially relevant in embedded and
TIoT environments. Electronic components unavoidably emit EM signals arising from clock activity, data
transfers, and switching behavior. These emissions span a broad frequency spectrum, including low-
frequency components—often in the order of a few megahertz—that are typical of microcontroller-based
systems. Such low-frequency EM signals can propagate through obstacles and do not require line-of-sight
access, enabling remote and non-invasive observation of device behavior [14].

The practical severity of EM side-channel leakage has been demonstrated in several real-world attacks.
Notably, the Screaming Channels attack showed that digital activity in mixed-signal chips can couple
into radio-frequency circuits and be amplified by the device antenna, allowing cryptographic keys to be
recovered from distances of several meters [7]. These findings highlight how modern embedded platforms
may unintentionally broadcast sensitive information beyond their immediate physical boundaries.

Side-channel attacks (SCAs) differ fundamentally from conventional attacks that target algorithmic
weaknesses or software vulnerabilities. Instead, SCAs exploit physical emissions such as power consump-
tion, electromagnetic radiation, timing variations, or acoustic signals to infer secret data or operational
behavior |22, (13, |27]. Depending on their modus operandi, SCAs can be passive—where emissions are
merely observed—or active, where controlled perturbations such as voltage glitches or electromagnetic
pulses are injected to induce faults and reveal internal states [3].

The non-intrusive nature and high information content of electromagnetic side-channel analysis make
it particularly suitable for both offensive and defensive applications. While attackers can exploit EM
leakage to recover cryptographic secrets, defenders can leverage the same signals to monitor device be-
havior and detect deviations from expected execution patterns. This dual-use characteristic positions
side-channel analysis as a powerful tool not only for attacks, but also for security monitoring and system
assurance.

Artificial Intelligence (AI), and in particular Machine Learning (ML) and Deep Learning (DL), has
dramatically reshaped the landscape of side-channel analysis. From an adversarial perspective, deep
neural networks have demonstrated superior performance in extracting sensitive information from noisy
and high-dimensional traces, often outperforming classical statistical techniques and reducing the need
for handcrafted feature engineering |26, [21} [53]. Convolutional Neural Networks (CNNs), for instance,
have proven effective in profiling attacks even in the presence of countermeasures.

From a defensive perspective, Machine Learning (ML) and Deep Learning (DL) techniques enable
behavioral profiling and runtime monitoring of embedded and IoT systems through side-channel observa-
tions. By training classifiers on electromagnetic (EM) emissions or power consumption traces, it becomes
possible to discriminate among different software activities—such as cryptographic operations, commu-
nication tasks, or idle states—without requiring access to internal variables or firmware instrumentation.
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Previous studies have demonstrated classification accuracies above 90% using traditional ML approaches
such as Random Forests, and up to 96% with deep learning architectures on real-world IoT platforms [16].
These capabilities provide valuable support for integrity verification, anomaly and malware detection, as
well as forensic analysis, while preserving the non-intrusive nature of the monitoring process.

Effective application of ML and DL to side-channel data requires careful preprocessing and feature
engineering. Raw physical traces are noisy, high-dimensional, and often non-stationary. Typical pre-
processing steps include filtering, temporal segmentation, normalization, and noise reduction. Feature
extraction may involve time-domain statistics, frequency-domain descriptors obtained via Fourier analy-
sis, or hybrid time—frequency representations such as wavelets [25]. Feature selection techniques, including
Recursive Feature Elimination (RFE) and Principal Component Analysis (PCA), further reduce dimen-
sionality and enhance model robustness by retaining the most informative components [18].

This thesis investigates a dual-use paradigm of Al-enhanced side-channel analysis, focusing not on
cryptographic key extraction, but on inferring the runtime behavior of embedded systems deployed in
realistic and often publicly accessible environments. By capturing and analyzing electromagnetic and
power side-channel signals, the proposed approach demonstrates that application-level activities can be
identified accurately without altering device firmware or software 38}, |39).

In real-world scenarios such as smart cities, transportation hubs, ATM machines, ticketing kiosks, and
other public-facing infrastructures, embedded devices operate continuously in environments where adver-
saries can opportunistically deploy side-channel sensing equipment. In these contexts, attackers may ex-
ploit inexpensive and widely available technologies—such as compact electromagnetic probes or software-
defined radios—to collect EM emissions from nearby devices without physical contact. Hardware-level
countermeasures are often impractical in such deployments, while static software defenses tend to become
predictable over time.

To address these limitations, this work advances a conceptual shift from static side-channel profiling
toward adaptive informational defense. Rather than attempting to suppress physical emissions, the
proposed approach aims to dynamically degrade the information content exploitable by an adversary.
This is achieved by modeling side-channel defense as a control problem at the feature-representation
level, where preprocessing and transformation strategies are adapted in response to observed leakage
characteristics.

Within this framework, Reinforcement Learning (RL) is employed as the enabling mechanism for
adaptive, feature-aware control. The RL agent learns to select defensive actions that destabilize adver-
sarial inference while preserving system functionality and observability for legitimate monitoring. This
methodological transition—from side-channel-based profiling to adaptive control of information leak-
age—constitutes a central contribution of this Ph.D. work and is particularly suited to non-stationary,
real-world environments.

Beyond profiling and defense, side-channel signals also provide a foundation for physical-layer Intrusion
Detection Systems (IDS) in IoT environments. By monitoring power consumption or EM emissions, it is
possible to detect runtime anomalies indicative of cyberattacks or system compromise. Such approaches
complement traditional software-based IDS and are inherently more resilient to evasion, as they operate
at the hardware level [11].

The experimental validation presented in this thesis is performed on a Raspberry Pi 4 Model B plat-
form under eight representative application-layer scenarios, including web browsers, email clients, and
network protocols such as HTTP, HTTPS, FTP, and FTPS. The obtained results demonstrate classifi-
cation accuracies exceeding 98%, even in the presence of noisy operating conditions, thereby confirming
the effectiveness and robustness of side-channel-based monitoring and adaptive defense mechanisms in
realistic runtime environments [3§].

Overall, this work contributes to the development of a new class of physical-layer and informational
security mechanisms for embedded and IoT systems. By combining side-channel sensing with intelligent
inference and adaptive control, the proposed framework enhances system observability and enables non-
invasive mitigation of side-channel threats where traditional approaches fall short. The remainder of this
thesis is organized as follows:

e Chapter 1 introduces the theoretical foundations of side-channel analysis, leakage modeling, machine
learning, and adaptive learning paradigms for physical-layer security;

e Chapter 2 reviews the state of the art in Al-driven side-channel profiling, electromagnetic leakage
analysis, adaptive countermeasures, and learning-based defensive approaches in realistic IoT and
embedded-system scenarios;
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Chapter 3 presents the experimental setup and the methodological framework adopted throughout
the thesis, including hardware acquisition, preprocessing, RMS-based feature extraction, normal-
ization, feature engineering, and robustness-oriented pipeline design;

Chapter 4 discusses the baseline experimental results and evaluates the performance of the proposed
profiling framework under both clean and noisy operating conditions;

Chapter 5 investigates the impact of noise, domain shift, and feature instability on side-channel
inference, introducing a feature-aware perspective on robustness and adaptive information process-
ing;

Chapter 6 introduces the proposed reinforcement learning—based framework for adaptive and feature-

aware side-channel analysis, presenting the RL architecture, control strategy, adaptive defense
model, and experimental validation under adversarial and noisy conditions;

Finally, Chapter 7 summarizes the main scientific contributions of the thesis, discusses current
limitations, and outlines future research directions in adaptive and intelligent side-channel defense.



Chapter 1

Theoretical Background on
Side-Channel Analysis and Machine
Learning

This chapter introduces the theoretical foundations necessary to understand the side-channel attack
(SCA) landscape and the role of Machine Learning (ML) and Deep Learning (DL) techniques in the
analysis and exploitation of physical information leakage. The aim is not only to provide a classical
overview of side-channel principles, but also to establish a coherent conceptual framework that connects
physical signal acquisition, information representation, learning-based inference, and adaptive decision-
making.

In contrast to purely algorithmic security analyses, side-channel analysis operates at the intersection
of hardware behavior, software execution, and environmental interactions. As a result, the information
available to an observer is inherently indirect, noisy, and temporally structured. Understanding how
sensitive information propagates from internal system states to observable physical signals requires a
multidisciplinary perspective that encompasses leakage modeling, signal processing, statistical learning,
and temporal reasoning. This chapter provides the theoretical tools needed to interpret such leakages
and to reason about their informational content under realistic operating conditions.

A central objective of this chapter is to motivate the data representations and preprocessing strate-
gies adopted throughout the thesis. Raw side-channel signals are high-dimensional, non-stationary, and
strongly affected by noise sources originating from both the device and its environment. Consequently,
meaningful inference cannot rely on instantaneous observations alone, but must instead exploit aggrega-
tion over time, feature extraction, and dimensionality reduction. These aspects are introduced from a
theoretical standpoint to justify the use of window-based representations, statistical and spectral features,
denoising techniques, and temporal decision strategies employed in the experimental framework.

Beyond classical profiling attacks, this chapter also establishes the conceptual foundations for in-
terpreting side-channel analysis as a dynamic and sequential inference problem. In realistic scenarios,
leakage characteristics evolve over time due to changes in workload, environmental conditions, and system
state. Static models trained under fixed assumptions may therefore become suboptimal or ineffective.
This observation motivates the transition from traditional, static profiling approaches toward adaptive
learning paradigms capable of responding to non-stationary leakage conditions.

Particular emphasis is placed on noise-aware analysis, temporal reasoning, and adaptive learning
mechanisms, which collectively enable a shift from passive observation to active control of side-channel
information. These concepts form the theoretical basis for the reinforcement learning—based adaptive
defense strategies developed in the later chapters of this thesis, where side-channel processing is framed
as a closed-loop control problem aimed at mitigating the information exploitable by an adversary.

1.1 Side-Channel Attacks

Side-channel attacks exploit indirect physical effects caused by the operation of electronic devices. Un-
like traditional cryptanalytic attacks, which aim to compromise the mathematical strength of crypto-
graphic algorithms, SCAs rely on observable phenomena that are statistically correlated with internal
computations. Typical side channels include variations in power consumption [22], timing behavior |23,
electromagnetic (EM) emissions [13], and, in some cases, acoustic or optical signals [14].
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Figure 1.1: Conceptual overview of a generic Side-Channel Attack (SCA). Physical leakages generated
during device operation, including electromagnetic emissions, power fluctuations, and timing-related ac-
tivity, are captured through external measurement equipment and analyzed to infer sensitive information.
The attack pipeline typically involves signal acquisition, feature extraction, and information inference,
enabling the reconstruction of cryptographic secrets, application behavior, or internal system activity
without direct access to the device internals.

These leakages originate from unavoidable interactions between hardware components, software exe-
cution, and the surrounding physical environment. Switching activity in logic gates, memory accesses, bus
communications, and clock-driven operations all contribute to measurable physical emissions. As a result,
even cryptographic primitives that are mathematically secure may become vulnerable when implemented
on real hardware platforms |27, [47]. Side-channel analysis thus shifts the security focus from algorithms
to implementations, exposing a gap between theoretical security guarantees and practical deployments.

1.1.1 Classification of Side-Channel Attacks

From an operational perspective, side-channel attacks are commonly classified into passive and active
categories.

Passive SCAs observe physical emissions without altering the normal behavior of the target device.
Classical examples include Simple Power Analysis (SPA) and Differential Power Analysis (DPA), where
statistical correlations between measured traces and internal data values are exploited to recover secret
information [22]. Passive attacks are particularly difficult to detect, as they do not introduce faults or
observable disruptions in system operation.

Active SCAs, on the other hand, deliberately perturb the target system to induce faulty behavior.
Techniques such as voltage glitches, clock manipulation, or electromagnetic fault injection can trigger
computational errors that reveal sensitive intermediate states or bypass security checks [5 |3]. Active
attacks often combine fault induction with side-channel observation, significantly increasing their effec-
tiveness.

Beyond this basic dichotomy, side-channel attacks can also be classified according to the exploited
physical channel (power, EM, timing), the required level of access (local, proximity-based, or remote), and
the attack objective. While early work primarily focused on cryptographic key extraction, more recent
studies have demonstrated that side-channel information can also be used to infer high-level system
behavior, application execution, and protocol usage [46].
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1.1.2 Electromagnetic Side-Channel Analysis

Among the various side channels, electromagnetic emissions are of particular relevance for embedded and
ToT systems. EM side-channel analysis is inherently non-invasive and does not require electrical contact
with the target device. Emissions originate from current flows in power delivery networks, clock lines,
data buses, and memory interfaces, spanning a wide frequency spectrum.

Low-frequency EM emissions, typically in the range of a few megahertz to tens of megahertz, are
especially significant in microcontroller-based and embedded platforms. These components often prop-
agate through obstacles and enclosures with limited attenuation and do not require line-of-sight access,
enabling proximity-based or even remote observation [14]. This characteristic makes EM side-channel
analysis particularly attractive in real-world scenarios where physical access to the device is constrained
but proximity is feasible.

The severity of EM leakage has been demonstrated in several practical attacks. The Screaming Chan-
nels attack showed that digital activity in mixed-signal chips can couple into radio-frequency circuitry
and be unintentionally amplified by on-board antennas, allowing cryptographic keys to be recovered from
distances of several meters [7]. Such results highlight that modern embedded platforms may inadvertently
broadcast sensitive information beyond their immediate physical boundaries.

1.1.3 Multi-Channel and Cross-Layer Leakage

Modern devices rarely emit information through a single isolated channel. Instead, multiple side channels
often coexist and interact. Multi-channel attacks exploit combined leakage from power, EM, and timing
channels to improve inference accuracy and robustness [2]. Cross-layer leakage further arises when high-
level software behavior influences low-level hardware activity in structured and repeatable ways.

In embedded and IoT systems, application-layer operations such as network communication, protocol
handling, or data encryption induce characteristic execution patterns that manifest in physical emissions.
As a result, side-channel analysis can extend beyond cryptographic attacks toward behavioral profiling,
enabling the identification of running applications, services, or operational modes [38]. This shift signifi-
cantly broadens the threat model, as attackers may no longer require precise knowledge of cryptographic
implementations to extract valuable information.

1.1.4 Threat Models and Practical Considerations

The feasibility of side-channel attacks depends strongly on the assumed threat model. In laboratory
settings, attackers often have full control over measurement conditions and repeated access to the target
device. In contrast, real-world scenarios involve noise, variability, and limited access, particularly in IoT
and cyber—physical systems deployed in uncontrolled environments.

Recent surveys emphasize that non-invasive side-channel attacks are increasingly relevant in realistic
deployments, including public infrastructures and smart environments, where attackers may operate in
proximity to devices using low-cost and portable measurement equipment [45]. In such contexts, noise and
environmental interference do not eliminate side-channel leakage but rather motivate more sophisticated
analysis techniques capable of extracting information under adverse conditions.

These considerations underscore that side-channel attacks should not be viewed solely as laboratory
curiosities, but as a practical security concern for modern embedded systems. At the same time, they
open the door to defensive applications that leverage the same physical signals for monitoring, profiling,
and anomaly detection.

1.2 Leakage Models and Measurement Setups

Effective interpretation of side-channel signals requires the adoption of appropriate leakage models that
describe how internal computational states and operations manifest as observable physical emissions.
Leakage models provide an abstraction layer between the complex physical behavior of a device and the
analytical or learning-based techniques used to extract information from measured traces. Rather than
capturing the full physics of signal generation and propagation, leakage models aim to characterize the
statistical relationship between sensitive variables and observable quantities.

From an information-theoretic perspective, a leakage model defines the mapping between internal
states and external observations, implicitly determining what information can be inferred by an attacker
or a monitoring system. The accuracy and generality of this model directly impact the effectiveness of both
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attacks and defenses. Simplified models may enable tractable analysis, but they also introduce mismatches
when applied to realistic systems operating under noise, variability, and environmental interference.

1.2.1 Analytical Leakage Models

Early work in side-channel analysis focused on analytical leakage models derived from simplified as-
sumptions about hardware behavior. Among the most widely adopted are the Hamming Weight and
Hamming Distance models, particularly in the context of power analysis [§]. The Hamming Weight
model assumes that instantaneous power consumption is proportional to the number of bits set to one in
a processed value, while the Hamming Distance model correlates power consumption with the number of
bit transitions between consecutive states.

These models have proven effective for analyzing simple microcontroller architectures and crypto-
graphic implementations with relatively deterministic execution patterns. However, their applicability
diminishes as system complexity increases. Modern processors, embedded platforms, and IoT devices ex-
hibit complex interactions between pipelines, caches, memory hierarchies, and peripheral activity, which
violate the assumptions underlying simple analytical models.

To address these limitations, linear and affine leakage models have been introduced, particularly
for electromagnetic and timing channels |[41]. These models assume a linear relationship between the
measured signal and a set of internal variables, enabling statistical analysis while offering greater flexibility
than bit-level abstractions. Nevertheless, even linear models struggle to capture non-linearities, cross-
coupling effects, and frequency-dependent behavior commonly observed in EM emissions.

1.2.2 Black-Box and Data-Driven Leakage Models

As analytical modeling becomes increasingly impractical for complex systems, black-box leakage mod-
els have gained prominence. These models make no explicit assumptions about the physical origin of
leakage. Instead, they rely on data-driven techniques—most notably machine learning—to infer the
relationship between observed traces and internal system behavior |18 33].

Black-box models shift the focus from physical interpretation to empirical inference. From a practical
standpoint, they are particularly well suited to heterogeneous IoT devices, system-on-chip platforms, and
mixed-signal architectures, where leakage arises from multiple interacting sources. In these contexts, the
leakage model is implicitly learned from data rather than analytically defined.

While powerful, black-box approaches introduce new challenges. Learned models may overfit specific
operating conditions, devices, or noise characteristics, limiting their generalization. Moreover, the ab-
sence of an explicit physical model complicates interpretability and robustness analysis, especially under
adversarial or non-stationary conditions. These limitations motivate the integration of domain knowledge,
feature engineering, and adaptive learning strategies.

1.2.3 Measurement Setups as Part of the Leakage Model

Leakage models cannot be considered independently of the measurement setup used to acquire side-
channel signals. In practice, the measurement chain—including sensors, acquisition hardware, synchro-
nization mechanisms, and environmental conditions—acts as a transformation that shapes the observed
leakage.

A typical side-channel measurement setup includes sensors such as magnetic field probes, current
probes, or shunt resistors; high-speed acquisition hardware such as oscilloscopes or Analog-to-Digital Con-
verters (ADCs); and synchronization mechanisms to ensure temporal alignment across traces. Shielding,
grounding, and probe placement further influence signal quality and spectral characteristics [34].

From a modeling perspective, the measurement setup introduces filtering effects, noise sources, and
bandwidth limitations that alter the observable signal. As a result, the effective leakage model seen by an
analyst is a composition of the device’s intrinsic leakage and the measurement chain response. Ignoring
this interaction can lead to inaccurate assumptions about signal structure and information content.

1.2.4 Noise, Variability, and Non-Stationarity

In controlled laboratory environments, measurement setups are optimized to minimize noise and variabil-
ity. However, realistic deployments—particularly in embedded and IoT contexts—are inherently noisy
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and non-stationary. Environmental interference, power supply fluctuations, concurrent software activity,
and workload variability all contribute to time-varying leakage characteristics [45].

Noise and variability do not eliminate side-channel leakage, but they significantly affect its observ-
ability and statistical structure. Simple leakage models may fail under such conditions, while static
preprocessing pipelines may become suboptimal as noise characteristics evolve. This observation has
direct implications for both attack and defense strategies, as it challenges the assumption of stationary
and repeatable leakage patterns.

1.2.5 Implications for Feature Representation and Adaptive Processing

The limitations of analytical models and the variability introduced by realistic measurement setups mo-
tivate the use of feature-based representations and adaptive processing strategies. By transforming raw
traces into statistical, spectral, or time—frequency features, it becomes possible to capture invariant prop-
erties of leakage while mitigating sensitivity to noise and misalignment.

Moreover, the non-stationary nature of leakage suggests that preprocessing and feature extraction
should not be treated as fixed design choices, but as adaptive components of the analysis pipeline.
This perspective directly motivates noise-aware feature selection, temporal aggregation strategies, and
learning-based control mechanisms, which are further explored in the subsequent sections and form the
conceptual foundation for the reinforcement learning—based adaptive framework presented later in this
thesis.

1.3 Side-Channel Countermeasures and Defense Strategies

The existence of side-channel leakage has motivated a broad spectrum of countermeasures aimed at
mitigating the information that can be extracted from physical emissions. Unlike purely algorithmic
vulnerabilities, which can often be addressed through formal analysis or cryptographic redesign, side-
channel leakages are intrinsically tied to the physical realization of computing systems. They emerge
from the interaction between hardware architecture, software execution, and environmental conditions,
making their mitigation a fundamentally multidisciplinary challenge.

As a consequence, side-channel defenses cannot be confined to a single abstraction layer. Instead, ex-
isting strategies span multiple levels of the system stack and pursue different objectives. Some approaches
aim to physically suppress or attenuate emissions at their source, while others seek to decorrelate observ-
able signals from sensitive data or to reduce the exploitable information content available to an adversary.
From a conceptual standpoint, these defenses can be broadly classified according to the layer at which they
operate: hardware-level countermeasures, software and algorithmic techniques, and information-oriented
or learning-based approaches.

Hardware-level countermeasures focus on limiting the generation or propagation of physical leakages,
whereas software-based techniques attempt to disrupt data-dependent execution patterns through ran-
domization or masking. More recently, information-oriented approaches have emerged, motivated by the
increasing use of machine learning in side-channel attacks. These methods do not aim to eliminate phys-
ical emissions, but rather to interfere with the statistical structure exploited by an attacker’s inference
model.

Despite their effectiveness in specific contexts, most existing countermeasures share a common lim-
itation: they are static by design. Once deployed, their behavior remains fixed, implicitly assuming
stationary leakage characteristics and a non-adaptive adversary. In realistic deployments, however, side-
channel leakage is inherently non-stationary, influenced by workload variability, environmental noise, and
adversarial adaptation. This mismatch motivates the exploration of adaptive defense mechanisms capable
of dynamically adjusting mitigation strategies in response to evolving conditions.

In this perspective, adaptive and learning-based defenses represent a natural evolution of side-channel
countermeasures, enabling closed-loop control over the information exposed through physical channels.
The remainder of this section reviews existing defense categories, highlighting their strengths and limita-
tions, and establishes the conceptual foundations for the reinforcement learning—based adaptive defense
framework developed in the later chapters of this thesis.
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Figure 1.2: Conceptual overview of informational countermeasures and obfuscation strategies in side-
channel analysis. In conventional side-channel attacks, observable physical leakages such as electromag-
netic emissions, power fluctuations, and timing-related activity maintain strong statistical correlations
with sensitive internal states, enabling high-confidence attacker inference. Informational obfuscation aims
to disrupt these relationships by introducing adaptive perturbations, randomization, or activity shaping
mechanisms that reduce the exploitable information content of observable signals. Rather than sup-
pressing physical emissions entirely, the proposed defensive perspective weakens the attacker’s inference
capability while preserving normal system functionality, thereby increasing uncertainty, reducing model
confidence, and degrading the effectiveness of learning-based attacks.

1.3.1 Hardware-Level Countermeasures

Hardware-level countermeasures aim to suppress or attenuate physical emissions at their source. Common
techniques include electromagnetic shielding, filtering of power supply lines, careful PCB layout design,
and the use of differential signaling to reduce correlated emissions [44, [34]. In secure hardware designs,
dedicated countermeasures such as dual-rail logic, current flattening, and random clocking are often
employed to reduce data-dependent leakage.

While effective in controlled environments, hardware-based defenses present significant limitations
in practical deployments. Shielding and filtering increase manufacturing costs and power consumption,
while design-time countermeasures cannot be easily retrofitted into existing systems. Moreover, residual
leakage often remains exploitable, particularly when attackers can average observations over time or
combine multiple side channels [2].

In the context of IoT and embedded systems deployed in public or semi-public environments, hardware-
level defenses are frequently impractical due to cost constraints, physical accessibility, and legacy deploy-
ments. These limitations motivate the exploration of complementary defense mechanisms at higher
abstraction levels.

1.3.2 Software and Algorithmic Countermeasures

Software-based countermeasures aim to reduce the correlation between sensitive data and observable phys-
ical emissions through algorithmic transformations. Common techniques include instruction shuffling,
random delays, dummy operations, and execution path randomization [28]. Noise injection strategies
deliberately introduce random activity to obscure data-dependent patterns in power or EM traces.
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At the cryptographic level, masking techniques split sensitive variables into multiple shares processed
independently, reducing first-order leakage [8]. While theoretically sound, masking implementations are
often complex, incur performance penalties, and may still leak information through higher-order effects
or implementation flaws [41].

A key limitation of software-level defenses is their static nature. Once deployed, the defense behavior
becomes predictable, allowing attackers to adapt their analysis strategies accordingly. Furthermore,
excessive randomization or noise injection may degrade system performance or interfere with normal
operation, limiting their applicability in real-time or resource-constrained environments.

1.3.3 Informational Countermeasures and Obfuscation

Beyond suppressing physical emissions, an alternative defensive perspective focuses on degrading the
information content available to an attacker. Informational countermeasures do not attempt to eliminate
leakage, but rather to reduce its exploitability by disrupting the statistical relationships between observed
signals and sensitive system states.

Recent work has explored obfuscation strategies that deliberately perturb observable signals in a
manner that frustrates machine learning—based attackers [29]. These approaches draw inspiration from
adversarial machine learning, where carefully crafted perturbations can significantly reduce model confi-
dence without requiring large signal modifications.

Such informational defenses are particularly attractive in side-channel contexts, where attackers in-
creasingly rely on ML and DL models trained on large datasets. By targeting the feature space exploited
by these models, defenders can reduce inference accuracy even when physical emissions remain observable.

However, existing obfuscation-based defenses are typically static or heuristic, relying on fixed pertur-
bation strategies that may lose effectiveness as attacker models evolve.

1.3.4 Learning-Based and Adaptive Defense Approaches

The growing use of ML and DL in side-channel attacks naturally motivates the application of learning
techniques for defense. Learning-based defenses aim to model the leakage process itself and dynamically
adapt mitigation strategies based on observed signal characteristics.

Early learning-based approaches primarily focus on improving detection or classification accuracy for
defensive monitoring, such as physical-layer intrusion detection systems based on power or EM anal-
ysis [11]. More recent work has begun exploring defensive ML techniques that actively manipulate
observable signals to reduce attacker success [29].

Despite these advances, most learning-based defenses remain static once trained and do not explicitly
account for the sequential and non-stationary nature of side-channel leakage. In realistic environments,
leakage characteristics evolve over time due to workload changes, environmental noise, and adversarial
adaptation. Static defenses may therefore become suboptimal or ineffective.

1.3.5 Motivation for Reinforcement Learning-Based Adaptive Defense

Reinforcement Learning (RL) provides a natural framework to address the limitations of static counter-
measures by framing side-channel defense as a sequential decision-making problem. In this paradigm,
the defender is modeled as an agent that observes side-channel characteristics and selects actions—such
as denoising strategies, feature transformations, or obfuscation parameters—to optimize a long-term
objective.

RL enables two complementary defensive roles. First, it supports noise-aware compensation, dynami-
cally adapting preprocessing and feature extraction strategies to maximize legitimate observability under
varying noise conditions. Second, it enables adaptive informational defense, where the agent actively de-
grades the consistency and reliability of features exploitable by an attacker, without requiring hardware
modifications or intrusive software changes.

Unlike static defenses, an RL-based approach can continuously adapt to changing conditions and
adversarial strategies, making it particularly suitable for embedded and IoT systems deployed in un-
controlled environments. To the best of the author’s knowledge, the use of reinforcement learning as a
closed-loop control mechanism for adaptive side-channel defense has not been systematically investigated
in prior literature, representing a key contribution of this thesis.
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1.4 Machine Learning and Deep Learning in Side-Channel Anal-
ysis

The increasing complexity of modern computing systems and the intrinsic limitations of analytical leakage
models have positioned Machine Learning (ML) and Deep Learning (DL) as central tools in contemporary
side-channel analysis. Unlike classical statistical techniques, learning-based approaches enable automated
feature extraction, robust classification, and scalable analysis of high-dimensional and noisy physical
traces |25 [33]. This paradigm shift has fundamentally changed both the offensive and defensive landscape
of side-channel research.

From a conceptual perspective, ML and DL transform side-channel analysis from a manually engi-
neered correlation problem into a data-driven inference task. Rather than relying on explicitly defined
leakage assumptions, learning-based models infer discriminative patterns directly from observed signals,
making them particularly suitable for complex embedded platforms and heterogeneous IoT devices.

1.4.1 Profiling Attacks and Key Recovery

One of the earliest and most influential applications of ML in side-channel analysis is cryptographic key
recovery through profiling attacks. In this setting, an adversary collects labeled side-channel traces from
a reference device operating under known keys or inputs and trains a supervised model to associate
physical leakage patterns with sensitive intermediate values [47]. During the attack phase, the trained
model is applied to previously unseen traces to infer secret information.

Early profiling approaches employed classical classifiers such as Support Vector Machines, k-Nearest
Neighbors, and Random Forests, demonstrating that machine learning could outperform traditional tem-
plate attacks in noisy or imperfectly aligned scenarios. The introduction of deep learning further amplified
this effect. Convolutional Neural Networks (CNNs), in particular, have proven effective at learning hier-
archical representations directly from raw or minimally processed traces, significantly reducing the need
for manual feature engineering 26}, |21} |53].

These results highlight a key insight: side-channel leakage often contains exploitable structure even
when traditional assumptions about alignment or noise are violated. This observation has profound im-
plications beyond cryptography, as it suggests that physical emissions encode rich behavioral information
that can be extracted through learning-based inference.

1.4.2 Behavioral Profiling of Embedded and IoT Systems

Beyond cryptographic key extraction, machine learning enables the inference of high-level operational
behavior from side-channel signals. Behavioral profiling aims to identify which application, protocol, or
functional mode is currently executed by a device by analyzing power consumption or electromagnetic
emissions.

In embedded and IoT systems, software activities such as network communication, encryption, or user
interaction induce characteristic execution patterns that propagate to the physical layer. Learning-based
classifiers trained on side-channel features can exploit these patterns to distinguish between browsing,
communication, idle, or computation-intensive states with high accuracy [16} |38].

This shift from key-centric attacks to behavioral inference significantly broadens the scope of side-
channel analysis. Rather than targeting isolated cryptographic routines, attackers and defenders alike
can reason about system-level behavior, application execution, and protocol usage. From a defensive
perspective, this capability enables non-intrusive monitoring and integrity verification without requiring
access to internal system states or modifications to firmware.

1.4.3 Anomaly Detection and Physical-Layer Intrusion Detection

Unsupervised and semi-supervised learning methods extend side-channel analysis to anomaly detection
and runtime monitoring. In this context, models are trained on traces collected during normal operation
and used to identify deviations indicative of faults, attacks, or unauthorized behavior [51].

Autoencoders, clustering algorithms, and density-based methods learn compact representations of
nominal side-channel behavior. At runtime, anomalies are detected by evaluating reconstruction errors
or distance metrics between observed traces and learned models [11]. When deployed continuously, such
approaches form the basis of physical-layer Intrusion Detection Systems (IDS), which monitor hardware-
level behavior rather than software logs.
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providing a powerful line of defense at the hardware level.

Figure 1.3: Conceptual overview of a physical-layer Intrusion Detection System (IDS) based on side-
channel analysis. Physical leakages such as electromagnetic emissions, power consumption, and timing-
related activity are continuously acquired from the target device and used to learn models of normal
system behavior through unsupervised or semi-supervised learning techniques. During runtime, newly
observed traces are compared against the learned representation to compute anomaly scores and de-
tect deviations associated with faults, cyberattacks, or unauthorized activity. By operating directly on
hardware-level emissions, side-channel-based IDS provide non-intrusive and difficult-to-evade monitoring
capabilities, complementing traditional software-based security mechanisms.

A key advantage of side-channel-based IDS lies in their resilience to evasion. Since they operate on
physical emissions, they are inherently more difficult to bypass through purely software-level manipu-
lation. However, their effectiveness critically depends on robustness to noise, workload variability, and
environmental interference.

1.4.4 Noise-Aware Feature Extraction and Denoising

Raw side-channel signals are inherently noisy, non-stationary, and high-dimensional. Noise originates from
environmental interference, concurrent software activity, power supply fluctuations, and measurement
artifacts. Effective preprocessing and denoising are therefore essential to enable reliable learning-based
inference, particularly in realistic deployments.

Classical signal processing techniques such as moving averages, Savitzky—Golay filtering, and wavelet-
based denoising have long been employed to suppress high-frequency noise while preserving informative
components [28| |43]. These methods exploit assumptions about signal smoothness and spectral locality,
providing a first level of noise mitigation.

More recent work has demonstrated that denoising can be tightly integrated into learning-based
pipelines. Deep learning—based denoising and feature fusion methods, including encoder—decoder archi-
tectures, have shown improved robustness and classification performance under low signal-to-noise ratio
(SNR) conditions [19]. These approaches treat denoising as a learnable transformation rather than a
fixed preprocessing step, enabling adaptation to complex and evolving noise characteristics.

1.4.5 Feature Selection, Temporal Modeling, and Decision Strategies

Feature extraction alone is insufficient to guarantee robust inference. Feature selection techniques fur-
ther refine representations by removing redundant or irrelevant dimensions, reducing model complexity
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and improving generalization. Recursive Feature Elimination (RFE) [15] and information-theoretic ap-
proaches based on mutual information [54] are widely used to identify the most discriminative features
in side-channel datasets.

Equally critical is the temporal dimension of side-channel inference. Individual samples or extremely
short windows are dominated by noise and transient effects, rarely conveying sufficient semantic informa-
tion to characterize system behavior. Window-based representations mitigate this limitation by aggre-
gating information over time, but reliable inference often requires reasoning over sequences of windows
rather than isolated observations.

This observation is particularly relevant when decisions are made at different temporal granularities,
ranging from window-level inference to sequence-level behavioral classification. In practice, a single de-
cision window may provide limited or ambiguous evidence, while consistent patterns emerging across
multiple windows can reveal stable behavioral signatures.

Temporal aggregation strategies, such as majority voting or confidence-based fusion, exploit the con-
sistency of predictions over time to compensate for local misclassifications [24].

From a methodological standpoint, these considerations imply that side-channel inference pipelines
should explicitly account for temporal structure and decision hierarchy. Rather than optimizing classifiers
solely at the window level, effective systems must reason about how local predictions accumulate over time
to support robust, higher-level decisions. This perspective naturally extends toward adaptive strategies
in which temporal aggregation, feature relevance, and noise mitigation are dynamically adjusted based
on observed signal conditions.

1.4.6 From Static Learning to Adaptive Defense

While the majority of existing studies focus on improving attack effectiveness or static profiling accuracy,
recent work has begun exploring learning-based defensive strategies. Approaches based on adversarial
obfuscation and defensive machine learning aim to perturb observable signals in order to frustrate attacker
models |29]. These methods demonstrate that learning-driven defense is feasible, but they typically rely
on fixed or heuristic perturbation strategies.

The inherent non-stationarity of side-channel leakage motivates a more general and adaptive approach.
Reinforcement Learning (RL) offers a principled framework to model side-channel defense as a sequen-
tial decision-making problem. In this paradigm, preprocessing, feature extraction, and representation
strategies are no longer static design choices, but controllable actions optimized over time.

Within this framework, RL can serve a dual role. First, it enables noise-aware compensation by
dynamically adapting denoising and feature extraction strategies to changing environmental conditions.
Second, it supports adaptive informational defense by actively degrading the stability and reliability of
features exploitable by an adversary.

It is worth noting that the objective of the proposed framework is not to guarantee information-
theoretic security, but to actively reduce the exploitable information available to an adversary under
realistic physical, computational, and operational constraints. Rather than attempting to eliminate side-
channel leakage altogether—which is often infeasible in practice—the proposed approach aims to control
and distort the statistical structure of observable signals in a way that limits adversarial inference.

Unlike static countermeasures, an RIL-based defense can continuously adapt to evolving noise con-
ditions, workload variability, and potential attacker strategies. To the best of the author’s knowledge,
such a closed-loop, reinforcement learning—based formulation for adaptive side-channel defense has not
been systematically explored in prior literature, motivating the contributions developed in the subsequent
chapters of this thesis.

1.5 Conclusion

This chapter presented the theoretical foundations required to frame side-channel analysis as an information-
driven inference problem and to understand the role of machine learning and deep learning in extracting,
modeling, and exploiting physical leakage. Rather than treating side-channel emissions as isolated signal
artifacts, the chapter emphasized their interpretation as structured, noisy, and temporally correlated
manifestations of internal system behavior.

The discussion of leakage models and measurement setups highlighted the limitations of analytical
assumptions in realistic environments, where noise, variability, and non-stationarity fundamentally shape
observable signals.
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From Static Learning to Adaptive Defense
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STATIC (FIXED) DEFENSE APPROACH

Device Under Protection Fixed Preprocessing Fixed Feature Extraction Attacker Model Inference A Limitations

—’W‘WW* alllatl | —

)))) .ﬂ)) - )))) Physical Leakage

(e.g., power, EM)

» Fixed strategy

» Sensitive to noise
and variations

Recovered
Information > Easier to learn

and bypass

ADAPTIVE DEFENSE APPROACH (RL-BASED)

Device Under Protection Adaptive Preprocessing Adaptive Feature Extraction Attacker Model Harder Inference

9 Benefits

» Adapts to changes

ﬂ M » Robust to noise and
> [l ||y ll.lm'hhinlhm bil | — variabilty
@ - » Actively degrades
«+ Denoising « Time-Frequency Uncertain / | exploitable information
° Ly * Statistical Degraded S ¥
) Physical Leakage + Normalization « Non-linear e bar er to learn an
5 ass
)))> )> (e.g., power, EM) il y Ok ) yp:
TR ‘
RL AGENT State Policy Action Reward | Adaptive Objectives | Outcome
|

(Defense Controller) |~ Observedsignals, | —%  ni(als) —3  Selectpreprocessing  —P  Reduce exploitable

noise level, & feature extraction information / — | Noise-aware |
: Learned strategy q 1 b ¥ Continuously adapts
AT L | Compensation |
A

to environmental
-
Environment Feedback

changes and attacker

| p _ | strategies, limiting

! Adaptive Informational | Pt

! | adversarial inference
| Defense |

| |

New leakage under changed
conditions and attacker behavior

Figure 1.4: Conceptual comparison between static side-channel defense and reinforcement learning—based
adaptive defense. In the static approach, physical leakages are processed through fixed preprocessing
and feature extraction stages, making the resulting inference pipeline sensitive to noise, environmen-
tal variability, and adaptive attackers. In contrast, the proposed adaptive defense framework intro-
duces a reinforcement learning agent that dynamically selects preprocessing, feature transformation, and
representation-control actions according to the observed leakage conditions. By closing the loop between
side-channel observations, policy decisions, and environmental feedback, the adaptive framework aims to
preserve legitimate monitoring capabilities while degrading the exploitable information available to an
attacker, thereby increasing uncertainty and improving robustness against non-stationary side-channel
conditions.

These considerations motivated the adoption of feature-based representations, denoising techniques,
and temporal aggregation strategies as essential components of robust side-channel analysis pipelines.

By reviewing learning-based approaches to key recovery, behavioral profiling, and anomaly detection,
the chapter illustrated how ML and DL enable scalable inference across complex embedded and IoT plat-
forms. At the same time, the inherent limitations of static models and fixed preprocessing pipelines were
identified, particularly in the presence of evolving workloads, environmental interference, and adaptive
adversaries.

Collectively, these insights establish a conceptual bridge from traditional, static side-channel profiling
toward adaptive and learning-driven defense mechanisms. In particular, the combination of noise-aware
processing, temporal reasoning, and feature-level control provides the foundation for formulating side-
channel mitigation as a sequential decision-making problem. This perspective directly motivates the
reinforcement learning—based adaptive framework introduced in the subsequent chapters, where side-
channel analysis evolves from passive observation to active control of the information exposed through
physical channels.
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Chapter 2

State of the Art in AI-Based
Side-Channel Profiling and Security

2.1 Scope and Positioning of the State of the Art

The purpose of this chapter is to review the current state of the art in Artificial Intelligence—based
side-channel profiling and security, with a specific focus on learning-driven analysis, robustness under
noise, and adaptive defense strategies. Rather than reiterating the fundamental principles of side-channel
analysis introduced in Chapter [I} this chapter situates existing research within a broader methodological
and technological landscape, identifying dominant trends, structural limitations, and open challenges that
directly motivate the contributions of this thesis.

While Chapter [1] established the theoretical foundations of side-channel leakage, measurement ab-
stractions, and learning-based inference, the present chapter concentrates on how these concepts have
been instantiated in practice. In particular, emphasis is placed on works that employ Machine Learning
(ML) and Deep Learning (DL) techniques for profiling, classification, anomaly detection, and security
monitoring based on power and electromagnetic (EM) side-channel signals.

The scope of this review is intentionally focused on embedded and IoT-class systems, where low-
frequency side-channel emissions are both practically observable and security-relevant. Such platforms
are typically characterized by constrained computational resources, heterogeneous and time-varying work-
loads, and deployment in uncontrolled or semi-public environments. In these contexts, assumptions com-
monly adopted in laboratory settings—such as stationary noise conditions, stable execution patterns, or
perfect trace alignment—are rarely satisfied. Consequently, robustness, generalization, and adaptability
emerge as central requirements for both offensive and defensive side-channel methodologies.

A key theme emerging from the reviewed literature is the progressive shift from handcrafted fea-
ture extraction and analytical leakage modeling toward data-driven and black-box approaches. Super-
vised learning techniques have demonstrated remarkable effectiveness in cryptographic key recovery and
behavioral profiling tasks, while unsupervised and semi-supervised models have enabled physical-layer
anomaly detection and runtime monitoring. However, despite these advances, most existing approaches
rely on static preprocessing pipelines, fixed feature representations, and offline-trained models, implicitly
assuming that the statistical structure of side-channel leakage remains stable over time.

This chapter critically examines such assumptions by surveying recent contributions that explicitly
address noise, variability, and environmental interference in side-channel analysis. Particular attention
is devoted to techniques for denoising, feature selection, and temporal modeling, as well as to emerging
attack scenarios that challenge traditional threat models, including proximity-based and remote electro-
magnetic attacks and cross-layer leakage exploitation.

Finally, the chapter introduces learning-based defensive perspectives, focusing on approaches that
attempt to mitigate side-channel leakage or reduce its exploitability through obfuscation, monitoring, or
adaptive signal processing. Although reinforcement learning has been widely adopted in control systems,
signal processing, and cybersecurity more broadly, its application as a principled mechanism for adaptive
side-channel defense remains largely unexplored. By systematically reviewing the existing literature,
this chapter identifies this gap and establishes the conceptual and methodological motivation for the
reinforcement learning—based adaptive framework developed in the subsequent chapters of this thesis.
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2.2 Classical Side-Channel Attacks and Profiling Foundations

Early research on side-channel attacks established the fundamental feasibility of extracting sensitive in-
formation from physical emissions generated during device operation. These works demonstrated that
side-channel leakage constitutes a practical and powerful attack vector even in the absence of software
vulnerabilities or cryptographic weaknesses. Classical side-channel analysis primarily focused on cryp-
tographic key recovery and provided the conceptual and methodological foundations upon which later
learning-based approaches have been developed.

Traditional side-channel attacks exploit physical signals—most notably power consumption and elec-
tromagnetic (EM) emissions—that exhibit statistical dependence on internal computations. Rather than
relying on direct signal interpretation, these techniques leverage the repeatability of leakage patterns
across multiple executions. By correlating measured traces with hypotheses about internal data val-
ues or operations, an attacker can progressively amplify weak data-dependent effects and infer secret
information.

2.2.1 Power and Electromagnetic Analysis

Power analysis attacks were among the first practical side-channel techniques to be demonstrated. Simple
Power Analysis (SPA) exploits visually observable variations in power consumption corresponding to
different operations or control-flow decisions. While conceptually simple, SPA can be effective when
execution patterns are strongly data-dependent or when branching behavior differs across operations.

Differential Power Analysis (DPA) introduced a more systematic and statistically grounded method-
ology [22]. By collecting large sets of power traces and partitioning them according to hypothetical
intermediate values, DPA enables the amplification of subtle data-dependent variations that are other-
wise obscured by noise. Correlation Power Analysis (CPA) further refined this approach by explicitly
modeling the relationship between predicted intermediate values and observed leakage using correlation
metrics.

Electromagnetic side-channel analysis follows analogous principles but operates on radiated emissions
rather than conducted power signals. EM analysis offers important practical advantages, including non-
invasive measurement and spatial selectivity, as probes can be positioned to isolate specific components or
subsystems. EM leakage typically spans a wide frequency range and reflects complex interactions among
switching activity, clock signals, and bus communications |13].

Despite their effectiveness, classical power and EM attacks generally rely on carefully controlled
measurement setups, precise synchronization, and handcrafted signal processing pipelines. As a result,
their performance is highly sensitive to noise, misalignment, and environmental variability, limiting their
robustness outside laboratory conditions.

2.2.2 Leakage Models and Hypothesis Testing

At the core of classical side-channel attacks lies the concept of a leakage model, which formalizes the
assumed relationship between internal variables and observable signals. Widely adopted abstractions
include the Hamming Weight and Hamming Distance models, particularly in power analysis [8]. These
models enable the construction of hypotheses about sensitive intermediate values that can be statistically
tested against measured traces.

Template attacks represent one of the most powerful classical profiling techniques. In a template
attack, an adversary builds multivariate statistical models—typically Gaussian distributions—of side-
channel leakage for each possible value of a sensitive intermediate. During the attack phase, likelihood
evaluations are used to identify the most probable secret value [47].

While highly effective under ideal conditions, template attacks exhibit several structural limitations.
They require large numbers of high-quality profiling traces, accurate trace alignment, and strong as-
sumptions regarding leakage stationarity. Moreover, the dimensionality of modern side-channel traces
and the presence of noise often render classical multivariate modeling impractical without aggressive
dimensionality reduction.

2.2.3 Operational Constraints and Practical Limitations

Classical side-channel attacks are predominantly developed and evaluated under controlled laboratory
conditions, where noise sources are minimized and measurement repeatability is ensured. In realistic
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deployment scenarios—particularly for embedded and IoT systems—these assumptions rarely hold.

Environmental interference, concurrent software activity, power supply fluctuations, and device aging
introduce variability that degrades the effectiveness of analytical leakage models. In addition, modern
embedded platforms exhibit complex execution behavior involving multitasking, caching, and periph-
eral interactions, all of which contribute to side-channel signals in ways that are difficult to capture
analytically.

Scalability represents another critical limitation of classical approaches. Handcrafted preprocessing
pipelines, manual feature selection, and hypothesis-driven analysis do not scale well to large datasets,
heterogeneous devices, or diverse workloads. Consequently, classical techniques struggle to generalize
across platforms or to adapt to evolving leakage characteristics over time.

2.2.4 From Analytical Profiling to Data-Driven Approaches

The limitations of classical side-channel techniques have progressively motivated a transition toward
data-driven methodologies. Rather than relying on simplified analytical leakage models, learning-based
approaches aim to infer discriminative patterns directly from data, enabling automated handling of high-
dimensional, noisy, and partially misaligned traces.

From a conceptual standpoint, classical profiling attacks can be viewed as early instances of super-
vised learning, where statistical models are trained to associate leakage patterns with sensitive values.
However, their reliance on fixed leakage assumptions and handcrafted features constrains robustness and
adaptability under realistic conditions.

The emergence of Machine Learning and Deep Learning techniques has fundamentally altered this
landscape. Learning-based models can automatically extract relevant features, tolerate misalignment,
and generalize across varying noise regimes. These capabilities have enabled more effective profiling and
classification, but they also introduce new challenges related to generalization, robustness, and security
in non-stationary environments.

This evolution marks a conceptual shift from hypothesis-driven analysis toward representation learning
and data-centric inference. The following section builds upon this transition by reviewing state-of-the-
art Al-driven side-channel profiling techniques, highlighting how modern learning models address the
limitations of classical approaches while exposing new vulnerabilities that motivate adaptive and learning-
based defense strategies.

2.3 Al-Based Side-Channel Profiling: From Static Classification
to Adaptive Inference

The integration of Artificial Intelligence into side-channel analysis has marked a decisive transition from
analytically driven attacks to data-centric inference frameworks. Unlike classical approaches, which
rely on explicit leakage assumptions and handcrafted preprocessing pipelines, Al-based methods learn
discriminative representations directly from measured signals. This shift has enabled side-channel analysis
to scale to complex systems, tolerate noise and misalignment, and generalize across heterogeneous devices.
In the state of the art, Al-driven side-channel profiling is primarily framed as a supervised or unsu-
pervised learning problem, where models are trained to associate physical emissions with internal system
states, cryptographic secrets, or behavioral classes. While these approaches have significantly improved
attack effectiveness, they also expose fundamental limitations of static learning pipelines when deployed
in realistic, non-stationary environments. In most existing works, this formulation implicitly assumes a
passive observation model, where the learner adapts to the signal but does not influence its generation.

2.3.1 Supervised Learning for Side-Channel Profiling

Supervised Machine Learning represents the most established AI paradigm in side-channel analysis. In
profiling scenarios, labeled traces collected from a reference device are used to train classifiers capable of
inferring sensitive information from unseen measurements. Early works demonstrated that traditional ML
models—such as Support Vector Machines, Random Forests, and k-Nearest Neighbors—could outperform
classical template attacks under noisy or imperfectly aligned conditions 25 [18].

The introduction of Deep Learning further expanded these capabilities. Convolutional Neural Net-
works (CNNs) have become the dominant architecture in Al-based side-channel attacks due to their ability
to automatically learn hierarchical features from raw or minimally processed traces |26} 53]. CNN-based
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models have shown remarkable robustness to desynchronization, masking countermeasures, and signal
distortions, effectively reducing the reliance on domain-specific preprocessing.

From a conceptual standpoint, supervised profiling attacks reframe side-channel analysis as a pattern
recognition problem, where leakage is treated as a structured signal embedding information about internal
computation rather than as a noisy physical artifact. This abstraction allows models to exploit subtle
correlations that may be inaccessible to analytical techniques, but it also introduces new dependencies
on training data quality, representativeness, and stationarity.

2.3.2 Temporal Modeling and Sequential Inference

Side-channel signals are inherently temporal, reflecting the sequential execution of software and hardware
operations. While early Al-based approaches treated traces as static vectors, recent work has emphasized
the importance of temporal modeling. Recurrent Neural Networks (RNNs) and Long Short-Term Memory
(LSTM) architectures have been applied to capture temporal dependencies in power and EM traces,
enabling the classification of execution phases, workloads, and protocol behavior [50].

Temporal modeling is particularly relevant for behavioral profiling, where the objective extends be-
yond single-operation inference to the identification of sustained system activity. In such scenarios, the
discriminative information emerges not from isolated samples, but from consistent temporal patterns
observed across multiple windows. This observation reinforces the need for sequence-level reasoning and
aggregation strategies, a theme that directly connects profiling accuracy to temporal decision hierarchies.

2.3.3 Unsupervised Learning and Anomaly Detection

Beyond supervised profiling, unsupervised and semi-supervised learning techniques have gained attention
for side-channel-based monitoring and intrusion detection. Autoencoders, clustering algorithms, and
density estimation models are trained on traces collected during nominal operation and used to detect
deviations indicative of faults, malicious activity, or unauthorized software execution |51 [10].

These approaches are particularly attractive for security monitoring, as they do not require labeled
attack data and can detect previously unseen behaviors. However, their effectiveness critically depends
on the stability of the learned representation. Changes in noise conditions, workload characteristics, or
environmental interference may cause benign deviations to be misclassified as anomalies, leading to high
false-positive rates.

2.3.4 Noise, Generalization, and the Limits of Static Models

Despite their success, Al-based side-channel models inherit fundamental limitations from their static
training paradigm. Most models are trained offline under specific acquisition conditions and implicitly
assume that the statistical properties of leakage remain stationary over time. In realistic deployments,
this assumption rarely holds.

Low-frequency EM measurements, in particular, are highly sensitive to environmental noise, probe
placement, and concurrent system activity. Variations in power supply quality, temperature, or software
workload can significantly alter the observable signal distribution. As a result, models trained under
one condition may degrade rapidly when deployed under another, even in the absence of adversarial
manipulation.

Several studies have attempted to mitigate these issues through data augmentation, transfer learning,
or robust feature engineering. While these techniques improve generalization to some extent, they remain
fundamentally static: once trained, the model cannot actively adapt its processing strategy in response
to changing conditions.

2.3.5 Realistic Scenarios Motivating Adaptive Defense

The limitations of static Al-based profiling become particularly evident in realistic deployment scenarios.
Consider public or semi-public infrastructures such as ticketing machines, ATM terminals, smart kiosks,
or embedded controllers deployed in transportation hubs. In such environments, attackers may operate
in proximity to devices using portable EM sensors, exploiting low-frequency emissions without direct
physical contact.

Recent works on long-range and indirect EM leakage, including attacks exploiting unintended antenna
effects or memory-induced emissions, demonstrate that physical proximity constraints are increasingly
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relaxed |7, 49]. These scenarios highlight that side-channel leakage cannot be assumed to be either static
or confined to controlled environments.

From a defensive perspective, such settings impose strict constraints. Hardware retrofitting is often
infeasible, software modifications must preserve functionality, and environmental noise cannot be elimi-
nated. Defense mechanisms must therefore operate adaptively, responding to evolving conditions while
maintaining acceptable performance.

2.3.6 Toward Adaptive and Control-Oriented Learning

The convergence of these challenges motivates a fundamental rethinking of Al-based side-channel defense.
Rather than treating preprocessing, feature extraction, and classification as fixed stages, recent research
trends suggest modeling side-channel analysis as a closed-loop system. In this perspective, signal pro-
cessing and representation choices become controllable parameters that influence both observability and
security.

Reinforcement Learning (RL) provides a natural framework for this formulation. By modeling side-
channel processing as a sequential decision-making problem, an RL agent can dynamically select denoising
strategies, feature representations, or aggregation policies based on observed signal characteristics. This
enables continuous adaptation to noise, workload variability, and potential adversarial behavior.

Importantly, the objective of such an approach is not to achieve information-theoretic security, but
to actively reduce the exploitable information available to an adversary under realistic physical and
operational constraints. By controlling the statistical structure of observable signals, adaptive defense
mechanisms can degrade the effectiveness of profiling attacks while preserving legitimate system func-
tionality.

Although RL has been extensively studied in control systems and adaptive signal processing, its
application as a defensive mechanism in side-channel contexts remains largely unexplored. This gap in
the literature motivates the adaptive framework proposed in this thesis, which builds upon the limitations
identified in state-of-the-art Al-based profiling and extends them toward noise-aware, control-oriented
defense strategies.

2.4 Noise, Environmental Variability, and the Limits of Static
Side-Channel Models

A fundamental limitation of many side-channel analysis techniques proposed in the literature lies in the
implicit assumption of stationarity. Classical attack and profiling models are typically developed and
evaluated under controlled laboratory conditions, where environmental noise, workload variability, and
measurement uncertainty are carefully minimized. While such assumptions facilitate repeatability and
benchmarking, they rarely hold in realistic deployment scenarios, particularly for embedded and IoT
systems operating in open or semi-controlled environments.

In practice, side-channel signals are affected by multiple sources of noise and variability. Environmen-
tal electromagnetic interference, power supply fluctuations, temperature changes, and concurrent system
activity introduce stochastic perturbations that alter the observable leakage patterns over time. Even
minor variations in probe placement, device orientation, or surrounding electronic equipment can signif-
icantly affect the spectral and temporal characteristics of measured EM or power traces. As a result,
side-channel leakage in real-world settings is inherently non-stationary and context-dependent.

Several studies have shown that noise does not eliminate side-channel leakage, but rather changes
its statistical structure [45]. Features that are highly discriminative under clean conditions may become
unreliable or misleading when signal-to-noise ratio (SNR) degrades. Conversely, information that is not
exploitable in isolation may emerge when observations are aggregated over longer time horizons. This
behavior highlights a critical distinction between instantaneous signal quality and long-term information
content.

Pipelines designed under static assumptions struggle to preserve performance when the statistical
structure of leakage evolves over time. Once configured, these pipelines implicitly assume that the noise
characteristics and leakage structure remain constant. In realistic environments, however, noise statistics
may drift over time, rendering previously optimal preprocessing choices suboptimal or even counterpro-
ductive. This phenomenon is particularly evident in low-frequency EM analysis, where interference from
external sources overlaps with device-specific spectral components.

19



CHAPTER 2. State of the Art in AI-Based Side-Channel Profiling and Security

Noise-aware techniques have been proposed to mitigate these issues, including adaptive filtering,
wavelet-based denoising, and learning-based noise suppression 28, [19]. While these methods improve
robustness under certain conditions, they are typically applied in an offline or static manner. Parameters
are tuned during a training phase and remain fixed during deployment, limiting their ability to respond
to unforeseen changes in the operating environment.

From a modeling perspective, environmental variability challenges the core assumptions underlying
many profiling attacks. Models trained on traces collected under specific conditions may generalize poorly
when deployed in different contexts, devices, or noise regimes. This limitation has been extensively
documented in cross-device and cross-environment evaluations, where classification accuracy degrades
sharply when training and testing conditions differ [33]. Such observations underscore the fragility of
static models in adversarial or uncontrolled settings.

Beyond attack scenarios, the same limitations apply to defensive applications such as side-channel-
based monitoring and intrusion detection. A physical-layer IDS trained on nominal behavior under clean
conditions may suffer from elevated false-positive or false-negative rates when noise characteristics evolve.
In these cases, the inability to distinguish between benign environmental changes and genuine anomalies
undermines the reliability of static detection systems.

These considerations motivate a shift in perspective: noise should not be treated merely as an exter-
nal nuisance to be filtered out, but as a dynamic component of the side-channel ecosystem that must be
explicitly modeled and managed. Effective side-channel analysis in realistic environments requires mech-
anisms capable of adapting preprocessing, feature representation, and decision strategies in response to
observed signal conditions.

This observation naturally leads to the formulation of side-channel analysis as a sequential and adap-
tive problem rather than a static inference task. Instead of optimizing a fixed pipeline offline, the system
must continuously assess the quality and structure of incoming signals and adjust its processing strategy
accordingly. Such adaptability is essential not only to maintain performance under changing noise con-
ditions, but also to respond to adversarial behaviors that deliberately attempt to exploit or manipulate
side-channel characteristics.

In this context, adaptive learning paradigms—and reinforcement learning in particular—offer a prin-
cipled framework to address the limitations of static side-channel models. By framing noise mitigation
and information control as a closed-loop optimization problem, adaptive systems can dynamically balance
observability, robustness, and security objectives over time. This perspective provides a critical concep-
tual bridge between traditional side-channel profiling and the adaptive defense mechanisms explored in
the subsequent sections and chapters of this thesis.

2.5 Adaptive and Learning-Based Countermeasures in the Lit-
erature

The increasing effectiveness of machine learning—based side-channel attacks has naturally motivated the
exploration of adaptive and learning-driven countermeasures. Unlike traditional static defenses, these
approaches attempt to respond dynamically to evolving leakage patterns, noise conditions, or attacker
capabilities. This section reviews the main directions explored in the literature, highlighting both their
contributions and their limitations, and positioning the need for a more general adaptive control frame-
work.

2.5.1 Adaptive Preprocessing and Noise Mitigation

Several works have investigated adaptive preprocessing techniques to improve robustness against noise and
environmental variability. These approaches typically focus on dynamically adjusting filtering parameters,
window sizes, or denoising thresholds based on observed signal characteristics. Wavelet-based denoising
schemes with adaptive thresholding have been proposed to preserve informative components under varying
noise levels, while smoothing techniques such as Savitzky—Golay filters have been tuned to balance noise
suppression and signal distortion |28 43].

More recently, learning-based denoising methods have been introduced, where neural networks are
trained to suppress noise or enhance leakage-related components [19]. Although these methods improve
performance under specific conditions, they are typically trained offline and applied statically at runtime.
As a result, their adaptability is limited to the noise distributions observed during training, reducing
effectiveness when operating conditions drift or adversarial interference is present.
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2.5.2 Learning-Based Obfuscation and Defensive Machine Learning

Another emerging direction focuses on actively degrading the exploitable information available to an
attacker rather than improving signal quality. Defensive machine learning techniques introduce controlled
perturbations or obfuscation mechanisms that target the statistical structure exploited by side-channel
attacks. Notably, adversarial obfuscation strategies have been proposed to reduce the effectiveness of
ML-based architectural and microarchitectural side-channel attacks by injecting carefully crafted noise
or modifying execution patterns [29].

These approaches demonstrate that it is possible to interfere with attacker inference models without
eliminating physical leakage altogether. However, most existing solutions rely on fixed perturbation
strategies or heuristics determined during design time. Once deployed, the defense behavior remains
static, allowing attackers to adapt by retraining or adjusting their models. Furthermore, these techniques
often focus on specific leakage channels or attack models, limiting their generality.

2.5.3 Adaptive Monitoring and Physical-Layer Intrusion Detection

Adaptive learning has also been explored in the context of physical-layer monitoring and intrusion de-
tection. Side-channel-based IDS solutions employ ML or DL models to detect deviations from nominal
behavior by analyzing power or EM traces |11} [17]. Some systems incorporate incremental learning or
periodic retraining to account for workload changes and long-term drift.

While such approaches introduce a degree of adaptivity, they typically treat adaptation as an offline or
semi-online process, rather than as a continuous decision-making problem. The monitoring system reacts
to detected changes but does not actively control the observable leakage or preprocessing strategy. As a
result, these systems remain reactive rather than proactive and do not explicitly optimize the trade-off
between observability, robustness, and information exposure.

2.5.4 Limitations of Existing Adaptive Approaches

Across these research directions, a common limitation emerges: adaptivity is often local, heuristic, or
confined to a single stage of the side-channel processing pipeline. Preprocessing parameters, feature rep-
resentations, and decision strategies are rarely optimized jointly. Moreover, adaptation is typically driven
by predefined rules or periodic retraining rather than by continuous interaction with the environment.
Most importantly, existing approaches do not explicitly model side-channel defense as a sequential
control problem. Decisions are made independently at each stage, without considering their long-term
impact on information leakage or adversarial inference. This fragmented view limits the ability of current
methods to cope with non-stationary noise, evolving workloads, and adaptive attackers simultaneously.

2.5.5 Positioning Reinforcement Learning as a Unifying Framework

These observations suggest that side-channel analysis and defense should be reformulated not as isolated
inference problems, but as sequential processes in which decisions taken at one stage influence future
observability. The gaps identified in the literature suggest the need for a more principled and unified
adaptive defense strategy. Reinforcement Learning (RL) provides a natural framework to address these
challenges by modeling side-channel processing as a closed-loop interaction between a defender and its
environment. In this formulation, the defender observes side-channel characteristics, selects actions af-
fecting preprocessing, feature extraction, or obfuscation, and receives feedback based on performance
objectives.

Unlike heuristic adaptation, RL enables optimization over long-term objectives and explicit trade-
offs between competing goals, such as robustness to noise, preservation of legitimate observability, and
reduction of exploitable information. Importantly, RL does not require an explicit model of the attacker
or the leakage process, making it well suited to complex and partially observable environments.

While reinforcement learning has been widely applied in control, networking, and cybersecurity do-
mains, its use as a feature-aware, noise-adaptive control mechanism for side-channel defense remains
largely unexplored. This observation positions the approach developed in this thesis as a natural and nec-
essary extension of existing adaptive countermeasures, bridging the gap between static profiling, heuristic
adaptation, and fully autonomous defense strategies.
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2.6 Realistic Threat Scenarios Motivating Adaptive Side-Channel
Defense

While a significant portion of side-channel research has historically focused on laboratory-grade attacks
and controlled measurement setups, recent advances demonstrate that physical leakage can be exploited
in increasingly realistic and unconstrained environments. In such scenarios, the assumptions underlying
static profiling and fixed countermeasures no longer hold. This section reviews representative real-world
threat scenarios that motivate the need for adaptive, noise-aware, and learning-driven side-channel defense
mechanisms.

2.6.1 Public and Semi-Public Embedded Systems

Many embedded systems operate in public or semi-public environments where physical proximity to the
device is feasible without requiring privileged access. Examples include ticketing machines, self-service
kiosks, access control terminals, industrial HMIs, and embedded controllers deployed in transportation
infrastructures.

In these contexts, an attacker may deploy low-cost electromagnetic probes or antennas in close proxim-
ity to the target device, exploiting low-frequency EM emissions that propagate beyond device enclosures.
Unlike laboratory attacks, such scenarios are characterized by:

e Uncontrolled and time-varying environmental noise,
e Limited measurement duration and imperfect synchronization,
e Dynamic workloads driven by user interaction.

Despite these constraints, prior work has shown that side-channel leakage remains exploitable when
analyzed using robust feature extraction and machine learning techniques |46} [38]. Importantly, the
non-stationary nature of these environments renders static preprocessing and fixed defense strategies
insufficient, as leakage characteristics evolve continuously over time.

2.6.2 Smart City and Urban Infrastructures

Smart city deployments represent a particularly relevant threat model for modern side-channel analy-
sis. Distributed embedded devices—such as traffic controllers, smart meters, public sensing nodes, and
communication gateways—are often deployed in open environments with minimal physical protection.

In urban settings, an attacker may leverage ambient infrastructure (e.g., street furniture, nearby
buildings, or vehicles) to host passive sensors capable of capturing EM emissions over extended peri-
ods. The presence of pervasive electromagnetic noise from power lines, wireless communications, and
transportation systems creates a highly non-stationary background that challenges traditional analysis
techniques.

At the same time, this noise-rich environment motivates the use of learning-based inference capable
of extracting stable patterns from noisy observations. From a defensive standpoint, it also highlights
the necessity of adaptive processing pipelines that can dynamically adjust feature representations and
denoising strategies to preserve legitimate observability while limiting exploitable leakage.

2.6.3 Financial and Transaction-Oriented Devices

Automated Teller Machines (ATMs), payment terminals, and ticketing systems process sensitive financial
and personal data while operating in publicly accessible locations. These devices often rely on embedded
platforms executing cryptographic routines and communication protocols under variable workloads.

Side-channel leakage in such systems poses a dual risk: direct extraction of cryptographic material
and indirect inference of transaction behavior or user interaction patterns. Even when direct key re-
covery is infeasible, behavioral profiling may reveal sensitive metadata, such as transaction frequency,
authentication attempts, or protocol usage.

Given the operational constraints of financial devices, intrusive hardware countermeasures are rarely
viable post-deployment. This makes software-based and informational defenses particularly attractive.
However, static noise injection or masking techniques risk degrading performance or usability, motivating
adaptive strategies capable of responding to observed leakage conditions in real time.
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2.6.4 Remote and Air-Gapped Scenarios

Recent attacks have demonstrated that side-channel leakage can be exploited even in remote or air-gapped
systems. The RAMBO attack exemplifies this evolution by showing that DRAM activity can be modu-
lated to emit EM signals detectable at a distance, enabling data exfiltration from isolated systems [49].

Such attacks operate under extreme noise conditions and rely on sophisticated signal processing and
machine learning to decode weak and indirect leakage. From a defensive perspective, these scenarios
underscore that eliminating leakage entirely is often infeasible. Instead, the goal shifts toward limiting
the reliability and consistency of exploitable features under adversarial observation.

Adaptive defense mechanisms are particularly relevant in this context, as leakage patterns may depend
on runtime behavior, memory access patterns, and system load. A static defense tuned for one operating
condition may fail under another, while an adaptive controller can respond dynamically to evolving
leakage characteristics.

2.6.5 Implications for Adaptive Defense Design

Across these scenarios, a common theme emerges: side-channel leakage occurs in environments that are
noisy, dynamic, and partially observable, where neither the attacker nor the defender has access to a
complete or stable view of the underlying system state. Attackers exploit temporal aggregation, learning-
based inference, and long-term observation to overcome these challenges. Defenders must therefore reason
under similar assumptions. In this sense, both attackers and defenders are subject to the same physical
constraints and must operate over noisy, incomplete, and temporally evolving observations.

Static countermeasures assume stationary leakage models and predictable attack strategies, assump-
tions that do not hold in realistic deployments. In contrast, adaptive defense mechanisms can observe
leakage characteristics at runtime and adjust processing strategies accordingly. This includes modify-
ing denoising parameters, feature selection policies, and temporal aggregation strategies in response to
changing conditions.

These considerations motivate the formulation of side-channel defense as a closed-loop control prob-
lem, where decisions are made sequentially based on observed signal behavior and long-term objectives.
Reinforcement learning naturally fits this paradigm, providing a principled framework for optimizing
adaptive defense strategies without requiring explicit attacker models.

The scenarios discussed in this section therefore provide both practical motivation and conceptual
grounding for exploring reinforcement learning—based adaptive frameworks in subsequent chapters.

2.7 Discussion and Open Challenges

The analysis of the state of the art highlights both the remarkable progress achieved in Al-based side-
channel analysis and the structural limitations that remain unresolved. While modern Machine Learning
and Deep Learning techniques have significantly enhanced the ability to extract information from noisy
and high-dimensional physical signals, their effectiveness is often assessed under assumptions that do not
fully reflect realistic deployment conditions. This section consolidates the main open challenges emerging
from the literature and clarifies the gaps that motivate the methodological choices adopted in this thesis.

2.7.1 Generalization and Robustness Across Conditions

A recurring limitation of existing side-channel approaches is their sensitivity to changes in operating
conditions. Many profiling and classification models are trained and evaluated under fixed assumptions
regarding device configuration, workload, environmental noise, and measurement setup. When these
assumptions are violated, model performance can degrade substantially.

Cross-device generalization, variation in signal-to-noise ratio, temporal drift, and environmental in-
terference remain open challenges, particularly for embedded and IoT systems deployed in uncontrolled
environments. While data augmentation and transfer learning have been proposed as partial remedies,
they do not fundamentally address the non-stationary nature of real-world side-channel leakage. These
observations suggest that robustness cannot be treated as a static property of a trained model, but rather
as a dynamic requirement that must be sustained throughout system operation.
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2.7.2 Static Pipelines in a Dynamic Leakage Landscape

Most existing side-channel analysis pipelines rely on static preprocessing, fixed feature extraction strate-
gies, and frozen model parameters. This design implicitly assumes that the statistical structure of leakage
remains stable over time. However, the literature increasingly shows that leakage characteristics evolve
due to workload variability, system updates, power supply fluctuations, and environmental dynamics.

Fixed processing pipelines are therefore inherently limited: once optimized for a specific condition,
they may become suboptimal or even misleading under new operating regimes. This limitation applies
to both offensive and defensive applications, including behavioral profiling and intrusion detection.

2.7.3 Noise as a First-Class Design Constraint

Although noise is widely acknowledged in side-channel research, it is often treated as an external nuisance
rather than a central design parameter. Many studies focus on improving denoising or robustness post
hoc, without explicitly modeling noise variability as part of the inference process.

In realistic deployments, noise is not only unavoidable but also non-stationary and context-dependent.
Effective side-channel analysis and defense therefore require mechanisms capable of adapting to changing
noise conditions, rather than assuming a fixed signal-to-noise regime. This observation motivates the
integration of noise-aware strategies directly into the learning and decision-making pipeline.

2.7.4 Temporal Reasoning Beyond Window-Level Classification

Another open challenge concerns the temporal structure of side-channel inference. While window-based
representations are widely adopted, many studies optimize models at the window level and rely on simple
aggregation heuristics for sequence-level decisions.

However, the literature suggests that reliable inference often emerges from consistency over time rather
than from isolated observations. Capturing temporal dependencies, confidence evolution, and decision
stability remains an open research area, particularly for long-running systems where behavior unfolds
over extended time horizons.

2.7.5 Defensive Learning and the Limits of Static Countermeasures

Recent work on defensive machine learning and signal obfuscation demonstrates that it is possible to
reduce the effectiveness of ML-based side-channel attacks by manipulating observable features. Never-
theless, most proposed defenses are static or heuristic, assuming a fixed attacker model and stationary
leakage.

In adversarial and adaptive settings, such assumptions are unlikely to hold. Attackers may refine their
models, adjust measurement strategies, or exploit new leakage dimensions over time. Static defenses risk
becoming predictable and ineffective, especially against learning-based adversaries.

2.7.6 Toward Closed-Loop and Adaptive Side-Channel Defense

The challenges identified above converge toward a common insight: side-channel analysis and defense
should be treated as dynamic, sequential, and adaptive processes rather than static classification prob-
lems.

Framing side-channel processing as a closed-loop system enables continuous observation, evaluation,
and adjustment of preprocessing and representation strategies. Reinforcement Learning offers a principled
framework for this paradigm, allowing a defender to optimize long-term objectives under uncertainty and
non-stationarity without requiring explicit attacker models.

Importantly, the objective of such adaptive defense is not to achieve information-theoretic security,
which is often unattainable in practice, but to actively reduce the exploitable information available to an
adversary under realistic physical, computational, and operational constraints.

2.7.7 Positioning of This Thesis

In light of the reviewed literature and identified gaps, this thesis positions itself at the intersection of
side-channel analysis, machine learning, and adaptive control. Rather than proposing yet another static
profiling technique, the work aims to:

e Address noise and non-stationarity as fundamental properties of side-channel leakage,
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e Move beyond fixed preprocessing and feature selection strategies,

e Explore adaptive, learning-driven mechanisms for controlling the information exposed through phys-
ical channels.

The following chapter builds upon these observations by introducing the proposed methodological
framework, detailing how side-channel processing can be formulated as a sequential decision-making
problem and how reinforcement learning can be leveraged to implement adaptive, noise-aware defense
strategies in realistic embedded and IoT environments.
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Chapter 3

Experimental Setup and
Methodological Framework

This chapter presents the complete experimental setup and methodological framework adopted to an-
alyze electromagnetic side-channel emissions generated by embedded systems during application-level
execution. The objective is twofold: first, to define a rigorous and reproducible acquisition and prepro-
cessing pipeline for low-frequency electromagnetic signals; second, to establish a principled foundation
for evaluating learning-based classification and robustness under realistic noise conditions.

The experimental methodology builds upon and consolidates two original research contributions.
The first work [38] focuses on the feasibility of profiling application-level behavior in connected and
embedded devices through electromagnetic side-channel analysis and machine learning techniques. The
second contribution [39] extends this perspective toward behavioral profiling and scenario discrimination
in realistic IoT contexts, emphasizing robustness, generalization, and practical deployment constraints.
This chapter unifies and extends these contributions into a single coherent experimental framework.

In contrast to purely laboratory-oriented studies, the proposed setup is explicitly designed to reflect
realistic operating conditions typical of embedded and IoT devices, where environmental noise, work-
load variability, and limited observability are intrinsic characteristics rather than exceptional cases. As
such, the methodology does not assume idealized acquisition conditions, but instead embraces noise and
variability as fundamental aspects of the side-channel measurement process.

The chapter is structured to progressively bridge raw physical measurements and learning-based in-
ference. It begins with a detailed description of the hardware platform and acquisition environment,
including sensing equipment, probing strategy, and measurement constraints. Subsequently, the signal
acquisition and preprocessing pipeline is introduced, with particular emphasis on temporal segmentation
and energy-based aggregation. These design choices are motivated by the need to stabilize highly noisy
side-channel signals while preserving discriminative information relevant to application-level behavior.

A central aspect of the methodology concerns the transformation of raw electromagnetic and current
traces into compact and informative representations suitable for machine learning. To this end, the chap-
ter details the adopted preprocessing steps, including window-based segmentation, Root Mean Square
(RMS) computation, and robust normalization. These operations are not treated as purely technical con-
veniences, but as methodological components that directly influence noise resilience, temporal coherence,
and generalization performance.

Building upon the preprocessed signals, the chapter then describes the feature engineering strat-
egy, combining time-domain and frequency-domain descriptors to capture complementary aspects of
side-channel leakage. Particular attention is devoted to feature selection, where multiple strategies are
evaluated in terms of classification accuracy, interpretability, and inference-time feasibility. This analysis
highlights the trade-offs between scenario-specific optimization and globally applicable feature subsets,
ultimately motivating the adoption of a reduced and generalizable feature set.

Throughout the chapter, experimental design choices are explicitly linked to practical deployment con-
siderations, such as computational efficiency, robustness to outliers, and suitability for real-time inference
on resource-constrained platforms. Rather than presenting isolated processing stages, the methodology
is formulated as a modular yet integrated pipeline, enabling systematic evaluation and future extension.

By consolidating acquisition, preprocessing, feature engineering, and selection within a single experi-
mental framework, this chapter establishes the empirical backbone of the thesis. It provides the necessary
grounding for the subsequent analysis of classification performance and robustness, and prepares the con-

26



3.1 Hardware Platform and Acquisition Environment

ceptual transition from static profiling toward adaptive and noise-aware learning strategies explored in
the later chapters.

3.1 Hardware Platform and Acquisition Environment

The experimental measurements were conducted on a low-cost embedded computing platform, namely
a Raspberry Pi 4 Model B, selected as a representative example of a widely deployed IoT and edge-
computing device. The platform runs a standard Linux-based operating system and executes a set
of real-world application scenarios designed to emulate realistic user and network activity. This choice
reflects the objective of analyzing side-channel emissions under practical operating conditions rather than
synthetic or highly controlled benchmarks.

Electromagnetic side-channel signals were acquired using an ETS Lindgren 7406-901 magnetic field
probe, covering a frequency range from 1 kHz to 3 GHz. The probe was positioned in close proximity to
the device under test, following a non-invasive measurement approach that does not require any physical
modification of the hardware. The sensor output was connected to a TiePie HS6 oscilloscope, operating
with an effective bandwidth of 250 MHz and configured to sample signals at 1 MHz. This sampling rate
was selected as a compromise between temporal resolution and data volume, enabling the capture of
low-frequency electromagnetic components associated with application-level activity while maintaining
manageable storage and processing requirements.

All acquisitions were performed in a shielded laboratory environment to reduce the impact of external
electromagnetic interference. While complete isolation from noise is neither feasible nor desirable for this
study, shielding allows background interference to remain bounded and repeatable across experiments. A
dedicated desktop workstation was used to control the acquisition process, store raw traces, and execute
preprocessing and feature extraction routines.

A schematic overview of the measurement setup is shown in Figure 3.1] The configuration includes
the device under test, the magnetic field probe, the oscilloscope, and the acquisition and control PC. This
modular arrangement ensures reproducibility and facilitates controlled variation of acquisition parame-
ters.

DUT Probe oscilloscope
Raspberry Pi 4 ETS Lindgren 7406-901 TiePie HS6 PC Desktop
Model B [1 kHz + 3 GHz] [0 Hz + 250 MHz]

Figure 3.1: Experimental setup for electromagnetic side-channel measurement. (1) Device Under Test
(Raspberry Pi 4 Model B); (2) Magnetic Field Probe (ETS Lindgren 7406-901); (3) Oscilloscope (TiePie
HS6); (4) Acquisition and control PC.

For each of the eight application scenarios considered in this study, 30 independent acquisition trials
were performed. Each trial had a duration of 40 seconds and produced approximately 40 million samples
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per signal channel. During the first 10 seconds of each acquisition, no application-level activity was
executed. This initial interval captures background electromagnetic noise arising from the idle system
state, power supply fluctuations, and residual environmental interference.

The background segment was intentionally recorded and subsequently discarded during preprocessing.
This design choice serves two purposes. First, it allows a clear separation between idle and active
device behavior, preventing non-discriminative baseline noise from biasing the learning process. Second,
it provides an explicit reference for evaluating the impact of application execution on electromagnetic
emissions. By excluding the idle segment from the classification pipeline, the analysis focuses exclusively
on signal components induced by actual workload execution.

Representative examples of the raw current and electromagnetic signals acquired at 1 MHz sampling
frequency are shown in Figures[3:2]and[3:3] The figures illustrate the full 40 second acquisition window for
all scenarios. In particular, the transition from background noise to application-induced electromagnetic
activity is clearly visible after the initial 10 second interval, highlighting the presence of measurable and
scenario-dependent side-channel leakage.

Comparison of Current and Magnetic Field Signals Across Four Scenarios
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Figure 3.2: Raw current and magnetic field signals acquired at 1 MHz sampling frequency for Scenarios 1
to 4. Each acquisition lasts 40 seconds. The first 10 seconds correspond to background noise and are
excluded from subsequent analysis.

Overall, the acquisition environment is deliberately designed to balance experimental control and
realism. While shielding and repeatable instrumentation ensure consistency across trials, the use of
real applications, non-invasive sensing, and low-frequency electromagnetic measurements preserves the
intrinsic variability and noise characteristics of practical embedded systems. This balance is essential to
support a meaningful evaluation of learning-based side-channel profiling techniques under conditions that
closely resemble real-world deployments.

3.2 Signal Acquisition and Preprocessing Pipeline

The acquisition of electromagnetic and current signals produces high-dimensional, noisy time-series data
whose raw form is not directly suitable for learning-based inference. This section describes the prepro-
cessing pipeline adopted to transform raw measurements into stable, compact, and informative represen-
tations, explicitly addressing temporal variability, noise resilience, and computational efficiency.

Rather than treating preprocessing as a purely technical step, the pipeline is designed as a methodolog-
ical component that directly impacts classification robustness and generalization. Each stage is motivated
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Comparison of Current and Magnetic Field Signals - Scenarios 5 to 8
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Figure 3.3: Raw current and magnetic field signals for Scenarios 5 to 8. The observable increase in
magnetic activity reflects emissions induced by the execution of application-level workloads. As in the
previous scenarios, the first 10 seconds represent background noise and are removed prior to preprocessing.

by both signal characteristics and deployment-oriented constraints.

3.2.1 Removal of Background Noise Segment

Each acquisition trial includes an initial 10-second interval during which no application-level activity is
executed. This segment captures background electromagnetic emissions originating from the idle system
state, power supply fluctuations, and residual environmental interference.

As illustrated in Figures 3.4 and [3.5 the first portion of each acquisition is characterized by relatively
stationary signal behavior, corresponding to background noise conditions. After this initial interval, the
execution of the application scenarios induces a clear and sustained change in the structure and amplitude
of both current and electromagnetic field signals.

To avoid contaminating the learning process with non-discriminative baseline information, the initial
10-second background segment is systematically removed prior to any further processing. This design
choice ensures that subsequent analysis focuses exclusively on signal components generated by application
execution, preventing bias toward idle-state characteristics that are common across all scenarios.

The explicit separation between background and active execution phases also provides a clear temporal
reference for evaluating workload-induced electromagnetic activity, supporting a more consistent and
interpretable preprocessing pipeline.

3.2.2 Temporal Segmentation and Overlapping Windows

After background removal, the signals are segmented using a fixed-size sliding window of 100 ms with 50%
overlap, as illustrated in Figure [3.6] This windowing strategy serves multiple methodological purposes
within the proposed side-channel analysis pipeline.

First, it transforms long continuous traces into a sequence of shorter, partially overlapping segments,
effectively increasing the number of training samples while preserving temporal coherence across consec-
utive windows. This representation enables learning-based models to operate on localized signal obser-
vations while retaining information about temporal evolution.

Second, the selected window length reflects a trade-off between temporal resolution and statistical sta-
bility. Shorter windows tend to be dominated by measurement noise and transient fluctuations, whereas

29



CHAPTER 3. Experimental Setup and Methodological Framework

RAW CURRENT AND MAGNETIC FIELD SIGNALS - SCENARIOS 1 TO 4

Dual-axis time series comparison (downsampled)

SCENARIO 1 SCENARIO 2
e activity with Ic dit Higher activity with increasing intensity in the middle
0.0075 \dle Operation | 1.4 0.006 Idle Operation i 14
(Background EM Noise) | (Background EM Noise) |
0.0050 i 0.004 |
| 12 3 | L2 =
z 00025 {0002 | i
= 10 3 = 10 2
£ 0.0000 & || E o000 2
£ o E 9
© -0.0025 08k Y, O =0.002 08 §
& &
~0.0050 Do = =004 06 3
~0.006
—0.0075 5 P -
0 5 10 15 20 25 30 35 40 0 5 10 15 20 25 30 35 40
Time [s] Time [s]
SCENARIO 3 SCENARIO 4
Sustained elevated activity with medium correlation Short intense burst around the middle
0.006 " T 0.0100 - -
o Idle Operation | 1.4 Idle Operation | 1.4
Fons (Background EM Noise) [ 0.0075 | (Background EM Nise) |
o 0-10 0-10 |
o é | 12 3 0.0050 & E 12 3
< 0.002 2| = oo02s | =
€ 10 3 £ 10 3
£ 0.000 i | | Eiarcoad &
5 o s o
(5 = QO —0.0025 08
-0.002 el ! g
5 ~0.0050 &
g g
-0.004 06 = -0.0075 06 =
-0.006 | P -0.0100 =
0 5 10 15 20 25 30 35 40 0 5 10 15 20 25 30 35 40
e D JTims[s]) s R e I g Time[s] = e
Garrant Magnetic Field D Idle Operation Interval ?’h“ "‘ﬂ; plots shoV('I'.ﬁ ) VA Key takeaway
= omparison of raw current axis) - )- = P " "
(Electrical Signal) (Magnetie Signal) Background electromagnetic |! Vi g L Activity levels vary in timing, duration, and intensity,
noise (0-10 ) Sndprgn S feleight SR sgnals influencing the carrelation between the two signals.
across four operating scenarios.

Figure 3.4: Raw current and magnetic field signals for Scenarios 1 to 4. The first 10 seconds correspond
to background electromagnetic noise acquired during idle system operation, while the subsequent interval

reflects application-induced activity.
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Figure 3.5: Raw current and magnetic field signals for Scenarios 5 to 8. As in the previous scenarios, the
initial 10 seconds capture background noise, followed by a marked increase in electromagnetic activity

associated with application execution.
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longer windows reduce responsiveness and may obscure short-term variations induced by application-
level activity. The adopted windowing configuration, defined by the combination of a 100 ms window
length and 50% overlap, was selected based on its impact on window-level classification performance,
providing improved accuracy compared to shorter window configurations while preserving sensitivity to
workload-induced signal variations.

The use of overlapping windows further mitigates boundary effects and reduces information loss at
window edges, ensuring that short-lived or non-stationary signal variations are not missed. This aspect is
particularly relevant in realistic side-channel settings, where electromagnetic emissions exhibit temporal
variability and non-stationarity. Importantly, the windowed representation defines the fundamental unit
of analysis for subsequent preprocessing, feature extraction, and learning stages. All classification and
robustness evaluations are performed at the window level and, where appropriate, aggregated over time
to obtain sequence-level decisions.
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Figure 3.6: RMS feature extraction using 100 ms windows with 50% overlap. RMS values are computed
independently for current and magnetic field signals.

From an evaluation perspective, window-level analysis treats each temporal window as an independent
sample that is classified individually. Window-level accuracy therefore measures the ability of the model to
correctly recognize the operating scenario based on a localized and temporally constrained observation of
the side-channel signal. This form of evaluation is inherently sensitive to local fluctuations, measurement
noise, and transient effects, which may significantly alter signal characteristics within individual windows,
particularly when short window durations are adopted.

At the same time, the adoption of a window-based representation enables the integration of infor-
mation across multiple consecutive samples, allowing statistical, energetic, and structural signal patterns
to emerge that would not be observable at the level of individual time samples. In practical inference
scenarios, a side-channel monitoring system does not rely on isolated instantaneous measurements, but
instead observes a continuous temporal stream from which aggregated features are extracted to represent
system behavior in a more stable and robust manner.

Empirical results obtained using RMS-based features highlight the impact of window length on
window-level classification performance. When using a window duration of 10 ms, the observed window-
level accuracy is approximately 51.8%. Increasing the window length to 100 ms yields a measurable
improvement, with window-level accuracy rising to approximately 59.9%, while sequence-level accuracy
remains unchanged. This behavior is consistent with the nature of side-channel signals: very short
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windows primarily capture local fluctuations that are strongly influenced by noise and transient effects,
whereas longer windows integrate a larger portion of the temporal behavior of the system, producing
more stable and representative RMS features.

As a consequence, increasing the window duration reduces intra-class variability and improves class
separability at the window level. These observations reinforce a fundamental characteristic of side-channel
analysis: discriminative information is not necessarily concentrated within individual windows, but rather
emerges through temporal accumulation. While temporal aggregation mechanisms can compensate for
local misclassifications, the relatively low window-level accuracy indicates that RMS features alone are
insufficient to fully capture the discriminative structure of the signal.

Specifically, this analysis suggests that (i) RMS features provide only a partial description of application-
induced electromagnetic activity, (ii) individual windows contain useful but partially overlapping informa-
tion across scenarios, and (iii) classifiers are required to operate on features characterized by heterogeneous
dynamics and scales. These considerations motivate the extension of the preprocessing pipeline beyond
RMS aggregation, including the introduction of robust normalization strategies and the extraction of
additional features in both the time and frequency domains.

3.2.3 Energy-Based Aggregation via RMS

For each windowed segment, the Root Mean Square (RMS) value is computed independently for the
current and electromagnetic signals. RMS aggregation plays a central role in the proposed preprocess-
ing pipeline by transforming highly variable raw measurements into a more stable and interpretable
representation.

From a signal processing perspective, RMS provides a robust estimate of signal energy, effectively
attenuating the impact of instantaneous spikes and high-frequency noise components. This energy-based
aggregation integrates information over each temporal window, reducing sensitivity to local fluctuations
while preserving variations induced by application-level activity.

From a learning perspective, RMS aggregation drastically reduces the dimensionality of the input
data, mapping each windowed segment to a compact set of scalar descriptors while retaining information
correlated with workload intensity and execution behavior. This transformation enables learning-based
models to focus on meaningful temporal trends rather than raw sample-level variability.

The effect of RMS aggregation on signal interpretability is illustrated in Figure Compared to the
raw time-domain signals, the RMS time series exhibits smoother temporal dynamics and clearer tran-
sitions between different execution phases, highlighting workload-induced variations that are otherwise
obscured by noise in the raw measurements.

Experimental results, discussed in detail in the robustness analysis, confirm that RMS-based rep-
resentations consistently outperform raw-signal approaches under noisy conditions. In particular, RMS
aggregation stabilizes feature distributions across windows and improves classification performance across
varying signal-to-noise ratios. These observations motivate the adoption of RMS not merely as a di-
mensionality reduction technique, but as a noise-aware representation explicitly aligned with realistic
deployment conditions.

3.2.4 Normalization and Robust Scaling

Following RMS aggregation, feature normalization is required to ensure consistent scaling across windows,
trials, and scenarios. As highlighted by the RMS time-series analysis, a marked difference in scale exists
between the two sensing channels. In particular, RMS values derived from the current signal are several
orders of magnitude smaller than those associated with the electromagnetic channel. This imbalance
renders features not directly comparable and may negatively affect learning-based models, which tend to
prioritize variables characterized by larger variance or amplitude.

This observation motivates the introduction and systematic evaluation of feature normalization strate-
gies prior to classification. Appropriate normalization reduces the impact of scale disparities while pre-
serving discriminative information embedded in the temporal dynamics of the signals. In the context of
side-channel measurements—characterized by noise, outliers, and non-Gaussian distributions—the choice
of normalization strategy plays a critical role and requires dedicated experimental assessment.

In this study, several normalization techniques were evaluated, both with and without RMS prepro-
cessing, including Standard Scaler, MinMax Scaler, MaxAbs Scaler, Robust Scaler, Normalizer, Quantile
Transformer, and PowerTransformer (Yeo—Johnson).
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Figure 3.7: RMS time series for current and electromagnetic signals computed over 100 ms windows with
50% overlap. Compared to raw signals, RMS aggregation produces smoother and more interpretable
temporal patterns, emphasizing workload-induced variations while reducing high-frequency noise.

Figure[3.8|reports the classification performance obtained using a CNN+LSTM architecture with a 70—
30 train/test split. The comparison highlights that RMS preprocessing significantly improves robustness
across most normalization strategies. Among all tested configurations, the Robust Scaler consistently
achieves superior and more stable performance when combined with RMS aggregation.
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Figure 3.8: Comparison of classification accuracy for different normalization techniques, with and without
RMS preprocessing. Robust Scaler achieves the best performance when combined with RMS aggregation.
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The Robust Scaler normalizes features by removing the median and scaling according to the interquar-
tile range (IQR), thereby limiting the influence of outliers and sporadic peaks that frequently occur in
side-channel measurements. This property is particularly relevant in electromagnetic analysis, where
environmental interference and transient disturbances are unavoidable.

For completeness, the normalization techniques considered in this work are briefly summarized below.

Standard Scaler Applies z-score normalization by subtracting the mean and dividing by the standard
deviation:

This approach is effective for approximately Gaussian-distributed features but is highly sensitive to out-
liers.

MinMax Scaler Maps feature values into a fixed interval, typically [0, 1]:

/ I — Tmin
Q= """
Tmax — Tmin

While simple and interpretable, this method is strongly affected by extreme values, which may compress
the majority of samples into a narrow range.

MaxAbs Scaler Scales features by the maximum absolute value:

' = :c
~ max(|z|)’

This approach preserves sparsity but remains sensitive to large outliers.

Robust Scaler Normalizes features using the median and the interquartile range:

, x — median(x)

T TTIQR()

By relying on robust statistics, this method effectively mitigates the influence of outliers and is well suited
for noisy side-channel signals.

Normalizer Scales each sample independently to unit /5 norm:

X
X =2 e = [Se2
2 i

Although useful in certain contexts, this technique may distort absolute energy information, which is
relevant in side-channel analysis.

Quantile Transformer Applies a non-linear transformation to map the empirical feature distribution
to a target distribution (uniform or Gaussian). While this method enables comparability across hetero-
geneous feature distributions, it may significantly alter the original data structure and reduce physical
interpretability.

PowerTransformer (Yeo—Johnson) Applies a parametric monotonic transformation aimed at sta-
bilizing variance and reducing skewness:

(z+1)*—1
2 = { b AN z >0,
(—z+1)27* -1
—— % #<0

Compared to the Quantile Transformer, this approach is less aggressive and better preserves relative
relationships among samples.

Based on the observed performance and robustness considerations, the Robust Scaler is selected as
the normalization strategy for all subsequent experiments, in line with prior findings reported in [38].
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3.2.5 Summary of Preprocessing Steps

The complete preprocessing pipeline adopted in this work is summarized as follows:

e Removal of the initial 10-second background segment to exclude non-discriminative idle-state emis-
sions.

e Temporal segmentation using 100 ms windows with 50% overlap, defining the fundamental unit of
analysis.

e RMS computation for current and electromagnetic signals to obtain stable, energy-based represen-
tations.

e Feature normalization using Robust Scaler to mitigate scale imbalance and outlier effects.

These steps are applied sequentially to transform raw side-channel measurements into compact, noise-
aware feature representations suitable for learning-based analysis. The resulting preprocessed signals
serve as the input for subsequent feature extraction, selection, and classification stages described in the
following sections.

Beyond their immediate role in noise mitigation and feature stabilization, the preprocessing steps
described above implicitly shape the amount and structure of information exposed to learning-based
models. As such, preprocessing can be interpreted not only as a preparatory stage, but also as an initial
form of informational control over side-channel leakage.

While the present chapter adopts a static and deterministic preprocessing pipeline, these considera-
tions naturally motivate the exploration of adaptive and feature-aware strategies, in which preprocessing
and representation choices can be dynamically adjusted in response to changing signal conditions and
threat models. This perspective will be progressively developed in the subsequent chapters.

3.2.6 Feature Set Description

Feature extraction represents a critical stage in the proposed side-channel analysis pipeline, as it defines
the interface between physical signal representations and learning-based inference. In the context of elec-
tromagnetic side-channel analysis, feature design must balance three competing requirements: discrimi-
native power, robustness to noise and environmental variability, and computational efficiency suitable for
real-time or embedded deployment.

Rather than relying on raw or minimally processed signals, this work adopts an explicit feature-
based representation. This choice is motivated by both interpretability and controllability considerations.
Feature-level representations allow the contribution of different signal characteristics to be analyzed, com-
pared, and selectively retained, enabling systematic evaluation of robustness and generalization properties
under realistic noise conditions.

Multi-Channel Feature Extraction

For each segmented window, features are extracted independently from two physical channels: current
consumption and electromagnetic emission. These channels capture complementary aspects of device
behavior. While current measurements reflect global power consumption patterns, electromagnetic emis-
sions provide spatially and spectrally localized information related to switching activity and internal data
flow.

By maintaining separate feature sets for each channel, the model is able to exploit both redundant and
complementary information sources. This dual-channel representation enhances discrimination between
application scenarios while improving resilience to partial signal degradation or channel-specific noise.

Time-Domain Features

In the time domain, a set of statistical descriptors is computed for each window. These features summarize
the amplitude distribution and temporal variability of the signal and are known to be robust under
moderate noise conditions. Specifically, the extracted time-domain features include:

e Mean value,

e Standard deviation,
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e Minimum and maximum values,
e Skewness,
o Kurtosis.

These descriptors capture first- and higher-order statistics of the signal, providing information about
signal intensity, variability, asymmetry, and distribution shape. Time-domain features are widely adopted
in side-channel and behavioral profiling studies due to their low computational cost and robustness to
temporal misalignment [25] 38].

Frequency-Domain Features

To complement time-domain information, frequency-domain features are extracted by analyzing the spec-
tral content of each RMS-aggregated window. Electromagnetic side-channel leakage often manifests
through characteristic spectral patterns related to clock activity, bus communication, and workload-
dependent execution behavior.

The following frequency-domain features are computed:

e Peak frequency,

Spectral energy,

Spectral entropy,

Spectral centroid,
e Spectral spread.

These features jointly describe how signal energy is distributed across the frequency spectrum. In
particular, spectral entropy quantifies signal complexity and dispersion, while centroid and spread pro-
vide localization information regarding dominant frequency components. Such descriptors have proven
effective in distinguishing between workloads with similar temporal profiles but different execution char-
acteristics. All frequency-domain features are computed over the same temporal windows defined during
preprocessing, ensuring consistency between time- and frequency-domain representations.

Role of RMS in Feature Stability

Although RMS aggregation is introduced during preprocessing, it also plays a fundamental role in sta-
bilizing feature computation. By operating on RMS-reduced representations, both time- and frequency-
domain features become less sensitive to transient spikes and high-frequency disturbances.

Empirical evidence reported in the noise robustness analysis confirms that features computed on RMS-
aggregated signals exhibit lower variance across trials and improved consistency under degraded signal-
to-noise conditions. This observation reinforces the interpretation of RMS as a noise-aware representation
that enhances feature reliability rather than merely reducing dimensionality.

Feature Set Composition

The complete feature set consists of 24 descriptors per window: 12 features extracted from the current
channel and 12 from the electromagnetic channel. This symmetric design ensures balanced representation
of both physical observables while maintaining a manageable feature dimensionality.

Each feature vector is associated with a numerical label in the range [1, 8], corresponding to the active
application scenario during acquisition. This enables a supervised learning setting in which classifiers are
trained to associate compact statistical fingerprints with application-level behavior.

Design Considerations and Methodological Implications

The adopted feature set is deliberately generic and modular. Rather than optimizing for a specific appli-
cation or attack scenario, the selected descriptors capture fundamental statistical and spectral properties
of side-channel emissions. This design choice supports generalization across heterogeneous workloads and
deployment conditions.

Moreover, by explicitly defining and separating feature extraction stages, the methodology enables
systematic exploration of feature relevance, redundancy, and robustness. As shown in subsequent sections,
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this structure is essential for evaluating feature selection strategies and for reasoning about inference-time
feasibility in realistic settings.

Importantly, the explicit feature-based representation adopted here provides a natural foundation
for adaptive processing strategies. By exposing feature computation and selection as controllable stages
within the pipeline, the framework enables future extensions toward dynamic and noise-aware optimiza-
tion without altering the underlying acquisition process.

The next section builds upon this feature representation by analyzing different feature selection
strategies, highlighting the trade-offs between scenario-specific optimization, global generalization, and
inference-time constraints.

3.2.7 Feature Selection Strategies and Inference Constraints

While feature extraction defines how side-channel information is represented, feature selection determines

which components of that representation are actually exploitable for inference. In side-channel analysis,

this step is particularly critical, as the dimensionality of feature vectors directly affects classification

performance, robustness to noise, and inference-time feasibility on resource-constrained platforms.
Feature selection serves three complementary objectives:

e improving classification accuracy by removing redundant or weakly informative descriptors,
e reducing computational and memory overhead at inference time,
e enhancing model interpretability and stability under noisy conditions.

However, in practical deployments, feature selection is subject to an often overlooked constraint:
the selected feature subset must be fized and scenario-independent at inference time. This constraint
fundamentally limits the applicability of several high-performing selection strategies commonly reported
in the literature.

To explicitly investigate this trade-off, three feature selection strategies are evaluated in this work,
each corresponding to a different level of practical feasibility.

Scenario-Specific Feature Importance: An Upper Bound

As an initial reference, feature importance is computed independently for each application scenario using
a Random Forest classifier trained in a one-vs-all configuration. This approach identifies the subset of
features that maximizes discrimination for each individual class and therefore represents an upper bound
on achievable classification performance.

Figure[3.9|illustrates the overall feature importance distribution obtained from the full Random Forest
model. The results show that discriminative information is unevenly distributed across descriptors and
sensing channels, with frequency-domain features and higher-order statistical moments contributing most
significantly to scenario separation.

When classifiers are allowed to exploit scenario-tailored feature subsets, an overall classification accu-
racy of 99.83% is achieved. Despite this excellent performance, this strategy is fundamentally incompat-
ible with real-time inference. In operational conditions, the active scenario is unknown a priori, making
it impossible to select the appropriate feature subset before classification.

For this reason, scenario-specific feature importance is retained exclusively as a theoretical upper
bound. While it provides valuable insight into the discriminative structure of the data, it cannot be
deployed in practical inference scenarios.

Global Feature Importance Across All Scenarios

To ensure inference-time feasibility, feature importance is next computed globally by training a Random
Forest classifier on the full dataset, considering all scenarios jointly. This produces a single, fixed feature
ranking that is shared across all classes and can be consistently applied at runtime.

This strategy satisfies deployment constraints and yields a compact and interpretable feature set.
However, enforcing a common feature space across heterogeneous scenarios inevitably reduces specializa-
tion. As a consequence, classification accuracy decreases to approximately 93%.

Figure [3.10] summarizes the performance obtained under the different feature selection strategies,
explicitly highlighting the trade-off between discriminative performance and inference-time applicability.
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Overall Feature Importance (Multiclass - Random Forest)
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The chart shows the relative importance (%) of the top features used by the Random Forest model
for multiclass classification. Higher values indicate greater contribution to the model’s predictions.

Figure 3.9: Overall feature importance obtained using a Random Forest classifier trained on the full
feature set. Feature relevance is unevenly distributed across descriptors and channels, highlighting het-
erogeneous contributions to scenario discrimination.

Comparison of Random Forest Accuracy by Feature Selection Strategy

RFE (Top 15 Features) 95.80%

Global Importance

Per-Scenario Importance 99.83%
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This chart compares the test accuracy of the Random Forest model under different feature selection strategies.

i)

Per-Scenario Importance achieves the highest accuracy (99.83%), outperforming Global Importance (93.00%)
and RFE (Top 15 Features) (95.80%).

Figure 3.10: Comparison of Random Forest classification accuracy under different feature selection strate-
gies. Scenario-specific feature importance achieves the highest accuracy but is not applicable at inference
time.

While global feature importance enables real-time deployment, the observed performance degradation

38



3.2 Signal Acquisition and Preprocessing Pipeline

indicates that features highly informative for specific scenarios may be diluted when optimized jointly
across all classes.

Recursive Feature Elimination (RFE): A Practical Compromise

Recursive Feature Elimination (RFE) is adopted as a third strategy to balance discriminative performance
and inference-time constraints. Unlike simple ranking-based approaches, RFE iteratively retrains the
model while progressively removing the least informative features, implicitly accounting for inter-feature
dependencies.

Using Random Forest as the estimator, RFE is applied to the complete feature set, resulting in a
reduced subset of 15 features that preserves both time-domain and frequency-domain descriptors across
the two physical channels. The effect of this selection process is illustrated in Figure which compares

feature importance distributions before and after RFE.

Comparison of Feature Importances (Full Model vs RFE)
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Key Takeaways:
@ = Full Model consistently assigns slightly higher importance to most features compared to the RFE-selected model.
= The top features are similar across both models, indicating robust feature relevance.
« Differences are minor, suggesting that the RFE-selected subset retains the most informative features.

Figure 3.11: Comparison of feature importance between the full model and the reduced model obtained via
Recursive Feature Elimination (RFE). The selected subset preserves the most discriminative descriptors
while reducing dimensionality.

Despite the substantial reduction in feature dimensionality, this configuration achieves an average
classification accuracy of 95.8%, outperforming the global feature importance approach while remaining
fully compatible with real-time inference. The selected feature subset therefore represents an effective
compromise between accuracy, robustness, and operational feasibility.

Inference-Time Implications
The effectiveness of the RFE-based feature set is further illustrated by the confusion matrix reported in

Figure [3:12] Most scenarios are classified with high accuracy, with residual misclassifications occurring
primarily between scenarios characterized by similar execution behavior.
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Confusion Matrix - RF + RFE (Top 15 features)
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Figure 3.12: Confusion matrix obtained using Random Forest with the RFE-selected feature subset. High
diagonal dominance confirms strong discriminative capability under inference-time constraints

Overall, this analysis reveals a critical methodological insight: feature selection strategies that max-
imize accuracy under idealized or scenario-aware conditions are not necessarily applicable in realistic
inference scenarios. While scenario-specific optimization provides valuable analytical insight, it cannot
be exploited at runtime. Conversely, globally fixed feature sets ensure deployability but may sacrifice
discriminative power.

RFE emerges as an effective compromise, offering strong performance while respecting inference-time
constraints.

3.2.8 Pipeline Overview

Figure [3.13| provides a consolidated overview of the complete side-channel processing pipeline adopted in
this work, spanning from raw signal acquisition to final classification.

The pipeline is deliberately designed to be modular and interpretable, enabling systematic evaluation
of each processing stage while maintaining a coherent end-to-end workflow. This modular structure fa-
cilitates deployment on resource-constrained platforms, where computational efficiency and transparency
are critical.

Importantly, the proposed organization treats preprocessing and feature representation choices as
explicit design variables rather than fixed preprocessing steps. This perspective is essential when ad-
dressing robustness to noise and variability, and it naturally supports the transition toward adaptive and
learning-driven control strategies explored in the subsequent chapters.

3.2.9 Noise Robustness and Stability of Feature Relevance

The effectiveness of feature-based side-channel profiling critically depends not only on the discriminative
power of the selected descriptors under nominal conditions, but also on their stability in the presence of
noise and environmental variability. In realistic deployments, electromagnetic and current measurements
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Figure 3.13: Overview of the proposed side-channel processing pipeline. Raw current and electromagnetic
signals are segmented, aggregated via RMS, normalized using Robust Scaler, processed through feature
extraction and RFE-based selection, and finally classified using supervised learning models.

are inherently affected by stochastic disturbances whose characteristics may vary over time, across devices,
and across operating contexts.

From a methodological perspective, this raises a fundamental question: to what extent is feature
relevance stable under noisy conditions? If the discriminative contribution of individual features varies
significantly with noise intensity or structure, then any static feature selection strategy—regardless of its
optimality under clean conditions—may become suboptimal or even misleading at inference time.

Noise as a Structural Perturbation

In side-channel analysis, noise does not act merely as additive measurement uncertainty. Rather, it often
alters the statistical structure of observable signals in a non-uniform and feature-dependent manner.
Low-frequency electromagnetic measurements are particularly sensitive to environmental interference,
power supply instability, and concurrent system activity, which may selectively affect specific temporal
or spectral components.

As a consequence, features derived from side-channel signals exhibit heterogeneous sensitivity to noise.
Energy-related descriptors may remain relatively stable under moderate perturbations, whereas higher-
order statistics or spectral entropy may fluctuate significantly as noise increases. Moreover, this sensitivity
is not uniform across scenarios: features that are highly informative for a given application under clean
conditions may lose relevance—or even become misleading—under degraded signal-to-noise ratios.

These observations imply that feature relevance is not an intrinsic or static property of a descrip-
tor, but rather an emergent characteristic resulting from the interaction between signal structure, noise
characteristics, and temporal aggregation.

Empirical Stability of RMS-Based Representations

The experiments conducted in this work explicitly evaluate the robustness of feature representations
under noisy conditions. A key observation emerging from the analysis is the stabilizing role played by
RMS-based temporal aggregation.

By computing RMS values over fixed windows, high-frequency fluctuations and transient noise com-
ponents are partially averaged out, while preserving the energy profile associated with application-level
activity. Compared to raw-sample-based representations, RMS-based features exhibit significantly lower
variance under noise injection and improved consistency across windows.

Empirical results confirm that classifiers trained on RMS-preprocessed signals consistently outperform
their raw-signal counterparts when evaluated under increasing noise levels. This effect is observed across
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multiple feature selection strategies and classifiers, indicating that RMS aggregation functions as a noise-
aware representation rather than a model-specific optimization.

Nevertheless, RMS preprocessing does not eliminate variability entirely. While it improves overall
robustness, the relative importance of individual features continues to evolve as noise conditions change.
This residual instability highlights the intrinsic limitations of fixed preprocessing pipelines and static
feature selection strategies.

Feature Selection Under Noisy Conditions

When feature importance is re-evaluated on noisy datasets, a non-trivial redistribution of relevance
emerges. Some features maintain high importance across noise regimes, while others exhibit sharp degra-
dation or erratic behavior. Notably, the overlap between top-ranked features identified under clean and
noisy conditions decreases progressively as noise intensity increases.

This observation has two important implications. First, feature selection strategies optimized under
clean conditions cannot be assumed to remain optimal during noisy operation. Second, even compar-
atively robust methods such as Recursive Feature Elimination (RFE)—while more stable than simple
ranking approaches—still rely on an implicit stationarity assumption regarding feature relevance.

In practical terms, this means that a feature subset optimized offline represents a compromise across
expected operating conditions, rather than an optimal solution for all regimes. As noise characteristics
drift over time, the effective discriminative space perceived by the classifier may shift accordingly, leading
to gradual and often unnoticed performance degradation.

Temporal Aggregation as a Compensatory Mechanism

One mechanism that partially mitigates local instability is temporal aggregation at the decision level.
Window-based classifiers may produce noisy or ambiguous predictions on individual segments, partic-
ularly under degraded signal conditions. However, when predictions are aggregated over time—using
strategies such as majority voting or confidence-weighted fusion—global application behavior can often
still be inferred reliably.

This distinction between local feature instability and global decision stability is central to under-
standing why sequence-level inference may remain effective even when window-level accuracy degrades.
Temporal aggregation compensates for short-term noise by exploiting the persistence and regularity of
application behavior over time.

Nevertheless, this mechanism operates downstream of feature extraction and classification. It does
not address the underlying variability in feature relevance, but instead mitigates its observable effects at
the decision stage. As such, temporal aggregation constitutes a reactive form of robustness rather than
a proactive adaptation of the representation itself.

Limits of Static Robustness Strategies

Taken together, these observations expose an inherent limitation of static side-channel pipelines. Ro-
bust preprocessing, RMS aggregation, feature selection, and temporal voting can significantly improve
resilience to noise, but they do so under fixed assumptions about the operating environment.

When noise characteristics evolve beyond the range anticipated during training, static pipelines lack
the ability to adjust their internal representations. Feature relevance may drift, classifiers may operate
on suboptimal descriptors, and performance may degrade progressively rather than abruptly—making
failures more difficult to detect and diagnose.

Importantly, this limitation is not attributable to deficiencies in individual components, but instead
reflects a structural property of static designs. Robustness achieved through fixed preprocessing and
feature selection represents a bounded form of resilience, effective only within a predefined envelope of
conditions.

Implications for Adaptive Side-Channel Processing

The observed instability of feature relevance under noise motivates a shift in perspective. Rather than
seeking a single optimal feature set or preprocessing configuration, side-channel analysis can be viewed
as a dynamic process in which the effective representation must adapt to observed signal conditions.
From this standpoint, robustness is no longer a static attribute of a trained model, but an operational
objective that must be continuously maintained. This insight provides the conceptual foundation for
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adaptive approaches, in which preprocessing, feature weighting, or representation strategies are adjusted
online based on feedback from the environment.

While the present chapter focuses on static methodologies and their empirical limitations, the instabil-
ity highlighted in this section directly motivates the exploration of adaptive, learning-driven mechanisms
in the subsequent chapters. In particular, it establishes the rationale for framing side-channel processing
as a sequential decision problem, where representation choices are dynamically optimized rather than
fixed a priori.

3.3 From Static Pipelines to Adaptive Control: Summary and
Transition

This chapter has presented a comprehensive experimental framework for electromagnetic side-channel
profiling, spanning acquisition, preprocessing, feature engineering, and feature selection. Through a
systematic analysis grounded in real measurements and realistic operating conditions, the strengths and
limitations of state-of-the-art static pipelines have been empirically and conceptually examined.

Rather than treating preprocessing and feature selection as isolated technical steps, the chapter has
emphasized their role as structural components that shape the observable information space available to
learning models. This perspective enables a deeper understanding of why high classification accuracy
under nominal conditions does not necessarily translate into robustness under noise, variability, and
deployment constraints.

3.3.1 Achievements of Static Learning-Based Pipelines

The experimental results demonstrate that carefully designed static pipelines can achieve excellent perfor-
mance in side-channel profiling tasks. The combination of RMS-based temporal aggregation, robust nor-
malization, and feature selection through Recursive Feature Elimination yields compact and interpretable
representations with high discriminative power. Under controlled or moderately noisy conditions, such
pipelines enable reliable classification of application-level scenarios with limited computational overhead,
making them suitable for embedded and resource-constrained platforms.

In particular, RMS aggregation has been shown to play a stabilizing role by reducing high-frequency
noise and consolidating signal energy over time. Feature selection further improves efficiency and gen-
eralization by discarding redundant or weakly informative descriptors. Together, these design choices
represent best practices within the paradigm of static side-channel analysis.

Importantly, these results confirm that static pipelines are not inherently fragile. When properly
engineered, they exhibit a meaningful degree of robustness that allows effective operation across a range
of operating conditions. This robustness, however, remains fundamentally bounded.

3.3.2 Structural Limits of Static Robustness

Despite their effectiveness, static pipelines rely on an implicit stationarity assumption: the statistical
relationship between side-channel signals and system behavior is assumed to remain sufficiently stable
over time. All preprocessing parameters, feature subsets, and model weights are fixed offline, based on
training data that can only approximate future operating conditions.

The experimental analysis under noisy scenarios reveals that this assumption is only partially valid.
While RMS aggregation and robust normalization mitigate noise, they do not fully stabilize the relevance
of individual features. Feature importance distributions shift as noise characteristics change, and the
overlap between optimal feature subsets under clean and noisy conditions decreases progressively.

These observations highlight a critical limitation: robustness achieved through static design represents
a compromise across expected conditions rather than an optimal solution for any specific one. When the
operating environment drifts outside the envelope anticipated during training, the pipeline cannot respond
proactively. Performance degradation may be gradual and subtle, making it difficult to detect or correct
without retraining.

Moreover, static feature selection strategies—whether based on global importance or RFE—implicitly
assume that a single feature subset can remain informative across all scenarios and noise regimes. The
empirical evidence presented in this chapter challenges this assumption, showing that feature relevance
is inherently context-dependent and evolves with signal conditions.
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3.3.3 Temporal Aggregation Is Not Adaptation

Temporal aggregation mechanisms, such as majority voting across windows, provide an additional layer of
robustness by exploiting the persistence of application behavior over time. These mechanisms compensate
for local uncertainty and noise-induced misclassifications at the window level, enabling stable sequence-
level inference.

However, temporal aggregation operates downstream of feature extraction and classification. It does
not modify the representation itself, nor does it influence how features are extracted or weighted in
response to changing conditions. As such, it represents a reactive form of robustness rather than a
mechanism for active adaptation.

This distinction is crucial: while temporal aggregation improves decision stability, it does not address
the underlying instability of feature relevance. The system continues to operate on a fixed representation,
even when that representation becomes suboptimal. Temporal voting mitigates symptoms rather than
causes.

3.3.4 Noise and Variability as First-Class System Properties

A central insight emerging from this chapter is that noise and variability should not be treated as
external disturbances to be eliminated, but as intrinsic properties of side-channel environments. In
realistic deployments, electromagnetic emissions are shaped by a complex interplay of device behavior,
environmental interference, power conditions, and concurrent activity.

As a result, side-channel analysis operates in a partially observable and non-stationary environment.
Neither attackers nor defenders have access to a complete or stable view of the underlying system state.
Both must reason over noisy, incomplete, and temporally evolving observations.

Static pipelines implicitly assume that this uncertainty can be absorbed through preprocessing and
robust feature design. The experimental evidence shows that this assumption holds only up to a point.
Beyond that point, maintaining performance requires the ability to adapt internal processing strategies
based on observed conditions.

3.3.5 Reframing Side-Channel Processing as a Control Problem

The limitations identified in this chapter motivate a shift in perspective. Instead of viewing side-channel
analysis as a static classification task, it can be reframed as a sequential decision-making problem. In
this formulation, preprocessing choices, feature representations, and aggregation strategies are no longer
fixed design-time decisions, but controllable parameters that influence observability and robustness.

From this viewpoint, the goal of the system is not merely to classify correctly, but to continuously
regulate the quality and structure of the information extracted from physical signals. Decisions made at
one point in time influence future observations and inference reliability, creating a closed-loop interaction
between the system and its environment.

This reframing aligns naturally with control-oriented learning paradigms. Rather than optimizing
a static mapping from features to labels, the system seeks to optimize long-term objectives—such as
stability, robustness, or controlled information exposure—under uncertainty and noise.

3.3.6 Toward Adaptive and Learning-Driven Side-Channel Defense

While this chapter has focused on static methodologies and their empirical limits, it establishes the
conceptual foundations for adaptive approaches. The observed instability of feature relevance under
noise provides a concrete motivation for moving beyond fixed pipelines. The need is not for more complex
features or deeper models per se, but for mechanisms capable of adjusting representation strategies in
response to observed conditions.

Adaptive approaches promise to bridge the gap between robust static design and fully dynamic opera-
tion. By incorporating feedback from the environment, such systems can adjust preprocessing parameters,
feature emphasis, or temporal aggregation strategies to maintain performance across evolving conditions.

Crucially, the objective of such adaptation is not to guarantee information-theoretic security or elimi-
nate leakage entirely—goals that are often unattainable in practice. Instead, the aim is to actively manage
and reduce exploitable information under realistic constraints, maintaining acceptable performance while
degrading the effectiveness of adversarial inference.
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3.3.7 Transition to the Next Chapter

In summary, this chapter has established a rigorous experimental baseline for side-channel profiling and
highlighted the structural limitations of static pipelines in noisy and variable environments. While static
learning-based approaches can achieve high performance, their robustness is inherently bounded by fixed
assumptions about signal statistics and operating conditions.

These findings motivate the exploration of adaptive mechanisms capable of operating in a closed-loop
manner. The next chapter builds upon this foundation by introducing a learning-based framework that
explicitly addresses these limitations, framing side-channel processing as a sequential decision problem in
which representation choices are dynamically optimized rather than fixed a priori.
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Chapter 4

Results and Performance Evaluation

This chapter presents a comprehensive experimental evaluation of the proposed side-channel classification
pipeline, with the objective of quantifying its effectiveness, robustness, and practical suitability under
realistic operating conditions. Building upon the experimental setup, preprocessing methodology, and
feature engineering strategies introduced in Chapter 3, the analysis focuses on how different learning
models exploit electromagnetic and current-based side-channel information to discriminate application-
level scenarios.

A broad set of machine learning and deep learning classifiers is systematically evaluated, including
both traditional models and hybrid neural architectures. Each classifier is tested using two feature
configurations: the complete set of extracted features and a reduced subset obtained through Recursive
Feature Elimination (RFE). This dual evaluation enables a principled assessment of the trade-offs between
predictive performance, model complexity, and inference-time efficiency—a critical aspect for deployment
on resource-constrained embedded and IoT platforms.

The experimental analysis emphasizes not only overall classification accuracy, but also generalization
to unseen data, stability across heterogeneous scenarios, and resilience to noise and signal perturbations.
Performance is evaluated across eight distinct scenarios, encompassing client-level applications and net-
work communication protocols, including both encrypted and unencrypted traffic. This diversity allows
the investigation of how different classes of workloads manifest in side-channel traces and how reliably
they can be distinguished in practice.

Beyond nominal conditions, the chapter explicitly addresses robustness under degraded signal quality.
Controlled noise injection experiments and scenario-level aggregation strategies are used to evaluate
the limits of static classification pipelines and to identify failure modes that emerge under increasing
uncertainty. These results provide concrete empirical evidence of both the strengths and the inherent
limitations of fixed feature-based approaches.

Overall, the findings presented in this chapter serve two complementary purposes. First, they vali-
date the effectiveness of the proposed pipeline as a practical solution for side-channel-based monitoring
and classification in embedded systems. Second, they expose the operational trade-offs and robustness
boundaries that motivate the transition toward adaptive and learning-driven processing strategies, which
are explored in the subsequent chapters.

4.1 Evaluation Protocol

To ensure a rigorous, unbiased, and reproducible evaluation of the proposed side-channel classification
pipeline, a stratified 10-fold cross-validation protocol was adopted. This evaluation strategy provides a
reliable estimate of generalization performance while mitigating the risk of overfitting, particularly in the
presence of inter-scenario variability and limited sample sizes.

The dataset consists of 8 distinct application scenarios, each represented by 30 independent acquisition
files, for a total of 240 CSV files. Each file corresponds to a complete measurement session associated
with a specific application-level activity or communication protocol. Stratified partitioning was employed
to preserve the original class distribution within each fold, ensuring that all scenarios are consistently
represented during both training and testing phases.

At each cross-validation iteration, one fold is held out as the test set, while the remaining nine folds
are used for training. Classification performance is evaluated on the unseen test fold, and this procedure
is repeated until each fold has been used exactly once for testing. Final performance metrics are obtained
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by averaging results across all folds, providing a statistically robust estimate of classifier behavior.

The primary evaluation metrics include overall accuracy, precision, recall, and Fl-score. While ac-
curacy provides a global measure of classification effectiveness, precision and recall offer insight into
class-specific behavior, particularly in scenarios where certain application profiles exhibit overlapping
side-channel characteristics. Macro-averaged and micro-averaged metrics are also considered to capture
both per-class fairness and global system performance.

Importantly, no additional hyperparameter optimization (e.g., grid search or Bayesian tuning) was
performed within each fold. This design choice ensures that performance comparisons reflect the intrinsic
discriminative power and robustness of the selected feature representations and classifiers, rather than
gains attributable to extensive model-specific tuning. All classifiers were evaluated using consistent and
commonly adopted configurations.

Traditional machine learning models were implemented using the scikit-learn framework, while
deep learning architectures—specifically the hybrid CNN+LSTM model—were implemented using Keras
with a TensorFlow backend. This separation allows a fair comparison between classical feature-based
methods and deep learning approaches operating on the same input representations.

Figure 7?7 illustrates the overall evaluation protocol adopted in this work.

4.2 Overall Classification Performance

We begin the experimental analysis by examining the overall classification performance achieved across
all eight scenarios. This global evaluation provides a first-order assessment of the discriminative capacity
of the proposed feature representations and learning models, serving as a reference point for the more
detailed analyses presented in subsequent sections.

Rather than focusing solely on aggregate accuracy, this section aims to characterize how reliably
different application scenarios can be distinguished based on side-channel traces, and to what extent
classification errors are distributed across classes. Confusion matrices are therefore used as a primary
analysis tool, as they reveal inter-scenario misclassification patterns and highlight which workloads exhibit
similar side-channel signatures.

The results reported in this section compare multiple classifiers operating on both the full feature set
and the reduced subset obtained through Recursive Feature Elimination (RFE). This comparison allows
us to evaluate whether dimensionality reduction impacts not only overall accuracy, but also class-wise
stability and error localization. In particular, we assess whether reduced models preserve discriminative
structure uniformly across scenarios or disproportionately affect specific classes.

This global performance analysis is intentionally conducted under nominal conditions, without artifi-
cial noise injection, to establish a clean baseline. The robustness of the same models under degraded signal
quality and perturbations is analyzed separately in later sections. By isolating baseline performance from
robustness stress tests, we can more clearly attribute performance degradation to noise effects rather
than to intrinsic model limitations.

The insights derived from this section provide the foundation for the scenario-specific and robustness-
oriented evaluations that follow. In particular, they help identify which application classes are inherently
well-separated in the feature space and which ones pose greater challenges, guiding the interpretation of
noise sensitivity, temporal aggregation effects, and adaptive strategies discussed later in the chapter.

4.3 Scenario-Specific Analysis

To gain deeper insight into classifier behavior beyond aggregate performance metrics, a detailed scenario-
specific analysis is conducted. Each application scenario (e.g., HTTP, HTTPS, FTP, FTPS, client-side
applications) is examined independently to assess class separability, prediction consistency, and systematic
misclassification patterns.

This analysis serves two main purposes. First, it allows the identification of scenarios that are inher-
ently easier or harder to distinguish based on their side-channel signatures. Second, it highlights latent
ambiguities in the feature space, particularly for scenarios characterized by similar execution dynamics
or overlapping resource usage.

The results reveal that scenarios associated with user-driven applications (e.g., web browsing and email
clients) tend to produce more stable and repetitive electromagnetic patterns, leading to consistently
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high classification accuracy. In contrast, network protocol-driven scenarios exhibit greater variability,
reflecting the dynamic nature of packet handling, buffering, and protocol state transitions.

Particular attention is devoted to the comparison between encrypted and unencrypted communication
protocols, such as HTTP versus HI'TPS and FTP versus FTPS. These cases are especially relevant
in security-oriented monitoring, as they test the ability of side-channel analysis to distinguish traffic
types even when payload visibility is intentionally obscured. While encryption alters higher-level data
semantics, the results confirm that protocol-level execution behavior still induces distinguishable side-
channel signatures, albeit with reduced margins under noisy conditions.

Overall, the scenario-specific analysis demonstrates that classification performance is not uniform
across scenarios and that confusion patterns are strongly linked to underlying execution characteris-
tics. These observations provide valuable guidance for both feature design and deployment strategies,
indicating where additional robustness mechanisms may be required.

4.4 Impact of Feature Selection

This section evaluates the effect of feature selection on classification performance, model complexity, and
inference-time feasibility. Specifically, we compare models trained on the full set of extracted features with
those using a reduced feature representation obtained through Recursive Feature Elimination (RFE).

The objective of this analysis is not merely to maximize accuracy, but to assess whether compact
feature spaces can preserve discriminative power while satisfying the constraints imposed by real-time
and resource-limited environments. This consideration is particularly relevant for embedded and IoT
deployments, where memory footprint, computational cost, and latency are critical factors.

Experimental results show that reducing the feature dimensionality via RFE leads to only marginal
performance degradation—and in several configurations, even slight improvements—despite eliminating
a substantial portion of the original descriptors. In most scenarios, classification accuracy remains above
96%, confirming that a significant fraction of features is either redundant or weakly informative.

Importantly, the reduced feature set demonstrates strong cross-scenario generalization. Features re-
tained by RFE consistently capture core statistical and spectral properties that are relevant across het-
erogeneous application behaviors, rather than overfitting to scenario-specific artifacts. This supports the
use of RFE as a practical and robust selection strategy for inference-time deployment.

Beyond accuracy, the benefits of feature reduction are reflected in lower computational overhead and
improved model interpretability. Compact models are easier to analyze, verify, and integrate into security
pipelines, and they reduce the attack surface for potential adversarial manipulation. These advantages
reinforce the suitability of RFE-based feature selection as a cornerstone of the proposed side-channel
monitoring framework.

4.5 Robustness to Noise and Variability

While feature selection improves efficiency and generalization under nominal conditions, real-world de-
ployments inevitably expose side-channel systems to noise, environmental interference, and signal vari-
ability. To evaluate robustness under such conditions, we perform a systematic stress analysis by injecting
controlled Gaussian noise into the raw signals prior to preprocessing.

Noise is generated with zero mean and variance proportional to the dynamic range of each signal chan-
nel, with perturbation levels set to 10%, 20%, 30%, and 50%. This setup emulates realistic disturbances
arising from electromagnetic interference, power instability, or adversarial obfuscation.

Analysis of RMS-based representations reveals a clear stabilizing effect. Compared to raw-signal
processing, RMS aggregation significantly attenuates high-frequency fluctuations and transient distur-
bances, resulting in smoother feature trajectories and more consistent distributions across windows. This
behavior is observed for both current and magnetic field signals, although electromagnetic measurements
exhibit higher resilience at elevated noise levels.

Classification results confirm a gradual and controlled degradation as noise intensity increases. Ac-
curacy decreases from approximately 88% at 10% noise to around 77% at 50% noise, indicating graceful
performance decay rather than abrupt failure. Notably, scenarios involving dynamic network protocols
(e.g., HTTP and FTPS) are more sensitive to noise, whereas client-oriented scenarios preserve higher
robustness due to their repetitive execution patterns.
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To further mitigate noise-induced instability, a column-wise majority voting strategy is employed,
aggregating window-level predictions into a single decision per acquisition. This temporal aggregation
acts as an implicit denoising mechanism, suppressing isolated misclassifications and reinforcing consistent
behavior over time. The resulting scenario-level accuracy substantially exceeds window-level performance,
especially under moderate noise conditions.

These findings highlight an important distinction: while preprocessing and feature selection improve
robustness, they cannot fully stabilize feature relevance under severe or evolving noise. Feature impor-
tance distributions shift as signal conditions degrade, indicating that static pipelines operate within a
bounded robustness envelope.

From a deployment perspective, the results suggest that robustness is best achieved through a combi-
nation of noise-aware representations (e.g., RMS), compact and stable feature sets, and temporal aggre-
gation. However, they also expose the limitations of static designs, motivating the exploration of adaptive
mechanisms capable of adjusting representation strategies in response to observed conditions.

In summary, the robustness analysis confirms that the proposed pipeline maintains reliable perfor-
mance under realistic perturbations, while simultaneously revealing the structural limits of static pro-
cessing. These insights directly inform the transition toward adaptive and learning-driven approaches
discussed in the subsequent chapters.

Gaussian Noise Injection. To evaluate robustness under realistic perturbations, controlled Gaussian
noise was systematically injected into the raw side-channel signals prior to RMS-based temporal aggre-
gation. The injected noise follows a zero-mean Gaussian distribution, with variance scaled proportionally
to the dynamic range of each signal channel, computed as (col.max() —col.min()). Noise levels of 10%,
20%, 30%, and 50% were considered.

This noise model is designed to emulate a broad class of real-world disturbances, including envi-
ronmental electromagnetic interference, power supply instability, sensor imperfections, and potential
adversarial obfuscation attempts. Importantly, scaling the noise variance to the signal range ensures that
perturbations remain relative to the intrinsic signal dynamics, avoiding unrealistic saturation effects.

Figures [£.1] and [4:2] illustrate the impact of increasing noise intensity on the RMS features extracted
from the current and magnetic field signals, respectively. For visualization clarity, RMS values are
aggregated over consecutive 5-second intervals, while the underlying RMS computation is still performed
on 100 ms windows with 50% overlap. This dual-scale representation highlights long-term stability trends
without obscuring short-term variability.

A clear distinction emerges between the two physical channels. Current-based RMS features exhibit
increasing volatility as noise intensity grows, reflecting their stronger sensitivity to additive perturbations.
In contrast, magnetic field RMS features demonstrate markedly higher stability, even at elevated noise
levels. This behavior suggests that electromagnetic emissions preserve structural information related to
application execution more robustly than current measurements under adverse conditions.

These observations provide empirical support for the complementary use of current and electro-
magnetic channels. While current signals offer strong discriminative power under low-noise conditions,
magnetic field measurements provide enhanced resilience when the signal-to-noise ratio degrades. This
channel-dependent robustness becomes a critical consideration for deployment in uncontrolled or adver-
sarial environments.

Impact on Classification. The impact of noise on classification performance is further analyzed
through confusion matrices reported in Figures [4.3H4.6] obtained using stratified 10-fold cross-validation
on the reduced feature set selected via Recursive Feature Elimination (RFE).

As the intensity of Gaussian noise increases, a progressive degradation in overall classification accu-
racy is observed. Average accuracy decreases from approximately 88% at 10% noise to around 77% at
50% noise. This trend confirms that, while the proposed pipeline exhibits a degree of robustness, its per-
formance remains inherently sensitive to severe perturbations when operating under fixed preprocessing
and feature selection configurations.

Beyond the global accuracy trend, a more nuanced behavior emerges at the scenario level. Core scenar-
ios corresponding to client-oriented applications (Scenarios 1 to 4) retain high precision even under severe
noise conditions. These scenarios are characterized by relatively stable and repetitive execution patterns,
which result in consistent side-channel signatures that remain distinguishable despite perturbations.

In contrast, scenarios involving network-based protocols—particularly HTTP (Scenario 5) and FTP/FTPS
(Scenarios 6 and 7)—exhibit a more pronounced degradation in performance. These scenarios are inher-
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Figure 4.1: Effect of Gaussian noise injection on the normalized RMS feature of the current signal. Each
point represents aggregation over a 5-second interval. Increasing noise levels induce progressively larger
fluctuations and reduced temporal stability.

ently more dynamic, with execution behavior influenced by external network interactions, asynchronous
events, and variable traffic patterns. As a result, their side-channel signatures are less regular and more
susceptible to noise-induced distortion, leading to increased confusion under degraded signal-to-noise
ratios.

This selective degradation highlights an important structural property of side-channel classification
under noise: robustness is not uniformly distributed across scenarios. Instead, it depends on the in-
trinsic temporal stability and determinism of the underlying application behavior. Scenarios dominated
by protocol-level activity represent a more challenging classification target and are more vulnerable to
perturbations when relying on static feature representations.

These observations underscore the critical role of feature robustness in protocol-level monitoring and
suggest that static preprocessing and feature selection strategies may be insufficient to guarantee stable
performance across heterogeneous workloads. In particular, they motivate the exploration of comple-
mentary resilience mechanisms—such as adaptive denoising, temporal feature fusion, or dynamic feature
weighting—to mitigate noise-induced performance degradation in realistic deployment settings.

Device Variability. To further assess the feasibility of practical deployment, we also consider the
impact of device variability on classification performance. In real-world cyber-physical systems and IoT
infrastructures, side-channel monitoring solutions are rarely confined to a single, perfectly controlled
hardware instance. Instead, they must operate across multiple devices that may differ in manufacturing
tolerances, component aging, power delivery characteristics, and electromagnetic coupling conditions.

Evaluating the proposed pipeline across different acquisition devices therefore serves as a proxy for
real deployment scenarios, where models trained on one device are expected to generalize to others with
similar functionality but non-identical physical characteristics. From a side-channel perspective, such
variability alters the absolute amplitude, spectral distribution, and noise profile of the observed signals,
even when the same application is executed.

This cross-device evaluation tests the portability of trained models and exposes a critical limitation
of many side-channel approaches reported in the literature: high accuracy achieved on a single device
does not necessarily imply robustness across hardware instances. In this context, the use of RMS-based
aggregation and robust normalization plays a key role in reducing sensitivity to device-specific scaling
effects, while feature selection via RFE limits overfitting to idiosyncratic hardware artifacts.
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Figure 4.2: Effect of Gaussian noise injection on the normalized RMS feature of the magnetic field signal.
Despite increasing perturbation levels, the signal exhibits higher stability compared to the current channel.

Although some degradation is expected when moving across devices, the observed performance sta-
bility indicates that the extracted features capture behavior-related characteristics rather than device-
specific fingerprints. This property is essential for any realistic side-channel monitoring or intrusion
detection system intended for deployment at scale.

Summary of Robustness Analysis. Taken together, the robustness experiments conducted in this
chapter demonstrate that the reduced feature model obtained through Recursive Feature Elimination
achieves a favorable balance between accuracy, stability, and deployability. Under controlled conditions,
the model delivers high classification performance, while under increasing noise levels and device vari-
ability it exhibits graceful degradation rather than abrupt failure.

This behavior is particularly important from an operational standpoint. In realistic environments,
noise intensity and hardware conditions are rarely static, and systems must tolerate a degree of uncertainty
without producing unstable or misleading outputs. The combination of RMS-based preprocessing, robust
scaling, and feature reduction contributes to this stability by constraining the variability of the learned
representation.

Nevertheless, these results also reveal an inherent limitation: robustness is achieved within a bounded
envelope defined by the training conditions and preprocessing choices. As noise characteristics or hardware
properties drift beyond this envelope, performance degrades progressively, indicating that static pipelines
can only provide limited resilience.

Impact of Gaussian Noise on Side-Channel Traces

In practical deployment scenarios, side-channel traces are continuously affected by environmental inter-
ference, hardware imperfections, and—in adversarial contexts—potentially deliberate perturbations. To
explicitly characterize the effect of such disturbances, we systematically inject controlled Gaussian noise
into the raw signals prior to segmentation and feature extraction.

The injected noise has zero mean and a variance proportional to the dynamic range of each signal
column (i.e., col.max() —col.min()), with noise levels set to 10%, 20%, 30%, and 50%. This formulation
ensures that the perturbation scales with the signal magnitude and realistically emulates degradation due
to electromagnetic interference, power supply instability, or sensor noise.

Consistent with previous studies , increasing noise levels significantly affect fine-grained,
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Figure 4.3: Confusion matrix at 10% Gaussian noise. Average accuracy: 88.33%.

window-level predictions, particularly for signals exhibiting non-stationary and bursty behavior. Our
experimental results confirm this trend and further highlight a channel-dependent response to noise.

Specifically, magnetic field traces demonstrate superior resilience under high noise levels, maintaining
more stable RMS profiles and preserving discriminative structure even at 30% and 50% perturbation.
This behavior can be attributed to the fact that electromagnetic emissions capture spatially distributed
switching activity, which tends to average out localized disturbances.

Conversely, current-based traces exhibit higher sensitivity to strong perturbations but retain better
accuracy under low to moderate noise levels. Current measurements reflect global power consumption
and therefore provide cleaner signatures when environmental interference is limited, but they are more
susceptible to additive noise when perturbations become severe.

This complementary behavior reinforces the importance of multi-channel acquisition and motivates
hybrid strategies that dynamically adapt the relative importance of current and electromagnetic features
depending on observed signal conditions.

Column-wise Majority Voting Approach. To further enhance robustness at the decision level,
we adopt a column-wise majority voting strategy inspired by ensemble decision fusion techniques .
Rather than relying on individual window-level predictions, the final scenario label associated with each
acquisition is determined by the most frequent class predicted across all its temporal segments.

This approach explicitly exploits the temporal persistence of application behavior. While individual
windows may be affected by transient noise, local perturbations, or momentary ambiguities in the feature
space, the underlying application scenario typically remains stable over the duration of an acquisition.
Majority voting therefore acts as a temporal integration mechanism, aggregating weak and potentially
noisy decisions into a more reliable session-level inference.

From a signal processing perspective, this strategy can be interpreted as an implicit denoising step
operating at the decision layer rather than at the signal level. Instead of attempting to suppress noise
in the raw measurements or feature representations, majority voting mitigates its impact by leveraging
redundancy across time. This distinction is important, as it allows robustness to be improved without

52



4.5 Robustness to Noise and Variability

Confusion (%) - RF + RFE (Top 15 Features) - Noise 20%

100
sc1 0.0 0.0 0.0 0.0
Sc 2 - 0.0 0.0 0.0 0.0 80
Sc 3 - 0.0 0.0 0.0 0.0
60
< Sc 4 0.0 0.0 0.0 0.0
0
®
2
F scs4 0.0 0.0 0.0 0.0 433 133 36.7 6.7
- 40
sc64 00 0.0 0.0 0.0 233 BER 16.7 33
Sc74 00 0.0 0.0 0.0 23.3 6.7 6.7 20
scg-d 00 0.0 0.0 0.0 0.0 33 6.7
- v L Lo

Sc1  Sc2 Sc3 Sc4 S5 Sc6 Sc7  SC8
Predicted label

Figure 4.4: Confusion matrix at 20% Gaussian noise. Average accuracy: 79.58%.

modifying the underlying preprocessing or feature extraction pipeline.

Operational Relevance. The column-wise voting strategy is particularly well suited to cyber-physical
and IoT monitoring scenarios, where decisions at the level of a device session or application execution
interval are often more meaningful than instantaneous window-level classifications. In such contexts, oc-
casional misclassifications at fine temporal resolution are acceptable, provided that the overall behavioral
assessment remains accurate and stable.

By reducing sensitivity to isolated errors, majority voting lowers the likelihood of false alarms and
increases trust in monitoring outcomes—an essential requirement for deployment in security-critical sys-
tems such as intrusion detection, behavioral profiling, or anomaly monitoring frameworks.

Visualization of Column-wise Confusion Matrices

To quantitatively assess the effect of column-wise majority voting, confusion matrices are computed at the
acquisition level by aggregating window-level predictions. These visualizations highlight how temporal
aggregation reshapes class separability, reducing cross-scenario confusion and stabilizing classification
outcomes under noisy conditions.

In particular, majority voting significantly suppresses sporadic misclassifications observed at the win-
dow level, leading to clearer diagonal dominance in the confusion matrices and improved interpretability
of classification behavior across scenarios.

Discussion and Concluding Remarks

The column-wise analysis confirms that majority voting provides a substantial robustness gain across a
wide range of noise conditions. Under low to moderate noise levels (up to approximately 20%), current-
based features combined with majority voting preserve high scenario-level accuracy, validating their
suitability for controlled or semi-controlled environments.

As noise intensity increases, magnetic field traces emerge as more resilient, maintaining higher classi-
fication stability under severe perturbations. This behavior reflects the complementary nature of the two
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Figure 4.5: Confusion matrix at 30% Gaussian noise. Average accuracy: 80.42%.

physical channels: current measurements offer strong discriminative power under clean conditions, while
electromagnetic measurements provide increased robustness in highly noisy environments.

From a deployment perspective, these findings suggest that signal and feature selection should not be
treated as static design choices, but rather as context-dependent decisions influenced by environmental
conditions and operational constraints. In particular:

e For noise levels below 20%, majority voting applied to current-based features offers high accuracy
with reduced computational overhead.

e For higher perturbation levels (30% and above), magnetic field features combined with robust
majority voting are preferable, especially for scenarios involving highly dynamic network protocols
such as HTTP or FTPS.

These results are consistent with hybrid and ensemble-based approaches discussed in the literature
and confirm that layered decision fusion across time and signal modalities significantly enhances resilience
in side-channel-based intrusion detection systems.

At the same time, majority voting remains a static aggregation mechanism: it improves robustness by
exploiting redundancy, but it does not adapt the underlying representation or decision process in response
to changing conditions. This limitation further motivates the exploration of adaptive strategies, such as
confidence-aware fusion or dynamic signal weighting, which are discussed in the subsequent chapters as
a natural evolution of the framework presented here.

4.5.1 Discussion

This chapter has presented a comprehensive empirical evaluation of the proposed side-channel classifi-
cation framework, highlighting both its strengths and its practical trade-offs under realistic operating
conditions. The results confirm that learning-based profiling of electromagnetic and current side-channel
traces can achieve high accuracy even when constrained by limited computational resources and non-ideal
measurement environments.
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Figure 4.6: Confusion matrix at 50% Gaussian noise. Average accuracy: 77.08%.

A central outcome of the analysis is the clear advantage of feature-reduced models over full-feature
configurations. By adopting a compact representation derived through Recursive Feature Elimination,
the classification pipeline achieves performance comparable to—or in some cases exceeding—that of
higher-dimensional models, while significantly reducing inference complexity. This finding is particularly
relevant for real-time deployment on embedded and IoT platforms, where memory, latency, and energy
constraints are critical design factors.

The robustness experiments further demonstrate that the proposed pipeline maintains stable per-
formance under substantial noise injection and across heterogeneous acquisition conditions. The com-
bined use of RMS-based aggregation, robust normalization, and temporal decision fusion enables re-
silience against both environmental interference and signal variability, supporting reliable operation in
dynamic and potentially adversarial settings. These results are consistent with, and extend, prior work
on side-channel-based behavioral profiling , providing stronger empirical evidence for the feasibility
of lightweight intrusion detection and monitoring systems grounded in physical leakage analysis.

Beyond quantitative performance, the analysis in this chapter exposes important structural insights.
In particular, it shows that robustness in side-channel analysis cannot be attributed to a single component,
but rather emerges from the interaction between preprocessing, feature representation, selection strategy,
and temporal aggregation. At the same time, the observed degradation patterns under severe noise and
varying conditions highlight the intrinsic limits of static pipelines, even when carefully engineered.

Taken together, these findings establish a solid empirical baseline for the remainder of the thesis. They
validate the effectiveness of the proposed static framework while simultaneously revealing its bounded
robustness, thereby motivating the need for more adaptive and context-aware strategies. The insights de-
rived here naturally pave the way for subsequent investigations into dynamic feature weighting, adaptive
temporal modeling, and learning-based control mechanisms aimed at improving robustness and explain-
ability in security-oriented side-channel monitoring applications.
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Chapter 5

Side-Channel Leakage as an
Information Control Problem

5.1 Toward a Feature-Aware Approach in Noisy Environments

The analyses presented in the previous sections have enabled a systematic characterization of a side-
channel classification pipeline primarily based on RMS features, evaluated under both clean conditions
and in the presence of additive noise. The obtained results show that, while this representation provides
good global stability and a certain degree of robustness at moderate noise levels, it exhibits intrinsic
structural limitations when discrimination is required at fine temporal granularity.

In particular, the window-level classification accuracy achieved using RMS-based features remains
limited even in noise-free conditions. High performance at the signal level is attained mainly through
temporal aggregation mechanisms, such as majority voting, rather than through strong discriminative
capability at the level of individual windows. This observation suggests that the effectiveness of the
pipeline relies more on statistical integration over time than on the informativeness of local feature
representations.

Although temporal aggregation represents an effective strategy in controlled settings, its reliance
introduces potential methodological risks in the presence of variable acquisition conditions. Specifically,
when a model trained on clean data is applied to signals affected by noise or acquired under different
environmental or operational conditions, the distribution of the extracted features may undergo significant
shifts with respect to those observed during training. This phenomenon, commonly referred to as domain
shift or dataset shift |36l [31], represents a critical issue in side-channel classification systems, as it can
weaken the correspondence between local predictions and the actual underlying scenario, ultimately
reducing the effectiveness of temporal aggregation strategies. Similar effects have been observed in the
context of learning-based side-channel analysis, where variations in acquisition conditions and noise levels
can significantly impact model generalization [32].

In this context, the primary bottleneck of an RMS-only pipeline cannot be attributed solely to the
presence of noise, nor to numerical instability or scaling issues. Rather, it stems from the limited in-
formational richness of the adopted representation. This shift lays the groundwork for more reliable
generalization in realistic and dynamically evolving operational scenarios, and motivates the exploration
of adaptive mechanisms capable of actively regulating the information exposed through side-channel
measurements.

Based on these considerations, the focus of the analysis is now shifted from noise reduction alone
toward a feature-aware perspective. In this framework, the objective is not to eliminate noise from the
signal, but to design feature representations capable of preserving and explicitly encoding discriminative
information even under degraded conditions and in the presence of mismatches between training and
testing domains. Within this perspective, denoising plays a secondary and supportive role, while the
primary contribution is achieved through the selection and optimization of time-domain and frequency-
domain features characterized by higher statistical stability and stronger physical interpretability.

The underlying hypothesis is that a richer and more structured feature representation can mitigate
the impact of noise and reduce the effects of domain shift not through aggressive signal filtering or ex-post
temporal aggregation, but through the intrinsic resilience of the extracted descriptors. In this way, system
robustness does not emerge merely from the statistical integration of predictions over time, but from the
quality of the information captured at the level of individual windows. This shift lays the groundwork for
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more reliable generalization in realistic and dynamically evolving operational scenarios, and motivates
the exploration of adaptive mechanisms capable of actively regulating the information exposed through
side-channel measurements.

5.2 Experimental Comparison Framework

To rigorously assess the effectiveness of the proposed feature-aware approach, the subsequent analyses are
structured around a set of well-defined experimental comparison scenarios. The objective is to disentangle
the impact of noise from that of feature representation and training strategy, and to explicitly evaluate
their interaction under progressively degraded conditions.

As a first reference, the clean—clean configuration is considered, in which both training and testing are
performed on noise-free data. This setting represents an idealized upper bound and allows the intrinsic
discriminative capability of the extracted features to be evaluated in the absence of external disturbances.
It provides a fundamental baseline against which all noisy configurations can be consistently interpreted.

The noise—noise configuration is then analyzed, where both the training and testing phases are con-
ducted on data corrupted by noise at the same signal-to-noise ratio (SNR). This scenario preserves statis-
tical homogeneity between the two phases and enables the assessment of the classifier’s ability to operate
on degraded side-channel signatures, assuming that noise characteristics are known and stationary.

The clean—noise configuration represents a substantially more challenging and practically relevant
setting. In this case, the model is trained on clean data and evaluated on noisy signals, resulting in a
pronounced statistical mismatch between training and testing distributions. As highlighted in the previ-
ous chapter, this setup exposes the effects of domain shift in a particularly clear manner and constitutes
a critical stress test for evaluating the true generalization capability of the classification pipeline.

Finally, the clean+noise-noise configuration is introduced as the most realistic from an application-
oriented perspective. In this scenario, the model is trained on a mixed dataset composed of both clean and
noisy samples, with the goal of learning noise-aware representations and more robust decision boundaries.
Evaluation is then performed exclusively on noisy data, which is assumed to represent the operational
context of interest. This setting allows the effectiveness of representation design and training strategy to
be assessed under conditions that closely resemble real-world deployment.

All experimental comparisons are conducted across multiple noise levels, corresponding to SNR values
of 20 dB, 10 dB, and 0 dB. This progressive degradation enables a systematic analysis of performance
trends and robustness thresholds, highlighting how different scenarios and feature representations respond
to increasing noise severity.

5.3 Objectives of the Subsequent Analysis

Based on the experimental framework outlined above, the following sections focus on a detailed analysis of
features extracted in both the time and frequency domains, with the aim of evaluating their contribution to
scenario discrimination under noisy conditions. The objective is not limited to measuring improvements in
aggregate performance metrics, but rather to understand which features exhibit genuine robustness, which
are redundant, and to what extent representation design can compensate for noise-induced degradation.

In particular, the analysis seeks to determine whether robustness can be achieved at the level of
individual windows through informative and stable feature representations, rather than relying primarily
on temporal aggregation mechanisms such as majority voting. By shifting the focus from outcome-based
performance comparison to representation-level understanding, this approach enables a deeper assessment
of the role played by feature design in the construction of reliable and realistic side-channel classification
systems.

This perspective lays the groundwork for subsequent stages of feature optimization and guided selec-
tion, and provides the conceptual bridge toward adaptive strategies that explicitly account for variability
and uncertainty in the observed side-channel information.

5.4 Analysis of Selected Features under Clean Conditions

Before explicitly introducing noise into the system, it is essential to perform a detailed analysis of the
role played by individual features in separating application scenarios and to understand which descriptors
effectively drive the classifier’s decision process under ideal conditions. In this preliminary phase, the
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objective is not limited to assessing classification performance, but rather to identify the informative
components underlying class discrimination and to verify the coherence of the model behavior as a
function of feature dimensionality.

To this end, a feature importance analysis was conducted using a Random Forest classifier, considering
jointly all features extracted from the available acquisition files. The analysis focuses on identifying a
compact and common subset of features that maximizes scenario separability in clean conditions, thus
providing an interpretable baseline for subsequent robustness evaluations. Random Forest was selected
due to its intrinsic capability to estimate feature relevance while accounting for non-linear interactions
among descriptors.

The analysis resulted in the identification of a reduced set of 20 features, comprising statistics extracted
in both the time and frequency domains and derived from both acquisition channels, namely current (chl)
and electromagnetic field (ch2). The selected descriptors include first-order statistics such as the mean
value, measures of signal variability and dispersion, distribution extremes (e.g., peak-to-peak), as well as
shape-related descriptors such as skewness and kurtosis. In addition, several frequency-domain features
are retained, including spectral energy and indicators related to the distribution of spectral content.

The joint presence of temporal and spectral features, evenly distributed across the two acquisition
channels, suggests that scenario discrimination does not rely on a single dominant descriptor. Instead, it
emerges from the interaction between global energy levels, intra-window signal variability, and spectral
structure associated with application-level activity. This behavior confirms that, under clean conditions,
the classifier primarily exploits global energetic differences, refined by statistical and frequency-related
information, providing a solid reference point for evaluating feature robustness in the presence of noise.
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Figure 5.1: Random Forest feature importance ranking (top 20) obtained under clean conditions.

Figure [5.1] reports the ranking of the most relevant features according to the Random Forest im-
portance metric in clean conditions. The analysis clearly highlights that first-order statistics, and in
particular the mean value of the RMS signal computed on both acquisition channels, constitute the most
influential descriptors in the classification process. This result indicates that, in the absence of noise, the
separation among application scenarios is largely driven by differences in the average energy level of the
signal, which directly reflects the intensity and nature of the underlying workload.

In addition to mean-related features, measures of signal variability and amplitude excursion, such
as standard deviation and peak-to-peak value, exhibit a significant contribution for both current and
electromagnetic channels. These descriptors capture the internal dynamics of the signal within each
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temporal window, providing complementary information with respect to the global energy level and
enabling finer discrimination between scenarios characterized by similar average behavior but different
temporal structures.

Frequency-domain features, including spectral energy and indicators related to the distribution of
spectral content, appear in the intermediate portion of the ranking. Their contribution, while less dom-
inant, is non-negligible and suggests that spectral characteristics play a supporting role in modeling
scenario-specific signal structures. These features enhance the classifier’s ability to capture differences
not fully expressed in the time domain alone.

Finally, higher-order distribution descriptors such as skewness and kurtosis exhibit lower importance
values compared to energetic and variability-related features. This behavior is consistent with the nature
of the problem in clean conditions, where scenario differences are already well captured by amplitude- and
dispersion-related descriptors, reducing the marginal contribution of higher-order statistics. Nevertheless,
their presence in the selected subset indicates that they provide complementary information that may
become more relevant under more complex or degraded acquisition conditions.

Overall, the feature importance analysis confirms that, under clean conditions, the classifier primarily
relies on global energetic descriptors, refined by temporal variability and spectral information. This
interpretation provides a clear understanding of the model behavior and establishes a crucial reference
for the subsequent analysis, where the stability and discriminative power of these features will be evaluated
as the signal-to-noise ratio progressively decreases.

5.5 Analysis of Selected Features and Clean-Condition Perfor-
mance

Before explicitly introducing noise into the system, it is necessary to conduct an in-depth analysis of
the role played by the extracted features in separating the application scenarios and to understand
which descriptors effectively drive the classifier’s decision-making process under ideal conditions. In this
preliminary phase, the objective is not limited to assessing classification performance, but rather to
identify the informative components underlying class discrimination and to verify the consistency of the
classifier behavior as the feature dimensionality varies.

To this end, a feature importance analysis was performed using a Random Forest classifier, jointly
considering all features extracted from the available acquisitions and focusing on the identification of a
common subset capable of maximizing inter-scenario separability. This global analysis highlights which
descriptors contribute most significantly to classification under clean conditions, thereby providing a
fundamental interpretative baseline for subsequent experiments in noisy environments.

The analysis resulted in the identification of a compact set of 20 features, comprising statistics com-
puted in both the time and frequency domains and extracted from both acquisition channels, namely
current (chl) and electromagnetic emission (ch2). The selected features include first-order statistics such
as the mean, measures of dispersion and variability, distribution extremes, and higher-order shape de-
scriptors such as skewness and kurtosis. These are complemented by frequency-domain features, including
spectral energy and descriptors related to the distribution of power across the spectrum.

The joint presence of temporal and spectral features, balanced across the two acquisition channels,
suggests that discrimination among application scenarios is not driven by a single dominant descriptor,
but rather emerges from the interaction between global energy levels, intra-window signal variability, and
spectral structure associated with the executed workload. In clean conditions, this confirms that the
classifier primarily exploits global energetic differences, refined through statistical and frequency-domain
information, providing a solid reference point for evaluating feature robustness under degraded conditions.

The feature importance ranking obtained through the Random Forest model under clean conditions,
reported in Figure clearly shows that first-order statistics, and in particular the mean value of the
RMS computed on both acquisition channels, represent the most influential descriptors in the classification
process. This result indicates that, in the absence of noise, scenario separation is largely driven by
differences in average signal energy, which directly reflect the intensity of the activity associated with
different application workloads.

Alongside mean-based features, measures of signal variability and amplitude excursion, such as stan-
dard deviation and peak-to-peak values extracted from both current and electromagnetic channels, play
a significant role. These descriptors capture the internal dynamics of the signal within each temporal
window, providing complementary information with respect to average energy and allowing the classifier
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Random Forest - Feature Importance (Top 20)
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Figure 5.2: Random Forest feature importance ranking under clean conditions. The plot reports the
top 20 most influential features extracted from both current (chl) and electromagnetic (ch2) channels,
including time-domain and frequency-domain descriptors.

to refine separation among scenarios exhibiting similar mean values but different temporal behaviors.

Frequency-domain features, including spectral energy and descriptors related to spectral distribution,
show a more moderate yet non-negligible contribution. Their intermediate ranking position suggests
that, while they do not constitute the primary discriminative factor in clean conditions, they support the
modeling of structural differences in the signal associated with distinct application scenarios.

Finally, higher-order distribution statistics such as skewness and kurtosis exhibit lower importance
compared to energetic and variability-related features. This behavior is consistent with the nature of the
problem under ideal acquisition conditions, where differences among scenarios are already well captured
by amplitude- and dispersion-related descriptors. Nevertheless, their presence in the ranking indicates
that they provide complementary information that may become relevant in more complex or degraded
scenarios.

Overall, the feature importance analysis confirms that, under clean conditions, the classifier relies
primarily on global energetic descriptors refined by temporal and spectral information. This interpretation
provides a clear understanding of the model’s behavior and establishes a reference framework for assessing
how the discriminative power of these features evolves as the signal-to-noise ratio decreases.

5.6 Classification Robustness with Respect to Dataset Dimen-
sionality

Once the feature set was defined, the pipeline was evaluated under clean conditions using a Random
Forest classifier, enforcing a strict separation between training and test files. When considering the full
available dataset (240 files in total, with 200 used for training and 40 for testing), the system achieves
an accuracy of approximately 80% at the window level, as shown in the confusion matrix reported in

Figure [5.3]
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Figure 5.3: Window-level confusion matrix (%) obtained under clean conditions using the selected feature
set and a Random Forest classifier. Rows represent true scenarios, while columns indicate predicted
scenarios.

This result indicates that, in the absence of noise, the proposed preprocessing and feature extraction
pipeline enables effective separation among application scenarios at fine temporal granularity. However,
performance degradation is more pronounced for scenarios S5 to S8, which exhibit higher levels of con-
fusion compared to scenarios S1 to S4.
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Figure 5.4: PCA projection of RMS-based features extracted under clean conditions. Each point corre-
sponds to a window-level feature vector, with colors indicating different application scenarios. The first
two principal components explain over 90% of the total variance.

Figure [5.4] reports the PCA projection of the RMS-based features extracted under clean conditions.
Rather than exhibiting weak or fragmented separability, the reduced-dimensional representation reveals
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a highly structured feature space: the first two principal components jointly explain over 90% of the total
variance, indicating the presence of a small number of dominant latent factors governing side-channel
behavior.

The PCA projection provides a geometric interpretation of the separability differences observed across
scenarios. The first two principal components account for approximately 76.7% and 14.4% of the variance,
respectively, suggesting that the feature space is largely dominated by factors related to global energetic
properties of the signal.

Scenarios S1-S4 occupy well-separated regions along the first principal component, indicating that
they are characterized by marked differences in average energy levels and signal variability. These char-
acteristics are effectively captured by RMS-based features, resulting in stable and well-defined clusters in
feature space.

In contrast, scenarios S5—-S8 exhibit more compact and partially overlapping distributions, with tra-
jectories developing along similar directions and reduced dispersion along the first principal component.
In these cases, differences in global energy are less pronounced, while variations along the second principal
component are more gradual and less discriminative.

This geometry suggests that, for scenarios S5-S8, discrimination is driven by subtler and more lo-
calized signal characteristics that are only partially captured by an RMS-based representation. As a
consequence, these scenarios are intrinsically more prone to overlap in feature space, making window-
level classification more challenging and explaining the higher confusion observed in the corresponding
confusion matrices.

Focus on Feature Selection Strategy

While the PCA analysis suggests that scenarios S5—S8 could benefit from a more targeted and scenario-
specific feature representation, it is important to distinguish between what is optimal from an informa-
tional standpoint and what is feasible in a realistic operational setting. In principle, feature selection
optimized independently for each scenario could significantly improve classification performance for classes
characterized by subtle and overlapping side-channel signatures.

However, a scenario-specific feature importance approach implicitly assumes prior knowledge of the
class label of the observed signal, an assumption that does not hold during inference in real-world appli-
cations. Consequently, such a strategy is not methodologically applicable in an operational side-channel
classification system, where the classifier must operate on unlabeled signals and rely on a single, shared
feature representation.

To preserve coherence with a realistic inference context, feature selection in this work is therefore
conducted at a global level, jointly considering all scenarios. This approach defines a unified feature
space that can be consistently employed during testing without additional assumptions. Inevitably, such
a global feature set may be more representative for certain scenarios and less discriminative for others,
particularly for those characterized by similar energetic and statistical signatures.

In this context, scenario-level feature importance analysis is not used to redefine the feature set,
but rather as an interpretative tool to understand the relative contribution of different descriptors to
each scenario. This analysis highlights the limitations of a global representation and identifies which
characteristics are more or less informative for specific classes, providing valuable insights for the evolution
toward adaptive and feature-aware approaches without compromising inference validity.

5.7 Simulation of Noisy Operating Environments

The objective of the next experimental phase is to investigate how the introduction of noise affects the
distribution of extracted features, to identify which components are most sensitive to signal degradation,
and to assess whether performance can be recovered through advanced feature engineering techniques or
alternative preprocessing strategies. Within this perspective, noise is not treated merely as a degrading
factor, but rather as an analytical tool to probe the intrinsic robustness of the pipeline and to guide the
design of more resilient solutions, both from a defensive standpoint and for practical side-channel-based
intrusion detection applications.

To address these objectives in a structured manner, a new preprocessing pipeline was designed and
implemented, as illustrated in the following figure. The pipeline operates directly on raw physical signals
acquired from the system under analysis, namely current consumption and electromagnetic emissions.
As a first step, the initial background noise phase corresponding to the first 10 seconds of acquisition
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is removed, ensuring that subsequent analyses focus exclusively on the active execution phase of the
application.

The signal is then segmented using a fixed-length temporal window of 100 ms, with a 50% overlap
between consecutive windows. This windowing strategy preserves temporal continuity while increasing
analysis granularity, enabling a fine-grained characterization of signal dynamics and improving statistical
robustness without excessively inflating the dimensionality of the dataset.

A key element of the proposed pipeline is the controlled injection of noise directly at the raw signal
level, prior to feature extraction. Noise is modeled through a variable signal-to-noise ratio (SNR), with
values set to 20 dB, 10 dB, and 5 dB, in order to simulate progressively more challenging and realistic
operating conditions while maintaining physical coherence with the observed side-channel phenomena.
Injecting noise at the raw signal stage allows for a faithful assessment of the pipeline’s ability to extract
discriminative information under degraded conditions, avoiding artifacts that could arise from noise
addition in already aggregated or transformed domains.

For each temporal window, a systematic set of time-domain and frequency-domain features is then
extracted, including statistical and spectral descriptors designed to capture subtle signal variations even
at low SNR levels. The resulting feature vectors are used to train and evaluate a Random Forest classifier.
When required, a signal-level decision can be obtained through majority voting across window-level pre-
dictions; however, in this phase, temporal aggregation is treated as an optional post-processing mechanism
rather than as a structural solution to robustness limitations.

This preprocessing and analysis pipeline constitutes the methodological foundation for all subsequent
experiments. It enables controlled and reproducible comparisons between clean and noisy conditions,
supports the investigation of feature sensitivity to noise, and provides a flexible framework for exploring
alternative robustness strategies and defensive mechanisms in side-channel analysis.

5.8 Noise Model and Signal-to-Noise Ratio (SNR)

To systematically evaluate the robustness of the proposed side-channel classification pipeline under real-
istic operating conditions, a controlled additive noise model was introduced and applied directly to the
acquired raw signals. In particular, noise was modeled as Additive White Gaussian Noise (AWGN), a
widely adopted choice in signal processing and in robustness studies of side-channel systems, as it enables
precise control over the disturbance level while ensuring experimental reproducibility.

The noise level is parameterized through the Signal-to-Noise Ratio (SNR), defined as the ratio between
the average power of the useful signal and the average power of the additive noise. In logarithmic form,
the SNR is expressed in decibels (dB) as:

noise

Psi n
SNRgg = 10log;, <Pgal) , (5.1)

where Psjgnal denotes the power of the original signal and Ppoise the power of the injected noise. High
SNR values correspond to mildly disturbed conditions, while lower SNR, values represent progressively
more degraded scenarios, up to situations in which the noise power becomes comparable to that of the
signal.

Noise was injected directly into the raw physical signals—namely current consumption and electro-
magnetic emissions—prior to any windowing, RMS computation, or feature extraction. This design
choice is crucial to preserve the physical coherence of the side-channel phenomenon, as it allows noise to
propagate naturally through all subsequent preprocessing stages, closely emulating real-world acquisition
conditions. Conversely, injecting noise at later stages (e.g., after RMS aggregation) would introduce
mathematical artifacts that are not representative of the underlying physical process.

Multiple SNR levels were considered, specifically 20 dB, 10 dB and 5 dB, in order to span a wide
range of operating conditions—from moderately noisy environments to highly critical scenarios in which
the useful signal is severely degraded.

The following figures provide a qualitative illustration of the effect of additive noise on the acquired
raw signals, highlighting how progressive degradation of the SNR impacts different signal components.
As the noise level increases, high-frequency local fluctuations become progressively masked, while lower-
frequency and slowly varying components tend to be more resilient. This behavior is consistent with
the physical nature of the side-channel signals and motivates a deeper analysis of how different feature
families respond to noise in subsequent sections.
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5.9 Qualitative Impact of Noise on Raw Side-Channel Signals

To gain a physical understanding of how additive disturbances affect the information content of side-
channel measurements, a qualitative analysis was conducted directly on the raw acquired signals. Fig-
ures [5.5H5.8| report a visual comparison between clean signals and their noisy counterparts at different
SNR levels (20 dB, 10 dB, and 5 dB), for both the current and electromagnetic (EM) channels.

5.9.1 Current Signal: Robust vs. Fragile Scenarios

Figure [5.5|illustrates the effect of additive noise on the current signal for Scenarios 1-4, which are repre-
sentative of applications characterized by relatively stable execution patterns. In these cases, noise mainly
manifests as a perturbation superimposed on the local oscillations of the signal. As the SNR decreases,
short-term fluctuations and high-frequency components become progressively less distinguishable, leading
to an apparent increase in instantaneous variability.

Despite this degradation, the global temporal structure of the signal—intended as its average level,
overall envelope, and long-term statistical behavior—remains largely preserved even at low SNR values.
This observation indicates that low-frequency components and global energetic properties are intrinsically
more robust to additive noise than localized, rapidly varying features.
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Figure 5.5: Current signal under clean and noisy conditions (SNR = 20 dB, 10 dB, 5 dB) for Scenarios 1-
4. Noise primarily affects short-term fluctuations, while global signal structure remains preserved.

A markedly different behavior emerges for Scenarios 5-8, shown in Figure[5.6] In these cases, the clean
signal already exhibits higher variability and weaker global structure. The injection of noise amplifies this
variability to a level comparable with the signal amplitude itself, even at intermediate SNR values. As a
consequence, the distinction between signal-driven variations and noise-induced perturbations becomes
increasingly blurred, and the global structure of the current signal is more easily disrupted.

This behavior highlights that scenarios characterized by weaker low-frequency dominance are intrin-
sically more vulnerable to acquisition noise, as their discriminative information is less concentrated in
robust global components.
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Current Signal - Clean vs Noisy (Scenarios 5-8)
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Figure 5.6: Current signal under clean and noisy conditions (SNR = 20 dB, 10 dB, 5 dB) for Scenarios 5
8. Noise significantly alters both local fluctuations and global signal structure.

5.9.2 Electromagnetic Signal: Increased Sensitivity to Noise

The electromagnetic channel exhibits an overall higher sensitivity to additive noise compared to the
current signal. Figure shows that, even for Scenarios 1-4, the EM signal presents larger amplitude
excursions and higher instantaneous variability. As the SNR decreases, noise rapidly dominates short-
term dynamics, masking fine temporal details and increasing dispersion.

Nevertheless, for scenarios with regular execution patterns, the average amplitude level and coarse
temporal organization of the EM signal remain observable. This suggests that, although more sensitive to
noise, the EM channel still preserves global statistical properties that can be exploited by feature-based
representations integrating information over extended temporal windows.
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Figure 5.7: Electromagnetic signal under clean and noisy conditions (SNR = 20 dB, 10 dB, 5 dB) for
Scenarios 1-4. Noise increases dispersion but preserves coarse statistical structure.

In contrast, Figure highlights the pronounced vulnerability of the EM signal for Scenarios 5-8,
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and in particular for Scenario 7. Already under clean conditions, the signal exhibits irregular temporal
behavior and limited dominance of low-frequency components. As noise is introduced, especially at lower
SNR values, noise-induced oscillations overlap almost completely with signal-driven variations.

At intermediate SNR levels (10 dB and 5 dB), local oscillations become difficult to distinguish from
noise, while at lower SNR the noisy component dominates not only short-term details but also parts of
the global signal behavior. This indicates that, for these scenarios, the informative content is primarily
encoded in localized and short-duration patterns that are highly sensitive to noise.
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Figure 5.8: Electromagnetic signal under clean and noisy conditions (SNR = 20 dB, 10 dB, 5 dB) for
Scenarios 5-8. Noise rapidly masks both local and global signal characteristics.

5.10 Impact of Additive Noise on Classification Performance

To evaluate the robustness of the proposed side-channel classification pipeline under degraded acquisition
conditions, a noisy—noisy experimental setting was considered, in which both the training and testing
phases are performed on signals affected by additive noise. This configuration allows isolating the intrinsic
ability of the classifier to learn and discriminate side-channel signatures in the presence of controlled
disturbances, without introducing distribution mismatch between training and inference.

Figures and report the confusion matrices obtained at window level using a Random Forest
classifier for Signal-to-Noise Ratio (SNR) values of 20 dB and 10 dB, respectively. In both cases, noise
is injected directly into the raw signals prior to preprocessing and feature extraction, ensuring physical
consistency with realistic side-channel acquisition scenarios.

When the SNR is further reduced to 10 dB, class separability deteriorates markedly. The confusion
matrix becomes increasingly diffuse, with predictions spreading across multiple classes and a substantial
reduction of diagonal dominance. Confusion is no longer confined to closely related scenarios, but extends
across a broader range of classes, indicating a loss of stable and discriminative patterns.

In this regime, the classifier exhibits an overall window-level accuracy of approximately 20.1%, re-
flecting the severe impact of noise on the informative content of the extracted features. Even though the
training and testing distributions remain statistically aligned, many descriptors that were dominant un-
der clean conditions become progressively less informative, undermining the classifier’s ability to exploit
consistent side-channel signatures.

At SNR = 20 dB, the confusion matrix still exhibits a partial dominance of diagonal elements, indi-
cating that the classifier retains a limited ability to separate application scenarios under moderate noise
conditions. However, systematic confusion patterns already emerge among groups of scenarios charac-
terized by similar energetic and statistical properties. This behavior suggests that, while RMS-based
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features preserve a degree of robustness at higher SNR levels, discrimination driven primarily by global
energy information becomes progressively less effective as noise increases.
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Figure 5.9: Window-level confusion matrix obtained under noisy—noisy conditions with SNR = 20 dB
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Figure 5.10: Window-level confusion matrix obtained under noisy—noisy conditions with SNR, = 10 dB
Quantitatively, the overall window-level accuracy drops to approximately 33.8%, confirming a signifi-
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cant degradation with respect to clean conditions. Despite homogeneous noise conditions during training
and testing, the classifier struggles to maintain stable decision boundaries, highlighting the vulnerability
of the adopted feature representation to signal perturbations.

Overall, the noisy—noisy analysis demonstrates that performance degradation cannot be attributed
solely to a mismatch between training and testing conditions. Rather, it is intrinsically linked to the pro-
gressive loss of discriminative information in the feature space as the signal-to-noise ratio decreases. These
results reinforce the notion that robustness in side-channel classification cannot be achieved exclusively
through classifier adaptation to noisy data, but requires a principled redesign of the feature representation
itself, favoring descriptors that remain stable and informative under strong signal degradation.

5.11 Clean-to-Noisy Generalization and Domain Shift Effects

Figure [5.17] reports the signal-level confusion matrix obtained in the clean-noisy setting, where the
Random Forest classifier is trained exclusively on clean acquisitions and subsequently tested on signals
affected by additive noise with a Signal-to-Noise Ratio of 20 dB. Despite the noise level being moderate,
the observed behavior reveals a severe degradation of performance, with an almost complete collapse of
the model’s discriminative capability.

Confusion Matrix (%) - CLEAN - NOISY (SNR 20dB)

o - 258 125 129 0.0 0.0 0.0 0.0 20
o- 85 5.4 10.5 0.0 0.0 0.0 0.0 o
Q- 156 163 115 0.0 0.0 0.0 0.0

50
€ %- 105 281 108 0.0 0.0 0.0 0.0
c 40
[ 1]
L
wn
Sn- 54 0.3 28.5 0.0 0.0 0.0 2.4
= - 30
g- 75 0.0 28.8 0.0 0.0 0.0 17
-20

5- 54 0.3 0.0 0.0 0.0 1.4
-10

®- 175 0.0 28.1 0.7 0.0 0.7 3.1
L} 1 ] ] L} ] L} - 0

s1 s3 s4 S5 s6 s7 58

Predicted Scenario

Figure 5.11: Signal-level confusion matrix in the clean — noisy setting with SNR = 20 dB

This result cannot be attributed to an improper classifier configuration or insufficient model capacity,
but instead represents a clear manifestation of the domain shift phenomenon. The injection of noise at
the beginning of the preprocessing pipeline systematically alters the distribution of the extracted features,
generating samples that are out-of-distribution with respect to those observed during training on clean
data. As a consequence, the decision rules learned under ideal conditions fail to generalize to signals
acquired in a degraded environment.

In the presence of this mismatch between the training and testing domains, the classifier is unable
to transfer the learned decision boundaries to the noisy feature space. Predictions therefore tend to
collapse toward regions associated with classes characterized by higher internal variability, leading to a
highly unbalanced assignment distribution and a drastic reduction in overall accuracy. This behavior
is consistent with what has been extensively reported in the literature for supervised learning models
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operating under distribution shift and out-of-distribution conditions [4, |35, 52].

In the considered case, Scenario 2 emerges as a dominant attractor for misclassified samples. This
scenario exhibits an intrinsically more variable side-channel signature, making it statistically more com-
patible with noise-degraded feature vectors than other scenarios. Similar effects have been observed in
tree-based ensemble models, where decision regions associated with higher variance classes act as implicit
“refuges” for out-of-distribution samples [35, |37].

It is worth noting that this collapse does not occur in the noisy—noisy experiments discussed in
the previous section. However, the absence of a dominant-class collapse in that setting should not be
interpreted as genuine robustness. Rather, it reflects the greater statistical homogeneity between training
and testing distributions, which allows the classifier to adapt its decision thresholds to the noisy feature
space without recovering a strong discriminative capability. As shown earlier, classification accuracy in
the noisy—noisy case remains limited in absolute terms and degrades progressively as the SNR, decreases.

The comparison between the clean—noisy and noisy—noisy scenarios highlights a fundamental distinc-
tion between distributional stability and effective generalization. While alignment between training and
testing domains prevents degenerate prediction behaviors, it is not sufficient to guarantee robust perfor-
mance in the presence of noise. These findings are fully aligned with prior studies in machine learning
applied to physical signals and side-channel analysis, which emphasize that training on idealized data
often leads to overly optimistic performance estimates and poor representativeness of real operational
conditions [4} |52].

In summary, the clean — noisy confusion matrix provides a clear experimental demonstration of
a structural limitation of RMS-based feature pipelines trained under ideal conditions. Even moderate
levels of additive noise induce a significant shift in the feature distribution, severely compromising model
generalization and motivating the need for explicitly noise-aware or adaptive strategies to mitigate domain
shift effects.

5.12 Mitigating Domain Shift via Noise-Aware Training

Figure[6.3|reports the signal-level confusion matrix obtained by training the Random Forest classifier on a
mixed dataset composed of both clean signals and signals corrupted by additive noise with SNR = 20 dB,
and testing exclusively on noisy signals at the same SNR level. This experimental setting represents a
noise-aware training strategy, in which the training domain is explicitly expanded to better reflect the
operational conditions encountered at test time.

Compared to the clean — noisy scenario, the resulting confusion matrix exhibits a markedly different
behavior. In particular, predictions are again predominantly concentrated along the main diagonal for all
considered scenarios, indicating a substantial recovery of decision coherence once the training distribution
is made more representative of the noisy test domain. The overall classification accuracy achieved in this
configuration is approximately 61.25%, representing a significant improvement over the clean — noisy
case and providing clear evidence that data augmentation through noise injection effectively mitigates
the most severe effects of domain shift. This result confirms that exposing the classifier to noisy samples
during training enables an adaptation of the decision regions to the increased variability of the feature
space induced by noise. As a consequence, the model avoids the degenerate collapse toward a single
dominant class observed in the clean — noisy setting and preserves a more balanced separation among
application scenarios.

However, a closer inspection of the confusion matrix reveals that systematic misclassifications persist
between specific groups of scenarios. In particular, scenarios S5—S8 exhibit noticeably lower classification
rates compared to scenarios S1-S4 and show recurrent overlaps among classes characterized by similar
side-channel signatures. These errors are not random, but instead reflect an intrinsic similarity in the
energetic and statistical dynamics of these scenarios under noisy conditions. This behavior suggests that,
while noise-aware training improves global stability, the RMS-based feature representation remains only
partially discriminative for scenarios with closely related physical signatures.

Overall, this experiment demonstrates that data augmentation via noisy samples is an effective strat-
egy for restoring distributional stability and alleviating the most critical manifestations of domain shift.
Nevertheless, the persistence of structured confusion among specific scenarios indicates that this approach
alone is insufficient to fully resolve the robustness limitations of the pipeline. The residual performance
bottleneck appears to be fundamentally linked to the nature of the adopted features, which capture global
energetic properties but lack the expressive power required to reliably discriminate between subtle and
overlapping side-channel behaviors in the presence of noise.

69



CHAPTER 5. Side-Channel Leakage as an Information Control Problem

RF — Train Clean + Noisy (20 dB) — Test Noisy (20 dB)
Confusion Matrix (%)

try 70.9 149 4.6 6.9 0.5 0.6 1.0 0.6 0
H- 99 67.7 14.4 5.7 0.3 0.6 0.6 0.7 60
m- 39 1 71.7 11.3 0.2 0.4 0.4 0.6 50
- 7.3 10.2 17.4 60.8 0.5 e kg, 1.2 - 40

- 04 0.3 0.1 0.4 2.2 18.7 8.0

True Scenario

S5
8

8- 03 0.3 0.2 0.6 14.0 - 15.7 13.1
- 20
Hh- 10 0.6 0.2 1.0 17.5 8.9 60.5 10.3
- 10
R- 05 0.6 0.5 0.3 13.2 9.2 12.8 62.8
I Ll I U I I ]
Sl S2 S3 S4 S5 S6 S7 S8

Predicted Scenario

Figure 5.12: Signal-level confusion matrix for the mixed clean + noisy training setup (SNR = 20 dB),
tested on noisy signals.

These findings reinforce the need to move beyond classifier-level adaptation and toward a feature-
aware analysis, aimed at identifying descriptors that are intrinsically more stable and informative under
noisy conditions. Rather than relying solely on data augmentation to compensate for distributional
mismatch, improving robustness requires a reconsideration of the feature representation itself, paving the
way for the adaptive and information-centric approaches investigated in the subsequent sections.

5.13 Feature Optimization under Noisy Conditions

The analyses presented in the previous sections have shown that the injection of Gaussian noise into
side-channel signals leads to a substantial degradation of classification performance at the single-window
level. Importantly, this degradation does not imply a complete loss of side-channel information, but
rather a distortion of its statistical distribution and, most critically, a reduction of its local stability. As a
consequence, discriminative patterns that are clearly separable under clean conditions become fragmented
and less reliable when observed at fine temporal granularity.

In light of these observations, this section addresses the problem of feature optimization in the context
of side-channel signals acquired under realistic noisy conditions. The objective is not to reconstruct an
ideally “clean” signal, but rather to analyze and control the behavior of signals that are inherently affected
by noise, characterized by specific signal-to-noise ratio (SNR) levels representative of real operational
scenarios, where noise may originate from both environmental interference and additive disturbances.

Within this framework, denoising is interpreted as a functional tool for feature optimization, rather
than as an end in itself. Filtering operations are applied directly to noisy signals prior to feature extrac-
tion, with the aim of evaluating whether adaptive signal conditioning can improve the statistical stability
of the extracted descriptors and, consequently, the performance of the classifier. In particular, the focus is
on reducing the fragmentation of discriminative information observed at the level of individual windows,
while preserving the global physical characteristics that encode application-specific behavior.

This perspective also enables the exploration of denoising from an advanced defensive standpoint.
In such a setting, noise management becomes a key mechanism for balancing two competing objectives:
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on the one hand, limiting unintended information leakage through physical side channels; on the other
hand, preserving the effectiveness of legitimate side-channel-based classification and monitoring systems.
Rather than suppressing leakage indiscriminately, the goal is to selectively control which components of
the signal remain informative for authorized observers.

Related ideas have been explored in the literature through approaches that address noise not at the
raw signal level, but directly within the feature or representation space. A notable example is provided
by adaptive feature discrimination and denoising methods proposed in the context of Natural Language
Processing, where denoising is formulated as an adaptive process applied to learned representations
in order to distinguish informative components from noisy or task-irrelevant ones [afdanlp]. In these
approaches, the objective is not to remove noise per se, but to enhance the separability of representations
by suppressing dimensions that degrade classification performance.

This paradigm is particularly well aligned with the side-channel analysis setting considered in this
work. Here, denoising is not conceived as a simple signal-cleaning operation, but as an adaptive modeling
strategy aimed at shaping the feature representation itself. By preserving and emphasizing descrip-
tors that contribute positively to scenario separability, while attenuating components that are unstable
or noise-sensitive, feature optimization becomes a central mechanism for improving robustness under
degraded acquisition conditions. This viewpoint naturally motivates the investigation of adaptive and
information-aware strategies for feature control, which form the basis for the developments presented in
the following sections.

5.14 Feature Optimization under Noisy Conditions

The analysis presented in the previous sections has shown that the injection of additive Gaussian noise
into side-channel signals leads to a substantial degradation of classification performance at the single-
window level. This result indicates that noise does not entirely suppress side-channel information, but
rather alters its statistical distribution and, more critically, compromises its local stability.

In light of these observations, this section addresses the problem of feature optimization in the context
of side-channel signals acquired under realistic, noisy conditions. The objective is not to reconstruct an
idealized noise-free signal, but to analyze and control the behavior of signals already affected by noise,
characterized by specific signal-to-noise ratio (SNR) levels representative of operational environments. In
such scenarios, noise may arise from both environmental interference and additive measurement distur-
bances.

Within this framework, denoising is interpreted as a functional tool for feature optimization, aimed at
limiting the impact of noise components that degrade discriminative information. Filtering operations are
applied directly to noisy signals prior to feature extraction, with the goal of assessing whether adaptive
signal treatment can improve feature stability and, consequently, classification performance by reducing
the fragmentation of information observed at the level of individual samples.

This perspective also enables the exploration of denoising as a defensive mechanism, in which noise
management becomes a key element for balancing the protection of sensitive information leakage and the
effectiveness of legitimate side-channel-based classification systems.

5.14.1 Feature Importance Drift across SNR Levels

Figure illustrates the evolution of Random Forest feature importance when the model is trained
under clean conditions and under progressively noisier scenarios. The results clearly show that feature
importance is not an intrinsic or invariant property of the descriptors, but rather strongly depends on
the statistical characteristics of the training data.

In clean conditions, classification is largely dominated by RMS-based mean features extracted from
both acquisition channels, which capture global energetic differences among scenarios. As noise intensity
increases, however, the relative importance of these features progressively decreases due to increased
intra-class variability and distributional shifts, as previously observed in the feature stability analysis.

Concurrently, the classifier redistributes its decision weight across a broader set of descriptors, includ-
ing dispersion measures, higher-order statistics, and normalized spectral features. This behavior indicates
that, under noisy conditions, the Random Forest model is no longer able to rely on a small subset of
strongly discriminative features, but must instead aggregate multiple weaker and partially redundant
descriptors to maintain acceptable separability.
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Notably, RMS-based spectral energy features—already identified as highly unstable in the feature-
aware analysis—do not emerge as relevant even when the classifier is trained directly on noisy data. This
further confirms their limited utility in noise-aware contexts.

Overall, this analysis demonstrates that feature importance derived from clean data cannot be assumed
to reflect robustness under realistic acquisition conditions. These results reinforce the need for a feature-
aware approach in which descriptor selection and design explicitly account for both discriminative power
and stability in the presence of noise.
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Importance

040 Key Insights

rms_ch1_mean -
Top Features

rms_ch2_mean Dominance

rms_ch1_mean shows the
- 0.25 highest importance in
clean conditions, followed
by rms_ch2_mean.

0.20 ° Importance
Decreases with Noise
All features show a clear
decline in importance as

0.15 SNR decreases, especially
from SNR_10 to SNR_5.

o Stable Feature
Ranking

Top features remain
consistent across SNR

levels, though their
importance values drop.

@ Low Impact Features

Spectral shape features
(centroid, bandwidth,
SNR Level skew, kurtosis) contribute
little across all SNR levels.

rms_ch1_ptp
rms_ch2_ptp
rms_ch2_std
rms_ch1_std
rms_ch2_spec_energy
rms_ch2_skew

rms_ch2_kurt

Feature

rms_ch1_skew
rms_ch2_spec_centroid
rms_ch1_kurt
rms_ch2_spec_bandwidth
rms_ch1_spec_centroid
0.05

rms_ch1_spec_bandwidth

rms_ch1_spec_energy

CLEAN SNR_20 SNR_10 SNR_5

Summary

Feature importance is highest for statistical amplitude features (mean, ptp) in clean conditions and
steadily decreases as noise increases. Spectral shape features have minimal impact across all SNR levels.

Figure 5.13: Feature importance drift across different SNR levels.

5.14.2 Geometric Drift in Feature Space

The impact of noise on feature space geometry is further illustrated in Figure which reports the
PCA projection of RMS-based features extracted under clean conditions and at different SNR levels.

The observed behavior is not attributable to random dispersion alone, but rather reflects a pronounced
geometric drift induced by noise, which structurally alters the relationships among features. As the SNR
decreases, the feature space progressively deforms into an elongated and nearly linear structure, indicating
that noise becomes the dominant source of variability and overrides much of the discriminative structure
present in clean data.

This deformation suggests that noise amplifies dominant components—particularly those related to
global energy—while simultaneously compressing finer-grained information necessary for local discrim-
ination between scenarios. As a result, scenario-specific clusters become almost entirely overlapping,
rendering reliable window-level classification extremely challenging.

This geometric interpretation provides a visual and structural explanation for the severe performance
degradation observed in the clean — noisy experiments. It confirms that RMS-based features are highly
sensitive to noise and that their induced feature space is deeply altered under degraded conditions,
ultimately undermining the model’s ability to generalize effectively.

In summary, both the feature importance drift and the PCA-based geometric analysis demonstrate
that robustness cannot be achieved through classifier adaptation alone. Instead, they motivate the
development of feature representations explicitly designed to preserve discriminative information and
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geometric stability in the presence of noise, laying the groundwork for adaptive and control-oriented
approaches explored in subsequent sections.

5.15 Feature-Aware Analysis of Noise Impact

The feature-aware analysis conducted in this work has demonstrated that noise does not affect side-
channel representations uniformly. Instead, it induces a structural alteration of the feature space, man-
ifested through statistical instability, variations in feature ranking, and geometric collapse under low
signal-to-noise ratio (SNR) conditions. These effects are not attributable to limitations of the classifier
itself, but rather to the intrinsic fragility of specific features when exposed to noise.

The obtained results clearly indicate that robust system design cannot disregard a principled manage-
ment of the feature space, particularly in realistic operational scenarios. Within this context, the insights
derived from the analysis allow the identification of several viable strategies for improving classification
robustness:

e Feature pruning, based on the removal of highly unstable features identified through quantitative
noise-impact and variance metrics;

e Selective denoising, applied only to noise-sensitive features in order to preserve discriminative
information without introducing global distortions;

e Noise-aware feature weighting, in which the contribution of each feature is modulated according
to its statistical stability across different noise levels.

These strategies are not mutually exclusive and represent different trade-offs between simplicity, ro-
bustness, and discriminative capability. In the remainder of this work, they are explored with the goal
of designing a side-channel classification system that is more resilient to noise and better aligned with
real-world operating conditions.

A quantitative inspection of the feature space reveals that the impact of noise is highly non-uniform
and strongly dependent on the statistical nature of the considered descriptors. In particular, additive
noise introduces a pronounced distortion on specific components of the feature space, while others remain
surprisingly stable even at low SNR levels.
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Table 5.1 reports the features that exhibit the highest sensitivity to noise. These descriptors are pri-
marily based on higher-order statistical moments and extreme-value statistics, such as skewness, kurtosis,
peak-to-peak amplitude, and spectral energy. By construction, such features emphasize local variations,
asymmetries, and deviations from the mean signal behavior. As a consequence, even moderate noise
perturbations are sufficient to induce significant shifts in their mean and a substantial increase in vari-
ance. This behavior is reflected in elevated values of both the noise impact metric and the variance ratio,
indicating that the informative contribution of these features becomes highly unstable as noise conditions
vary.

Table 5.1: Most noise-sensitive features.

Feature Noise Impact Variance Ratio
ch2_spec_energy 28.7 314
chl_ptp 22.1 26.8
chl_std 19.6 24.2
ch2_std 17.9 22.5
ch2 ptp 15.3 20.1
chl_spec_energy 13.7 18.9
ch2_skew 11.8 16.4
chl_skew 10.5 15.1
ch2 _kurt 9.2 13.8
chl kurt 8.6 12.9

Here, the noise impact metric represents a normalized measure of instability increase (variance and
drift) when transitioning from clean conditions to SNR = 5 dB, while the wvariance ratio quantifies
the ratio between noisy and clean variance averaged across SNR levels. Values exceeding 20 indicate
structurally fragile features.

Conversely, a subset of features exhibits significantly higher statistical robustness. As reported in
Table descriptors associated with more conservative statistics—such as minima, global averages,
and lower-order frequency-domain moments—show limited variations in both mean and dispersion. This
behavior suggests that these features capture structural aspects of the side-channel signal that are less
susceptible to noise-induced fluctuations, preserving a meaningful correlation with the underlying scenario
even under degraded conditions.

Table 5.2: Most noise-robust features.

Feature Noise Impact Variance Ratio

chl_min 1.6 1.35
chl_mean 3.2 1.90
ch2_min 5.6 2.60
chl_max 0.8 0.62
ch2_min 0.5 1.42
chl_std 4.1 2.10
chl_mean 4.8 2.30

This result carries an important conceptual implication: the classification performance degradation
observed under noisy conditions is not caused by a complete loss of discriminative information, but
rather by an unbalanced distortion of the feature space. In other words, relevant information remains
present in the data, yet it becomes partially masked or dominated by highly unstable features that
disproportionately influence the classifier’s decision process, leading to erroneous predictions already at
the single-window level.

These observations motivate the adoption of a feature-aware approach to noise management. Rather
than intervening on the raw signal through traditional filtering techniques or attempting to artificially
restore clean conditions, the focus shifts toward the signal representation itself and the role played by each
feature in the classification process. Within this perspective, denoising is reinterpreted as an adaptive
operation in feature space, aimed at rebalancing the contribution of different descriptors by attenuating
noise-sensitive components and emphasizing those that preserve higher statistical stability.
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5.16 Feature-Weighted Classification under Noisy Conditions

Building upon the feature-aware analysis presented in the previous section, an adaptive feature weighting
strategy is introduced, in which the contribution of each feature to the decision process is modulated
according to its robustness to noise. Rather than eliminating information or attempting to reconstruct
an idealized clean signal, this approach acts as a deterministic transformation of the feature space, aimed
at rebalancing its geometry in a manner consistent with realistic operating conditions.
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Figure 5.15: Feature-aware pipeline with adaptive feature weighting.

The weighting coefficients are estimated offline based on global statistical properties of the features
across clean and noisy domains, and are subsequently kept fixed during inference. As a result, the
proposed strategy is fully compatible with deployment scenarios, as it does not introduce any dependency
on test data statistics. During operation, the classifier applies the same weighting scheme to all incoming
samples, operating on a rebalanced representation that is less dominated by noise-sensitive components.

More specifically, the feature weighting procedure is applied to the complete set of 16 RMS-based
features common to both clean and noisy datasets. For each feature, the impact of noise is quantitatively
assessed by analyzing the variation of descriptive statistics across different SNR levels, with particular
emphasis on variance increase and distributional deformation relative to the clean case. The final weights
are assigned inversely proportional to the estimated noise sensitivity, using statistical instability metrics
such as variance ratio and noise impact, and normalized with respect to the most robust feature.

This approach emphasizes descriptors that preserve a stable statistical structure in the presence of
noise, while progressively attenuating features that exhibit strong dependence on noise intensity. In
particular, spectral features such as chl_spec_centroid, ch2 spec_centroid, and the corresponding
spectral bandwidths receive the highest weights, confirming their robustness and ability to maintain a
discriminative geometry even at low SNR levels. Conversely, features related to spectral energy (chl_-
spec_energy, ch2_spec_energy) and statistics highly sensitive to local fluctuations, such as peak-to-peak
amplitude and standard deviation, are assigned significantly lower weights, reflecting their pronounced
instability under additive noise.

Table 5.3: Feature weights derived from noise-aware analysis.

Feature Weight Feature Weight
chl_spec_centroid 0.45 ch2_std 0.20
ch2_spec_centroid 0.45 ch2_ptp 0.18
chl_spec_bandwidth 0.42 chl_skew 0.15
ch2_spec_bandwidth 0.42 ch2_skew 0.15
chl kurt 0.35 chl_ptp 0.07
ch2 kurt 0.35 chl_spec_energy 0.05
chl_mean 0.25 ch2_spec_energy 0.03
ch2_mean 0.25 chl_std 0.08
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It is important to emphasize that this strategy does not explicitly discard any feature, but instead
modulates their relative influence within the decision process. In doing so, the classifier operates on a
feature space that more faithfully reflects noisy operating conditions, while still preserving potentially
useful information contained in otherwise fragile descriptors.
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Figure 5.16: Confusion matrix (%) obtained using feature-weighted representation under noisy conditions.

Figure [5.16] reports the confusion matrix obtained under noisy conditions using the proposed feature-
weighted representation, without relying on temporal aggregation strategies such as majority voting.
The overall classification accuracy increases from approximately 16% to 75%, highlighting a substantial
recovery of discriminative capability despite the presence of additive noise.

Across all scenarios, a clear predominance of diagonal elements can be observed. Scenarios S1-S4
achieve classification accuracies above 79%, while scenarios S5-S8 exhibit correct classification rates
between 64% and 74%. These results demonstrate that the classifier is able to preserve significant sepa-
rability among scenarios even at the level of individual temporal windows, without requiring integration
over time.

The remaining misclassifications are primarily concentrated among semantically related scenario pairs,
particularly S5-S6 and S7—S8. Importantly, these errors are not randomly distributed, but follow coherent
and structured patterns. This behavior indicates that the model maintains a consistent representation of
the scenario space, and that the residual ambiguities are attributable to genuine overlap in side-channel
characteristics under noisy conditions, rather than to instability or degeneration of the classifier itself.

Overall, these results confirm that feature-aware weighting constitutes an effective mechanism for
mitigating noise-induced domain shift at the representation level. By rebalancing the geometry of the
feature space according to statistical robustness criteria, the proposed approach enables reliable single-
window classification in noisy environments, bridging the gap between idealized clean conditions and
realistic operational scenarios.

The improvement observed in the confusion matrix is directly attributable to the introduction of
feature weighting, which acts as an information rebalancing mechanism within the feature space. As
demonstrated by the feature-aware analysis, noise does not induce a uniform degradation of the extracted
descriptors, but rather introduces a selective distortion that amplifies the variability of certain components
while reducing the statistical reliability of others.

The weighting mechanism compensates for this imbalance by modulating the relative contribution
of each feature in the decision process: noise-sensitive components are progressively attenuated, while
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features characterized by higher statistical and structural stability are emphasized. As a result, the
classifier operates on a rebalanced feature space in which discriminative relationships between features
and classes are preserved even under noisy conditions.

It is important to emphasize that feature weighting does not eliminate information, but regulates
its relative influence, acting as a form of implicit denoising directly in the feature domain. Unlike
traditional filtering techniques applied to the raw signal, this approach intervenes downstream of the
feature extraction process, leveraging explicit knowledge of the noise sensitivity of each descriptor.

Implications for Generalization and Inference

A particularly relevant aspect of the obtained results is that the reported performance is achieved without
relying on temporal aggregation mechanisms such as majority voting. This indicates that the model
retains high discriminative capability already at the level of a single temporal window, suggesting that
noise does not structurally destroy discriminative information, but primarily alters its distribution within
the feature space.

In this context, feature weighting proves more effective than ex-post integration strategies, as it
directly improves the quality of the representation used by the classifier, rather than compensating for
local errors through temporal accumulation. This result highlights that robustness does not necessarily
emerge from statistical averaging over time, but can instead be achieved by improving the informativeness
and balance of the feature representation at the single-window level.

From an inference perspective, this property is particularly advantageous in realistic operational
scenarios characterized by non-stationary noise, variable electromagnetic interference, and dynamic en-
vironmental conditions, where long temporal windows or voting-based mechanisms may not always be
feasible.

Conclusions and Perspectives: Towards Feature-Aware Adaptive Denoising

The results presented in this section demonstrate that the impact of noise on side-channel signals can-
not be interpreted as a simple uniform degradation of the signal, nor effectively addressed solely through
denoising techniques applied in the temporal or frequency domain. Instead, the feature-aware analysis re-
veals that noise introduces a structural distortion of the feature space, altering the statistical distribution
of informative components in a highly non-uniform manner.

Within this framework, denoising cannot be conceived as the reconstruction of an ideal or clean signal,
but must be reformulated as an information rebalancing problem in the feature space. The degradation
observed in the absence of appropriate compensation mechanisms does not stem from a complete loss
of discriminative information, but rather from a distortion in the relative relevance of features, whereby
highly noise-sensitive components tend to dominate the decision process at the expense of more stable
descriptors.

The introduction of static feature weighting strategies represents an effective first step toward mit-
igating this phenomenon; however, such approaches remain intrinsically limited by their offline and
non-adaptive nature. In realistic environments, characterized by variable and non-stationary noise con-
ditions, a mechanism capable of dynamically adapting the feature representation to the observed context
becomes necessary.

These considerations naturally motivate the extension of the present work toward adaptive feature-
aware denoising strategies, potentially based on reinforcement learning paradigms. The analyses con-
ducted in the previous sections have shown that different noise mitigation techniques—such as temporal-
domain filtering (moving average), polynomial smoothing (Savitzky—Golay), multi-resolution approaches
(wavelets), and feature-space rebalancing—exhibit complementary behaviors whose effectiveness depends
critically on the acquisition scenario and noise characteristics.

In particular, none of the analyzed denoising techniques emerges as universally optimal: each approach
preserves specific signal components while attenuating others, with performance strongly dependent on
the physical nature of the side-channel signature and the statistical structure of the features. This
observation suggests that denoising cannot be addressed through a static, one-size-fits-all strategy, but
requires a mechanism capable of dynamically adapting the preprocessing and representation pipeline to
the observed conditions.

In this perspective, the problem can be reformulated as a sequential decision-making process, in
which an agent is tasked with adaptively selecting and modulating optimization strategies within the
pipeline—including denoising operations and feature weighting—based on indicators of statistical stability
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and their impact on classification performance. The objective of the agent is not the reconstruction of
a clean signal, but the optimization of the most informative representation for the current operational
context.

The adoption of a reinforcement learning-based approach therefore enables the integration of the
insights gained from systematic denoising analysis and feature-aware evaluation into a unified adaptive
framework. This paves the way for flexible and robust solutions capable of autonomously managing
side-channel information in realistic environments characterized by variable and non-stationary noise.
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Chapter 6

Reinforcement Learning for
Adaptive Feature-Aware
Side-Channel Analysis

6.1 Motivation and Problem Formulation

Side-channel analysis performed in realistic operational environments is inherently affected by noise, vari-
ability, and non-stationary disturbances. While early side-channel studies were conducted under carefully
controlled laboratory conditions, modern applications increasingly target complex embedded and IoT sys-
tems operating in uncontrolled and dynamic environments. In such settings, side-channel measurements
are influenced by multiple sources of interference, including environmental electromagnetic noise, power
supply fluctuations, sensor placement variability, and workload-dependent execution dynamics [46}, [34].

Traditional side-channel analysis approaches typically address noise through static preprocessing tech-
niques applied uniformly across the dataset. These techniques include filtering, averaging, normalization,
and handcrafted signal conditioning procedures [27} [8]. While effective in reducing noise under stationary
conditions, these methods implicitly assume that noise characteristics remain stable across time and exe-
cution phases. However, empirical evidence from real-world deployments shows that noise often exhibits
non-stationary behavior, selectively affecting specific temporal segments and feature dimensions [34].

This limitation becomes particularly evident when side-channel inference is performed using short
temporal windows. Window-based representations are widely adopted to enable fine-grained temporal
analysis and to support real-time inference in embedded systems [16, [L0]. However, by construction,
window-level classification relies on compact representations extracted from limited temporal contexts,
making individual windows highly sensitive to transient disturbances and localized artifacts.

The experimental results presented in this thesis confirm that, under noisy conditions, window-level
classification accuracy can degrade significantly even when the underlying discriminative information is
still present in the signal. This phenomenon does not imply the complete loss of informative content,
but rather reflects a destabilization of its distribution within the feature space. Noise selectively perturbs
certain features, alters relative feature importance, and reduces class separability at the window level,
leading to increased ambiguity in local decisions.

To compensate for this effect, many works adopt temporal aggregation strategies, such as majority
voting or sequence-level decision fusion, where predictions obtained from multiple windows are combined
to produce a final classification outcome [24]. Temporal aggregation has been shown to significantly
improve sequence-level accuracy in both side-channel and general time-series classification tasks. How-
ever, this improvement is achieved by exploiting redundancy across time rather than by restoring the
discriminative quality of individual window-level representations.

Although widely used, majority voting introduces several conceptual and practical limitations. First,
it increases detection latency, as reliable decisions require the accumulation of multiple windows, limiting
applicability in scenarios requiring prompt or real-time responses. Second, aggregation-based strategies
assume a degree of temporal stationarity in the monitored process, which may not hold during rapid
application state transitions or under dynamically changing operating conditions. Third, majority vot-
ing obscures the relationship between noise, representation quality, and classifier confidence, making it
difficult to reason about robustness in a principled and interpretable manner.

These observations motivate a conceptual shift in how robustness to noise should be addressed in side-
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channel-based inference. Rather than treating noise exclusively as a signal-level artifact to be suppressed
through fixed preprocessing, robustness should be formulated as a representation-level problem. From this
perspective, the objective is not to reconstruct an ideal noise-free signal, but to preserve the informative
structure of the feature space despite time-varying distortions. Preprocessing thus becomes a controllable
component of the inference pipeline, whose behavior should adapt to the current informational condition
of the system.

Adaptivity therefore emerges as a key requirement for robust side-channel inference in realistic envi-
ronments. An effective system should be capable of detecting when the current representation is unstable,
ambiguous, or unreliable, and of reacting accordingly by modulating how information is emphasized, sup-
pressed, or regularized. Crucially, such adaptation should occur without retraining the classifier and with-
out direct intervention on the raw signal, which would require explicit noise models and high-dimensional
control mechanisms.

Within this framework, Reinforcement Learning offers a principled approach to introducing adaptivity
in side-channel analysis. By framing representation modulation as a sequential decision-making problem
driven by feedback from the classifier, Reinforcement Learning enables dynamic regulation of the fea-
ture space in response to observed instability and uncertainty. This formulation directly addresses the
limitations of static preprocessing and aggregation-based strategies, and lays the foundation for adaptive
window-level inference in realistic and noisy side-channel scenarios.

6.2 Reinforcement Learning Background (Contextualized)

Reinforcement Learning (RL) is a learning paradigm concerned with sequential decision-making under
uncertainty, in which an agent learns how to act through direct interaction with an environment. Unlike
supervised learning, where a model is trained on labeled input—output pairs, Reinforcement Learning
relies on evaluative feedback provided in the form of a scalar reward that quantifies the utility of the
agent’s actions after they are executed.

As illustrated in Figure the RL framework is based on a continuous interaction loop between an
agent and its environment. At each time step ¢, the agent observes the current state s;, selects an action
at, and receives a reward r; together with a new environmental state. Through repeated interactions, the
agent progressively updates its decision policy with the objective of maximizing the expected cumulative
reward over time.

6.2.1 Markov Decision Process Formulation

A Reinforcement Learning problem is commonly formalized as a Markov Decision Process (MDP), defined
by the tuple
M = <S’A7P, R77>, (6.1)

where S denotes the set of possible states, A is the set of actions available to the agent, P(s'|s, a)
represents the state transition probability from state s to state s’ given action a, R(s,a) is the reward
function, and v € [0,1) is a discount factor that determines the relative importance of future rewards.

At each discrete time step ¢, the agent observes the current state s; € S, selects an action a; € A
according to a policy m(als), and receives a reward r; = R(s¢, a;). The environment then transitions to
a new state sy41 according to the transition probability P.

The objective of the agent is to learn a policy 7* that maximizes the expected cumulative discounted
reward, also referred to as the return:

Gy = Z'Ykrt+k+1~ (6.2)
k=0

6.2.2 Policy, Value Functions, and Optimality

The quality of a policy is commonly evaluated through value functions. The state-value function V7 (s)
represents the expected return starting from state s and following policy 7 thereafter:

V7(s) =Ex [Gt | st = s]. (6.3)

Similarly, the action-value function Q™ (s, a) denotes the expected return obtained by taking action a
in state s and then following policy 7

Q"(s,a) =Er [Gy | 5y = s5,a; = a] . (6.4)
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Figure 6.1: General reinforcement learning framework. At each time step, the agent observes the state
s¢ of the environment, selects an action a;, and receives a reward r;. This feedback loop allows the agent
to update its policy over time with the objective of maximizing the expected cumulative reward.

An optimal policy 7* satisfies
7 = argmax V" (s), VseS, (6.5)

and induces optimal value functions V*(s) and Q*(s,a). Reinforcement Learning algorithms aim to
approximate these optimal functions through interaction with the environment, without requiring an
explicit model of P or R.

6.2.3 Reinforcement Learning as Adaptive Control

A defining characteristic of Reinforcement Learning is the presence of a closed feedback loop. The agent
is not provided with explicit supervision regarding the correctness of individual actions, but must infer
their long-term utility from delayed reward signals. This property aligns Reinforcement Learning with
feedback control systems, where control actions influence system evolution and observations are used to
refine future decisions.

From a control-theoretic perspective, Reinforcement Learning can be interpreted as a data-driven form
of adaptive control. Classical adaptive control techniques require explicit models of system dynamics and
disturbances, which are often unavailable or impractical in complex, non-linear, or partially observable
environments. Reinforcement Learning relaxes this requirement by enabling the agent to learn an implicit
control policy directly from experience.

6.2.4 State Representation

The state s; plays a central role in Reinforcement Learning, as it constitutes the sole information available
to the agent for decision-making. In partially observable environments, the state does not necessarily
correspond to the true physical state of the system, but rather to an observation or representation that
captures relevant information.

In many applications, including side-channel analysis, the environment cannot be fully observed and
noise cannot be directly measured. In such cases, the state is designed to summarize the informational
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condition of the system rather than its physical configuration. Typical state representations include statis-
tical descriptors, temporal stability indicators, and confidence-related measures derived from downstream
tasks.

6.2.5 Action Space

The action space A defines the set of interventions available to the agent. Actions may correspond to
control inputs, configuration changes, or transformations applied to an intermediate representation. Im-
portantly, actions need not modify the environment directly; they may instead regulate how information
is processed or interpreted.

In adaptive inference scenarios, actions often operate on feature representations rather than on raw
signals. This design choice reduces dimensionality, preserves interpretability, and avoids the need for
explicit physical modeling of the underlying process.

6.2.6 Reward Design

The reward function R (s, a) provides the learning signal that guides policy optimization. A well-designed
reward function should align local actions with the global objective of the system. In inference tasks,
rewards are commonly defined in terms of decision quality, confidence, or stability.

Rather than incentivizing signal reconstruction or denoising accuracy, rewards may be formulated to
promote representations that enhance discriminative consistency and reduce ambiguity. This formulation
ensures that Reinforcement Learning optimizes the utility of the representation for decision-making,
rather than intermediate signal properties.

6.2.7 Role of Reinforcement Learning in This Thesis

Within the context of this thesis, Reinforcement Learning is not employed as a classifier nor as a replace-
ment for supervised learning models. Instead, it is used as an adaptive control layer operating on the
feature representation provided to an existing classifier.

By decoupling adaptation from both signal processing and classification, Reinforcement Learning
enables dynamic regulation of the representation in response to non-stationary distortions while preserving
the stability and interpretability of the underlying classifier. This perspective positions Reinforcement
Learning as a principled mechanism to bridge the gap between static preprocessing and the need for
adaptive robustness in realistic side-channel analysis scenarios.

6.3 Feature-Aware Adaptive Denoising: From Deterministic to
Reinforcement Learning

The motivation for introducing adaptivity in side-channel inference naturally raises a methodological
question: how should adaptivity be incorporated into the inference pipeline, and at which level? Rather
than directly resorting to Reinforcement Learning, this work adopts a progressive approach that moves
from static preprocessing to deterministic adaptive mechanisms, and finally to Reinforcement Learning-
based adaptation. This progression reflects a deliberate design choice aimed at validating the underlying
hypothesis of adaptivity before introducing additional learning complexity.

6.3.1 Static Preprocessing and Its Limitations

Conventional side-channel analysis pipelines typically rely on static preprocessing operations applied
uniformly across all samples and acquisition conditions. These operations include fixed filtering, normal-
ization, smoothing, and handcrafted denoising procedures [27,8]. Such techniques are effective when noise
characteristics are stationary and homogeneous, but they implicitly assume that the same transformation
is optimal for all temporal segments and execution phases.

In the presence of non-stationary noise, static preprocessing inevitably introduces a trade-off between
robustness and information loss. Aggressive preprocessing may suppress noise but also attenuate discrimi-
native features, while conservative preprocessing preserves information at the cost of increased instability.
Since static pipelines cannot adapt to local conditions, they fail to address the selective and time-varying
impact of noise observed at the window level.
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6.3.2 Deterministic Adaptive Preprocessing

To overcome the rigidity of static preprocessing, a natural intermediate step is the introduction of de-
terministic adaptive mechanisms. In this setting, preprocessing parameters are adjusted dynamically
according to predefined rules or heuristics derived from observable statistics of the feature space. Exam-
ples include adaptive smoothing based on variance thresholds, feature reweighting driven by confidence
measures, or selective attenuation of unstable dimensions.

Deterministic adaptive preprocessing retains interpretability and control, as adaptation rules are ex-
plicitly defined and directly linked to measurable quantities. Importantly, this approach allows the
hypothesis of adaptivity to be tested without introducing a learning agent. If adaptive mechanisms yield
measurable improvements over static preprocessing, this provides empirical evidence that representation-
level control is beneficial in noisy side-channel scenarios.

Experimental results obtained in this work confirm that deterministic adaptive strategies can improve
window-level classification stability under moderate noise conditions. By selectively modulating feature
contributions based on local instability indicators, these methods reduce variance in classifier outputs
and increase confidence consistency across adjacent windows. However, their effectiveness is inherently
limited by the rigidity of the adaptation rules. Handcrafted thresholds and fixed heuristics struggle to
generalize across different noise levels, datasets, and operational conditions.

6.3.3 Limitations of Deterministic Adaptation

While deterministic adaptive preprocessing represents a step forward compared to static pipelines, it
remains constrained by its reliance on predefined rules. Such rules implicitly encode assumptions about
noise behavior and feature relevance that may not hold universally. Moreover, deterministic strategies lack
the ability to reason about long-term consequences of adaptation decisions, as they operate myopically
on local observations.

In complex and non-stationary environments, optimal adaptation policies may require context-dependent
decisions that balance short-term stability against long-term discriminative power. Deterministic ap-
proaches are ill-suited to capture such trade-offs, as they cannot accumulate experience or revise their
behavior based on past outcomes.

These limitations motivate the transition toward learning-based adaptation mechanisms capable of
discovering effective control strategies through interaction and feedback rather than explicit rule design.

6.3.4 Reinforcement Learning as a Generalization of Adaptive Control

Reinforcement Learning can be viewed as a principled generalization of deterministic adaptive preprocess-
ing. While deterministic methods define fixed mappings from observed statistics to adaptation actions,
Reinforcement Learning learns such mappings from data by optimizing a reward signal aligned with the
inference objective.

From this perspective, Reinforcement Learning subsumes deterministic adaptation as a special case.
If the optimal policy corresponds to a fixed heuristic, Reinforcement Learning can recover it. Conversely,
if effective adaptation requires context-aware and history-dependent decisions, Reinforcement Learning
provides the expressive power necessary to capture such behavior.

Crucially, the decision to introduce Reinforcement Learning in this work is not motivated by algo-
rithmic novelty, but by the demonstrated inadequacy of static and deterministic adaptive approaches
in fully addressing window-level instability. Reinforcement Learning is introduced only after validating
that adaptivity at the representation level yields tangible benefits, thereby grounding the learning-based
approach in empirical evidence rather than assumption.

6.3.5 Validation of the Adaptivity Hypothesis

The progression from static preprocessing to deterministic adaptation and finally to Reinforcement Learn-
ing serves as a validation of the central hypothesis of this chapter: robustness to noise in side-channel
analysis is fundamentally a representation-level control problem. Experimental comparisons across these
stages show a consistent trend: increased adaptivity correlates with improved window-level stability and
reduced reliance on temporal aggregation mechanisms such as majority voting [24].

These findings justify the adoption of Reinforcement Learning as the most general and flexible adap-
tation mechanism within the proposed framework. In the following sections, Reinforcement Learning is

83



CHAPTER 6. Reinforcement Learning for Adaptive Feature-Aware Side-Channel
Analysis

instantiated concretely for feature-aware adaptive denoising, and its integration within the side-channel
inference pipeline is described in detail.

6.4 Reinforcement Learning Architecture and Agent Placement

Figure[6.2]illustrates the complete inference pipeline adopted in this work, highlighting the position of the
Reinforcement Learning (RL) agent within the overall side-channel analysis framework. The proposed
architecture follows a modular and sequential design, encompassing raw signal acquisition, controlled
noise injection, preprocessing through windowing and RMS computation, feature extraction, adaptive
representation control via Reinforcement Learning, and final classification.

The RL agent is deliberately placed downstream of the feature extraction stage, where it operates
as a feature-aware control module. Rather than acting on raw signals or directly modifying classifier
parameters, the agent dynamically modulates the extracted feature representation prior to classification.
This design choice enables adaptive robustness to noise while preserving the stability, interpretability,
and modularity of the inference pipeline.
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Figure 6.2: Feature-aware reinforcement learning pipeline for adaptive side-channel inference. Raw elec-
tromagnetic or current traces are first subjected to controlled noise injection and preprocessing through
windowing and RMS computation. Features are then extracted and passed to a Reinforcement Learning
agent, which performs adaptive representation control before the final classification stage.

6.4.1 Overall Pipeline Description

The pipeline begins with the acquisition of raw electromagnetic or current traces, which represent high-
frequency physical measurements of device activity. To systematically evaluate robustness, controlled
noise is injected at the signal level, parameterized through the signal-to-noise ratio (SNR). This step
enables reproducible analysis of noise effects without assuming a specific physical noise model.

Subsequently, the noisy signal undergoes preprocessing through windowing and RMS computation.
This transformation reduces the dimensionality of the raw signal while preserving temporal energy varia-
tions that are known to carry discriminative information in side-channel analysis [27]. Feature extraction
is then applied to obtain a compact representation in the time and frequency domains, following estab-
lished practices in machine-learning-based side-channel analysis |33} |25].

At this stage, the feature vector constitutes the primary representation used for inference. Rather than
directly feeding this representation to the classifier, an adaptive control layer based on Reinforcement
Learning is introduced. The RL agent operates on the extracted features and dynamically modulates
their contribution before classification. The classifier, which may be a classical machine learning model
or a deep architecture, remains fixed throughout the adaptation process.

6.4.2 Rationale for Feature-Level Agent Placement

A central design decision in this work concerns the placement of the RL agent at the level of the feature
representation, rather than operating directly on the raw signal or immediately after noise injection. This
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choice is motivated by both theoretical considerations and practical constraints inherent to side-channel
analysis.

Operating on raw signals would require the agent to act in a very high-dimensional and highly noisy
space. Raw side-channel traces typically consist of thousands to millions of samples per acquisition, with
complex temporal correlations and hardware-dependent artifacts. Introducing a learning-based control
mechanism at this level would dramatically increase the state and action space, leading to poor sample
efficiency, unstable learning dynamics, and limited interpretability. Moreover, direct manipulation of raw
signals would implicitly require assumptions about the physical nature of noise and signal generation,
which contradicts the objective of avoiding explicit noise modeling [34].

Similarly, placing the agent immediately after noise injection or preprocessing would restrict its action
space to signal-level transformations such as filtering or denoising. While such approaches may improve
signal quality under specific conditions, they tightly couple adaptation to physical signal characteristics
and risk suppressing discriminative information. In addition, signal-level adaptation often lacks direct
feedback from the classifier, making it difficult to align adaptation decisions with the ultimate inference
objective.

In contrast, feature-level placement offers a principled compromise between expressiveness and tractabil-
ity. Feature extraction acts as an information bottleneck that condenses raw signals into a structured
and semantically meaningful representation. Operating at this level significantly reduces dimensionality
while preserving the aspects of the signal most relevant for classification. As a result, the RL agent can
reason about representation quality in a space that is both manageable and directly linked to inference
performance.

6.4.3 Feature-Aware Control and Interpretability

Another key advantage of feature-level adaptation lies in interpretability. Features in side-channel analysis
often have well-defined physical or statistical meaning, such as signal energy, spectral concentration,
or temporal variability [33]. By modulating feature contributions rather than raw samples, the RL
agent performs actions that can be interpreted as emphasizing stable and informative dimensions while
suppressing unstable or noisy ones.

This design choice aligns with the broader objective of maintaining transparency and explainability
in security-related inference systems. Unlike end-to-end deep learning approaches, where adaptation
mechanisms may become opaque, feature-aware control enables inspection of how and when adaptation
occurs. This property is particularly relevant in cybersecurity contexts, where operator trust and forensic
analysis are essential [46].

6.4.4 Decoupling Adaptation from Classification

A further motivation for the proposed architecture is the deliberate decoupling between adaptation and
classification. The classifier is trained independently using supervised learning and remains fixed during
inference. The RL agent does not modify classifier parameters, nor does it attempt to replace the
classifier. Instead, it regulates the representation presented to the classifier based on feedback derived
from classification outcomes.

This separation provides several benefits. First, it preserves the stability and reliability of the classifier,
avoiding the risk of catastrophic forgetting or drift associated with online retraining. Second, it enables
the use of different classifiers within the same adaptive framework, including both classical models such
as Random Forests [6] and deep architectures combining convolutional and recurrent layers [50]. Third,
it simplifies the learning problem faced by the RL agent, as the reward signal directly reflects the utility
of representation control rather than the joint optimization of multiple components.

6.4.5 Comparison with End-to-End Learning Approaches

End-to-end deep learning approaches have been successfully applied to side-channel analysis, particularly
in profiling attacks |21} 53]. However, such approaches typically rely on large labeled datasets and assume
relatively stable acquisition conditions. Moreover, end-to-end adaptation to noise often requires retraining
or fine-tuning the entire network, which is impractical in many operational scenarios.

The proposed architecture adopts a complementary perspective. By introducing adaptivity at the
representation level and keeping the classifier fixed, the system achieves robustness without sacrificing
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modularity or interpretability. Reinforcement Learning serves as an external control layer that enhances
window-level stability while preserving the benefits of established classification models.

6.4.6 Summary

In summary, placing the Reinforcement Learning agent downstream of feature extraction represents a
deliberate and principled design choice. Feature-level adaptation offers an effective balance between
control expressiveness, learning tractability, and interpretability. It avoids the pitfalls of raw signal
manipulation and enables direct alignment between adaptive actions and classification performance. This
architectural decision forms the foundation for the experimental evaluation presented in the following
sections and underpins the effectiveness of the proposed feature-aware adaptive denoising framework.

6.5 State, Action, and Reward Design

The effectiveness of a Reinforcement Learning framework critically depends on the design of its state
representation, action space, and reward function. In the proposed feature-aware adaptive denoising
framework, these elements are carefully defined to align the learning process with the objective of im-
proving window-level classification stability under noisy conditions, while preserving interpretability and
modularity.

6.5.1 State Representation

In the considered side-channel inference scenario, noise is not directly observable and cannot be explic-
itly modeled at the signal level. Consequently, the state representation does not describe the physical
properties of the noise process, but rather its effects on the extracted feature representation and on the
behavior of the classifier.

Formally, at each time step ¢, the agent observes a state s; € S defined as:

se = ¢(fr, yt), (6.6)

where f; € R? denotes the feature vector extracted from the current temporal window, and y; represents
auxiliary information derived from the classifier output.

The state vector is designed to capture indicators of representational quality and stability, rather than
raw signal characteristics. Typical components include statistical descriptors of the feature distribution
(e.g., variance, energy concentration, or entropy-like measures), temporal instability indicators computed
across adjacent windows, and confidence-related metrics derived from classifier predictions, such as class
probability dispersion or margin values. This design enables the agent to infer whether the current
representation is reliable, ambiguous, or unstable, without requiring explicit noise estimation.

Importantly, the state representation remains low-dimensional and semantically meaningful, ensuring
tractable learning dynamics and interpretability of agent behavior.

6.5.2 Action Space

The action space A defines the set of adaptive operations available to the agent for modulating the
feature representation prior to classification. Actions are designed to operate exclusively at the feature
level, consistent with the architectural choices discussed in Section 5.4.

To systematically assess the role of adaptivity, two action-space configurations are considered in this
work.

Light Action Set. In the first experimental configuration, the agent is provided with a restricted set
of lightweight actions aimed at minimally perturbing the representation. This set includes:

e No operation (No-Op), where the feature vector is passed unchanged to the classifier;

e Local smoothing, implemented through a Savitzky—Golay filtering operation applied to selected
feature dimensions;

e Mild denoising, where limited regularization is applied to reduce high-frequency variability in un-
stable features.

These actions are intentionally conservative and serve as a baseline to validate whether even limited
adaptivity can improve window-level stability compared to static preprocessing.
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Strong Action Set. In a second experimental configuration, the action space is extended to include
more aggressive adaptive operations. In addition to the light actions, this set incorporates stronger
feature modulation strategies, such as enhanced smoothing or feature attenuation mechanisms that more
decisively suppress unstable dimensions.

The introduction of a stronger action set increases the expressive power of the agent, enabling more
substantial representation control at the cost of potentially higher information loss. This configuration
is used to investigate the trade-off between stability and discriminative richness and to assess whether
Reinforcement Learning can learn to apply strong actions selectively rather than indiscriminately.

6.5.3 Reward Function

The reward function R(st,a;) provides the feedback signal guiding policy optimization and directly
links adaptive actions to inference quality. In the proposed framework, rewards are defined to reflect
improvements in classification performance and representational stability at the window level.

At each time step, the reward is computed as:

Tt :g(gbct)? (67)

where ¢; denotes the classifier prediction for the current window after adaptation, and c¢; represents
confidence-related measures associated with the prediction.

Positive rewards are assigned when adaptive actions lead to increased classification confidence, im-
proved class consistency across adjacent windows, or correct predictions. Conversely, negative rewards
penalize actions that degrade confidence, increase instability, or induce misclassification. Importantly,
the reward function does not incentivize signal reconstruction or denoising accuracy in isolation, but
evaluates actions based on their utility for decision-making.

This formulation ensures alignment between local adaptation decisions and the global inference ob-
jective, encouraging the agent to learn policies that selectively apply adaptive operations when they are
beneficial and refrain from unnecessary intervention when the representation is already stable.

6.5.4 Design Considerations

The separation between light and strong action sets reflects a deliberate experimental design choice.
Rather than assuming a priori that aggressive adaptation is always beneficial, the framework explicitly
tests whether increased adaptivity yields measurable gains and under which conditions. This approach
allows the Reinforcement Learning agent to be evaluated not only in terms of performance improvement,
but also in terms of behavioral selectivity and interpretability.

By grounding the design of states, actions, and rewards in measurable properties of the feature space
and classifier behavior, the proposed framework establishes a transparent and principled foundation for
adaptive side-channel inference. The impact of the different action-space configurations is empirically
evaluated in the following section.

6.6 Experimental Evaluation

This section presents the experimental evaluation of the proposed feature-aware reinforcement learning
framework. The analysis is structured progressively, starting from a conservative adaptive configuration
and subsequently extending the action space to investigate more expressive control strategies. All exper-
iments follow the same baseline protocol defined in the previous chapters, ensuring consistency and fair
comparison across different levels of adaptivity.

6.6.1 Baseline and Light Action Set

The proposed approach is evaluated by directly comparing the performance of a static supervised baseline
with that of an adaptive feature-aware selection mechanism based on Reinforcement Learning, under a
controlled noise scenario characterized by additive noise with a signal-to-noise ratio (SNR) equal to
20 dB. In all configurations, the Random Forest classifier is adopted as the reference classification model.
The comparison therefore isolates the effect of representation handling, as the learning algorithm and
classification architecture remain unchanged across experiments.

As a baseline, the Random Forest classifier is trained on a mixed dataset composed of clean signals
and noisy signals corrupted at an SNR of 20 dB, and subsequently evaluated exclusively on noisy data
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at the same SNR level. This training strategy corresponds to a standard data augmentation approach,
aimed at partially compensating for the distribution mismatch between clean and noisy conditions.

The effect of this baseline configuration is illustrated by the window-level confusion matrix reported
in Figure [6.3] which highlights the impact of additive noise on single-window classification performance.
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Figure 6.3: Window-level confusion matrix obtained under the static supervised baseline at SNR = 20 dB.
The Random Forest classifier is trained using a mixed dataset of clean and noisy signals and evaluated
exclusively on noisy data.

Under this configuration, the classifier achieves a window-level accuracy of approximately 62%. This
result indicates that data augmentation provides a partial mitigation of the domain shift induced by
noise, allowing the model to retain a limited degree of robustness. However, the observed accuracy also
reveals a structural limitation in the classifier’s ability to reliably discriminate between scenarios at the
level of individual temporal windows.

The confusion matrix in Figure [6.3] further confirms that additive noise does not eliminate discrim-
inative information entirely, but perturbs its distribution within the feature space, leading to unstable
and ambiguous local decisions for scenarios characterized by similar side-channel signatures.

This baseline evaluation establishes a reference point for the subsequent analysis. All adaptive con-
figurations introduced in the following sections are assessed under the same experimental conditions,
enabling a fair and controlled comparison with respect to this static supervised baseline.

6.6.2 RL Feature-Aware Selection with Light Action Set

After establishing the static supervised baseline, an adaptive mechanism based on Reinforcement Learning
is introduced to investigate whether representation-level adaptivity can improve window-level classifica-
tion robustness under noisy conditions.

The Reinforcement Learning agent is positioned downstream of RMS-based feature extraction and
upstream of the Random Forest classifier, acting as a feature-aware selector of the input representation.
The agent is trained offline and observes, for each temporal window, the effect of a limited set of local
preprocessing actions applied to the extracted features.
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In this initial configuration, the action space is deliberately restricted to a lightweight and conservative
set of operations:

e 1o modification (no-op);
e smoothing through moving average;
e smoothing through Savitzky—Golay filtering.

It is important to emphasize that the classification model remains unchanged with respect to the
baseline configuration and that no form of temporal aggregation or majority voting is introduced. All
performance variations observed in the following experiments are therefore attributable exclusively to the
adaptive action of the Reinforcement Learning agent on individual windows. Using 30 files per scenario,
the introduction of the RL-based feature-aware selector leads to a window-level accuracy of approximately
69%, corresponding to an absolute improvement of about 7-8 percentage points with respect to the static
supervised baseline. This gain is achieved without modifying the classifier, retraining the model, or
aggregating predictions across windows.

The improvement is entirely attributable to the adaptive behavior of the agent, which dynamically
selects the most appropriate local preprocessing action as a function of the observed state in the feature
space. This result provides a first experimental validation of the central hypothesis of this chapter: even
limited adaptivity at the representation level can significantly enhance robustness to noise at the window
level. The window-level confusion matrix reported in Figure[6.4] shows that the performance improvement
is not uniform across all scenarios. Certain classes, such as scenarios 5 and 8, appear almost perfectly
separable even in the presence of noise, while others—most notably scenarios 2, 3, and 4—continue to
exhibit structured confusion patterns.
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Figure 6.4: Window-level confusion matrix obtained using the RL feature-aware selector with light action
set (no-op, moving average, Savitzky—Golay), evaluated on noisy data at SNR = 20 dB with 30 files per
scenario

This behavior suggests that the adaptive selection of local preprocessing operations is effective in
improving feature stability, but that the main limitation lies in the intrinsic similarity of the side-channel
signatures associated with specific scenarios. In other words, while the RL agent mitigates noise-induced
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instability, it cannot fully resolve ambiguities rooted in the representational geometry of the RMS feature
space.

Overall, these results demonstrate that Reinforcement Learning, even when constrained to an ex-
tremely simple action space and operating exclusively at the single-window level, can consistently out-
perform a static supervised baseline relying on data augmentation alone. At the same time, the residual
confusion patterns indicate the need for more expressive adaptive mechanisms capable of acting directly
on feature relevance rather than solely on signal smoothing. To further investigate the behavior of the
RL feature-aware selector under reduced domain complexity, the number of files per scenario is reduced
from 30 to 20, while keeping the overall pipeline architecture and the available action set unchanged.

In this configuration, the RL-based selector achieves a window-level accuracy of approximately 75.9%,
significantly outperforming both the static supervised baseline (approximately 61-62%) and the RL con-
figuration with 30 files per scenario (approximately 69%).

The confusion matrix reported in Figure[6.5]shows a further consolidation of class separability. Several
scenarios, including scenarios 1, 5, 7, and 8, achieve classification accuracies close to or exceeding 95%.
Residual confusion remains primarily concentrated among scenarios 2, 3, and 4, which are characterized
by intrinsically similar RMS-based side-channel signatures.
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Figure 6.5: Window-level confusion matrix obtained using the RL feature-aware selector with light action
set, evaluated on noisy data at SNR = 20 dB with 20 files per scenario

The observed performance gain can be interpreted as the combined effect of two factors. First,
reducing the number of files per scenario decreases the complexity of the state space observed by the RL
agent, limiting policy fragmentation and promoting more coherent action selection. Second, lower intra-
class variability stabilizes the relationship between observed state, selected action, and resulting reward,
facilitating effective policy learning even in the absence of explicit generalization mechanisms. Overall,
these results confirm that the proposed RL feature-aware selector benefits from a controlled reduction
in domain complexity and is able to effectively exploit the statistical stability of the feature space when
the balance between data variability and policy capacity is favorable. Importantly, the persistence of
structured confusion among specific scenarios reinforces the interpretation that the current performance
ceiling is not due to a limitation of the adaptive mechanism itself, but rather to the limited expressiveness
of the available action space.

90



6.6 Experimental Evaluation

6.6.3 Extension of the Action Space: Feature Weighting

In the previously discussed configurations, the action of the Reinforcement Learning agent is limited to
signal-level smoothing operations. While these actions are effective in improving the statistical stability
of the extracted features, they are not sufficient to substantially modify the geometry of the decision
space when scenarios exhibit intrinsically similar side-channel signatures.

To overcome this limitation, it is natural to extend the set of actions available to the RL agent
by introducing mechanisms for dynamic feature weighting. Unlike smoothing-based actions, feature
weighting enables the agent to explicitly modulate the contribution of individual feature components as
a function of the observed conditions, acting directly on the representation used for classification rather
than on the signal itself.

The introduction of feature weighting as an RL action represents a coherent evolution of the proposed
framework. In this configuration, the agent no longer intervenes exclusively on signal regularization, but
operates directly within the feature space, attenuating unstable or noisy components while emphasizing
those that are statistically more robust or more relevant for discrimination.

This perspective allows the noise problem to be addressed not merely as a degradation to be compen-
sated through denoising, but as a selective distortion of the informative representation. By rebalancing
the relative importance of features in an adaptive manner, the agent can partially correct such distortions
and improve class separability at the window level.

RL Feature-Aware (Strong Actions) — Window-Level CM (%)

100
— 0.0 0.0 0.0
~ - 0.0 0.0 0.0 -
m - 0.0 0.0 0.0
60 =
o =
R 0.0 0.0 0.0 g
c Y
o (=]
v ]
b €
1]
“E’ v 100.0 o}
= - 40 &
©- 00 0.0 10.9 0.0
~- 00 0.0 0.2 0.0 -20
w- 00 0.0 0.2 0.0 0.0
1 1 1 1 1 1 1 - 0

1 2 3 4 5 6 7 8
Predicted Scenario

Figure 6.6: Window-level confusion matrix obtained using the RL feature-aware selector with extended
action space including feature weighting, evaluated at SNR = 20 dB with 20 files per scenario

Following this rationale, the action space is extended to include feature weighting operations derived
from the Random Forest feature importance. Both global and selective weighting strategies are consid-
ered, allowing the agent to dynamically regulate the influence of individual features while preserving the
overall pipeline architecture.

Using 20 files per scenario and operating at an SNR of 20 dB, the resulting RL feature-aware configu-
ration achieves a window-level accuracy of 86.36%, without any form of temporal aggregation or majority
voting. This corresponds to an absolute improvement of more than +24 percentage points with respect
to the static supervised baseline and a substantial gain over the configurations relying exclusively on
smoothing-based actions.

The analysis of the window-level confusion matrix in Figure [6.6] provides several relevant qualitative
insights. Some scenarios, in particular Scenarios 1, 5, 7, and 8, appear almost perfectly separable, with
diagonal accuracy values exceeding 98-99%. These results indicate that the corresponding side-channel
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signatures remain strongly discriminative even under noisy conditions.

In such cases, the RL agent predominantly selects the no-op action, preserving the original represen-
tation. This behavior confirms that denoising or feature modulation is not applied indiscriminately, but
only when required, highlighting the contextual and selective nature of the learned policy.

Other scenarios, notably Scenarios 2, 3, 4, and 6, still exhibit residual confusion, concentrated on
specific class pairs rather than being randomly distributed. This observation suggests that, for these
scenarios, noise induces a more pronounced distortion of the feature space, requiring more aggressive
adaptive actions. In these cases, the agent more frequently selects smoothing or feature weighting oper-
ations, achieving a clear improvement over the baseline even if perfect separation is not attained.

An additional insight into the behavior of the RL agent is provided by the distribution of selected
actions, reported in Table The no-op action remains the most frequent choice (approximately 36%),
followed by smoothing-based actions (moving average and Savitzky—Golay filtering), and, to a smaller
but non-negligible extent, feature weighting (approximately 14-15%).

This distribution confirms that the agent has learned a selective and context-dependent policy. Feature
weighting and denoising actions are not applied systematically, but only when the observed state indicates
that noise has produced a measurable degradation in the feature space and in the confidence of the
classifier. Conversely, when the extracted features remain stable and discriminative, the agent correctly
preserves the original representation, avoiding unnecessary intervention.

Table 6.1: Distribution of actions selected by the RL agent in the extended action-space configuration
(20 files per scenario, SNR = 20 dB).

Action Frequency (%)
No-op 36.2
Moving Average 22.0
Savitzky—Golay 27.3
Feature Weighting 14.5

Overall, these results demonstrate that noise does not eliminate discriminative information, but alters
its distribution within the feature space. The RL feature-aware selector is able to compensate for such
distortions through targeted and adaptive actions, leading to a significant improvement in window-level
classification performance.

The introduction of feature weighting marks a key transition from signal-level stabilization to representation-
level control. This evolution reduces the reliance on global noise reduction and establishes the basis for
more expressive adaptive mechanisms, paving the way for future extensions toward feedback-driven and
temporally aware control strategies, in which the agent can iteratively adapt its actions based on the
temporal evolution of classifier decisions.

6.6.4 Strong Reinforcement Learning Actions for Feature-Aware Adaptive
Control

The experimental evidence obtained with the initial set of Reinforcement Learning actions, mainly based
on simple temporal smoothing techniques such as moving average and Savitzky—Golay filtering, revealed
intrinsic structural limitations of signal-level adaptation. Although these operations are effective in
attenuating high-frequency noise components, they act uniformly across the representation and implicitly
assume that all features are equally affected by noise and equally relevant for discrimination.

However, side-channel feature spaces are inherently heterogeneous: different features exhibit distinct
statistical properties, noise sensitivity, and discriminative relevance depending on the application state
and operating conditions 33}, |27]. The analysis of window-level confusion matrices confirmed that, under
noisy conditions, several scenarios continue to exhibit structured overlap even after signal-level smoothing.
This observation indicates that performance degradation cannot be attributed solely to local temporal
fluctuations, but rather to more complex distortions affecting the geometry of the feature space itself.

To address these limitations, the action space of the RL agent is extended to include a set of stronger
and more structured operations explicitly designed to act at the representation level. These actions
enable the agent to modulate the contribution of individual features, suppress unreliable components,
and exploit temporal coherence, without assuming a predefined noise model or modifying the classifier
parameters.
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From a methodological perspective, this extension marks a fundamental transition in the proposed
framework. The RL agent is no longer confined to generic denoising, but operates as a decision-aware
controller of the side-channel observation pipeline. By adapting the feature representation in response
to both noise conditions and classifier uncertainty, the agent can compensate for complex and non-
stationary distortions of the feature distribution induced by noise. This capability is essential for achieving
robustness in realistic operational environments, where noise characteristics vary across time, devices, and
execution phases [46] [34].

The design of the strong RL actions follows three core principles: (i) local adaptivity, driven by the
stability of the current temporal window; (ii) statistical awareness, leveraging variance, outlier detection,
and confidence-related indicators; and (iii) real-time compatibility, avoiding non-causal operations or
long-term aggregation mechanisms that would compromise online deployment.

The individual actions are described below.

Action 0 — No-op (Direct Feature Forwarding). The no-op action consists in forwarding the
extracted feature vector to the classifier without applying any transformation. This action represents the
reference behavior of the system and is selected when the current window exhibits sufficient stability and
the classifier expresses high confidence in its prediction.

The explicit inclusion of a no-op action is crucial to prevent unnecessary intervention. In adaptive
systems, indiscriminate denoising or transformation may degrade informative content and reduce class
separability [24]. The frequency of no-op selection therefore provides an indirect measure of the intrinsic
robustness of the classifier and of the stability of the feature representation under noise.

Action 1 — Instability-Aware Feature Weighting. In this action, individual feature components
are weighted according to their local variance computed within the current window. Features exhibiting
high instability are attenuated, while more stable components retain higher influence.

The motivation for this strategy lies in the observation that noise does not affect all features uniformly.
Certain features may experience large variance increases under noise while contributing little to class
discrimination [25]. By operating directly in the feature space, instability-aware weighting reduces the
impact of such components without completely discarding them, preserving potentially useful information
for downstream classification.

Unlike classical temporal filters, this operation is feature-specific, adaptive, and independent across
dimensions, making it particularly suitable for heterogeneous side-channel representations.

Action 2 — Selective Feature Masking (Outlier Suppression). This action suppresses feature
components that exhibit anomalous values with respect to the local statistical distribution, typically
identified as outliers.

Impulsive or burst noise can generate isolated peaks that disproportionately influence classifier deci-
sions despite lacking discriminative meaning [41]. Selective masking acts as a non-parametric robustness
mechanism, removing these spurious contributions while leaving the remaining feature vector unchanged.
This action is especially effective in scenarios characterized by localized distortions rather than global
noise amplification.

Action 3 — PCA-Based Projection and Reconstruction. In this action, the feature vector is
projected onto a lower-dimensional subspace using Principal Component Analysis (PCA), followed by
reconstruction in the original feature space.

PCA is known to concentrate informative variance along a limited number of components while
relegating noise-dominated directions to lower-variance subspaces [20]. By discarding components as-
sociated with high-variance but weakly informative directions, this action reduces noise amplification
while preserving the global structure of the representation. Unlike local filtering or masking, PCA-based
reconstruction introduces a structured and global form of regularization.

Action 4 — Temporal Consistency Filtering. This action combines the current feature vector
with a weighted average of feature representations extracted from previous windows.

Application-level side-channel patterns typically evolve smoothly over time, whereas noise tends to
be weakly correlated across adjacent windows [16]. Exploiting temporal consistency therefore allows
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the agent to reduce noise-induced variability without resorting to file-level aggregation or majority vot-
ing. This action represents a compromise between strictly local processing and temporal exploitation,
maintaining compatibility with real-time constraints.

Action 5 — Classifier-Confidence-Guided Scaling. In this action, the feature vector is scaled as
a function of the classifier confidence associated with the predicted class.

Low confidence often indicates that informative components have been attenuated or distorted by
noise. Confidence-guided scaling allows controlled amplification of feature contributions under uncer-
tainty, while having minimal effect when confidence is already high. This mechanism acts as a fine-grained
regulation tool rather than a primary denoising strategy, and is particularly effective under moderate un-
certainty conditions [53].

6.6.5 Strong RL Actions: Experimental Evaluation and Classifier-Aware Be-
havior

From a design perspective, the introduction of the strong RL action set enables the agent to transition
from the role of a simple filter selector to that of an adaptive controller operating directly within the
feature space. Each action is explicitly associated with a specific type of distortion—feature instabil-
ity, impulsive outliers, structured noise, or temporal incoherence—allowing targeted and interpretable
interventions.

This set of operations constitutes the methodological foundation for the subsequent comparison be-
tween different classification architectures, while keeping the role and structure of the RL agent un-
changed. In this way, the effect of the decision model can be isolated without altering the adaptive
control mechanism.

RL Feature-Aware Selector with Random Forest Classifier

The integration of the RL feature-aware selector with a Random Forest classifier leads to a substantial
improvement over the static Random Forest baseline under noisy conditions (SNR = 20 dB). In this con-
figuration, the system achieves a window-level accuracy of 82.28%, confirming the effectiveness of the RL
agent in mitigating, at least partially, the distortion introduced by noise through adaptive interventions
in the feature space.

The analysis of the confusion matrix in Figure [6.7] reveals that, despite the high overall accuracy,
residual overlaps persist between specific classes. In particular, some scenarios exhibit confusion patterns
that can be traced back to feature distributions strongly altered by noise, which a tree-based classifier
struggles to separate cleanly. This behavior suggests that, although the RL selector improves the quality
of the representation, the discriminative capacity of the model remains constrained by the static and
non-sequential nature of the Random Forest classifier.

To provide additional insight into the computational and operational cost of the adaptive mechanism,
Table[6.2]reports the distribution of selected actions for two configurations: a reduced subset of 5 files per
scenario, used as a lightweight exploratory setting, and the full configuration with 20 files per scenario.

Table 6.2: Action usage distribution for the RL feature-aware selector combined with a Random Forest
classifier. The first two columns refer to a reduced configuration with 5 files per scenario, while the last
two columns correspond to the full configuration with 20 files per scenario.

RL 4+ RF Action % Num % Num
No-op (raw RF) 103 240 12.2 1130
Instability-aware weighting 17.7 410 15.7 1460
Feature masking 30.3 704 43.2 4008
PCA projection 19.8 460 5.1 469

Temporal consistency 171 396 181 1677

Confidence-guided scaling 4.7 110 5.8 536

A particularly relevant observation emerges from the action distribution. Selective feature masking is
the most frequently chosen action (approximately 30%), indicating that noise often manifests as localized
outliers that compromise classifier decisions. PCA-based projection follows (approximately 20%), while
instability-aware weighting and temporal consistency actions are both selected with frequencies around
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Figure 6.7: Window-level confusion matrix obtained using the RL feature-aware selector combined with
a Random Forest classifier at SNR = 20 dB

17-18%, confirming that noise does not act solely as impulsive disturbance but also induces structural
instability and temporal incoherence in the feature space.

The relatively low frequency of the no-op action (approximately 10%) indicates that, under noisy
conditions, the agent is forced to intervene in the majority of windows to maintain an acceptable level of
classifier confidence. Conversely, confidence-guided scaling is used marginally, coherently with its role as
a fine-grained adjustment mechanism rather than a primary noise compensation strategy.

Overall, these results demonstrate that the RL feature-aware selector is capable of significantly im-
proving the performance of a Random Forest classifier by introducing adaptive and interpretable behav-
ior. However, the persistence of confusion among certain classes suggests that the dominant limitation
no longer resides in the action selection mechanism itself, but in the classifier’s ability to model com-
plex non-linear relationships and residual temporal dependencies in the feature space. This observation
naturally motivates the exploration of more expressive classification models while preserving the same
RL-based adaptive control layer.

RL Feature-Aware Selector with CNN+LSTM Classifier

The integration of the RL feature-aware selector with a CNN+LSTM-based classifier produces a marked
performance leap compared to the Random Forest configuration. Under noisy conditions at SNR =
20 dB, the system achieves a window-level accuracy of 99.13%.

The corresponding confusion matrix shows an almost perfect separation across all scenarios, including
those that remained critical in the Random Forest case. This result confirms the superior capability of
deep architectures to preserve and exploit residual discriminative information even in the presence of
significant noise-induced distortions.

Notably, this performance improvement does not arise from more aggressive compensation actions,
but rather from a drastic reduction in the need for intervention by the RL agent. Table [6.3] reports the
action usage distribution for the CNN+LSTM configuration.
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Figure 6.8: Window-level confusion matrix obtained using the RL feature-aware selector combined with
a CNN+LSTM classifier at SNR = 20 dB

Table 6.3: Action usage distribution for the RL feature-aware selector combined with a CNN+LSTM
classifier.

RL + CNN4+LSTM Action % Num % Num

No-op (raw features) 60.5 1307 48.6 4197
Instability-aware weighting 6.0 129 16.5 1429
Feature masking 5.7 124 16.0 1386
PCA projection 6.1 131 6.3 547
Temporal consistency 19.2 415 123 1061
Confidence-guided scaling 2.5 54 0.2 20

In this setting, the no-op action becomes dominant (approximately 60.5%), indicating that, for the
majority of windows, the feature representation provided to the classifier is already sufficiently informative
for a correct decision. The RL agent therefore assumes the role of a selective supervisor rather than a
systematic corrector.

Instability-aware weighting, feature masking, and PCA projection are activated with limited frequen-
cies (approximately 5-6% each), suggesting that the CNN+LSTM architecture can autonomously absorb
a significant portion of the variability introduced by noise. The convolutional layers learn robust lo-
cal patterns, while the LSTM component effectively models temporal dependencies between consecutive
windows, reducing the impact of transient fluctuations in the feature space.

The only action still exhibiting substantial usage is temporal consistency filtering (approximately
19.2%), consistent with the observation that the RL agent intervenes primarily when detecting dynamic
incoherence across adjacent windows. In these cases, the action acts as a stabilization mechanism that
reinforces decision continuity, further improving classifier reliability during noisy transitions.

Overall, these results demonstrate that the RL feature-aware selector is not intrinsically tied to a
specific classification architecture, but adapts its policy to the expressive capacity of the underlying
model. When paired with a deep classifier, the agent naturally converges toward a more conservative
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and targeted policy, intervening only when strictly necessary. This behavior confirms that the role of
Reinforcement Learning in the proposed framework is not to replace the discriminative power of the
classifier, but to complement it by providing an adaptive control layer that maximizes robustness under
noisy conditions.

6.7 Threat Model and Side-Channel Defense Perspective

The experimental results discussed so far have demonstrated that Reinforcement Learning can be effec-
tively employed to improve robustness and stability in side-channel-based inference under noisy condi-
tions. However, the implications of the proposed feature-aware adaptive control extend beyond perfor-
mance enhancement alone.

In this section, the proposed framework is reinterpreted from a security-oriented perspective. Rather
than considering Reinforcement Learning solely as a mechanism for improving classification robustness, we
analyze its role as an adaptive representation-level defense capable of limiting the exploitable information
available to an adversary. As illustrated in Figure [6.9] the RL agent dynamically controls the feature
representation exposed to the learning pipeline, enabling a conceptual transition from traditional signal-
level countermeasures toward informational and representation-aware protection strategies.

By contextualizing the framework within established categories of side-channel defenses, the proposed
approach highlights how adaptive feature control can simultaneously preserve task performance while
degrading the statistical consistency exploited by side-channel attacks.
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Figure 6.9: Security-oriented reinterpretation of the proposed Reinforcement Learning framework for
adaptive side-channel protection. The upper section illustrates the feature-aware adaptive control
pipeline, where an RL agent dynamically adjusts feature representations under noisy conditions to
maintain robust inference performance. The lower section reframes the same mechanism within a de-
fensive threat model, highlighting the transition from traditional signal-level countermeasures toward
representation-level protection. Instead of suppressing physical leakage directly, the proposed approach
aims to control and distort the information exposed to learning-based adversaries, thereby reducing the
exploitability of side-channel observations while preserving operational functionality.

6.7.1 Defense Strategies in Side-Channel Attacks

Countermeasures against side-channel attacks are commonly classified in the literature into three main
categories, depending on the system layer they target and on the type of threat they aim to mitigate.
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These categories reflect different assumptions about the attacker’s capabilities and the level of control
available to the defender.

Physical and Hardware-Level Defenses. Physical defenses act directly on the physical phenomena
that generate side-channel leakage, by modifying or masking the electrical or electromagnetic behavior of
the device. Typical examples include noise injection on the power rail, electromagnetic shielding, power
balancing, clock randomization, and hardware masking countermeasures.

These solutions can be effective even against attackers with physical proximity to the device. However,
they usually entail high implementation costs, require invasive hardware modifications, and are difficult
to deploy on existing systems or in distributed monitoring scenarios. For these reasons, hardware-level
countermeasures fall outside the scope of this work.

Software and Algorithmic Defenses. Software-based defenses aim to reduce the correlation be-
tween side-channel signals and the internal state of the system by modifying execution behavior without
altering the hardware. Representative techniques include operation randomization, insertion of dummy
instructions, execution order shuffling, and controlled temporal perturbations.

While such approaches do not eliminate the physical signal, they alter its statistical structure, making
information extraction more challenging for an attacker. Software defenses constitute an important step
toward flexibility and deployability, but they are typically static and do not adapt to changing operational
or environmental conditions.

Informational and Representation-Level Defenses. A third, more recent and less explored class
of defenses consists of informational or representation-level approaches. These defenses do not target
the physical signal itself, but rather how the signal is transformed, represented, and made available after
acquisition.

In this paradigm, the objective is not to hide or suppress the side-channel signal, but to limit the
exploitable information accessible to an unauthorized observer, while preserving utility for a legitimate
one. This approach introduces the concept of informational asymmetry, whereby the defensive system
has access to a stabilized and informative representation of the signal, whereas the attacker is constrained
to a partial, unstable, or structurally degraded view of the same physical phenomenon.

This paradigm is particularly suitable for monitoring systems, Intrusion Detection Systems (IDS),
and edge-computing scenarios, where side-channel signals are inherently acquired and processed by a
centralized or distributed infrastructure.

6.7.2 Threat Model and Assumptions

The threat model adopted in this work is designed to reflect realistic side-channel attack scenarios in
monitoring, IDS, and distributed embedded environments, while avoiding unrealistic assumptions about
the attacker’s ability to directly interfere with the physical system or manipulate the side-channel source.

We consider a system A, consisting of an embedded or IoT device executing software applications.
During normal operation, A inevitably generates physical side-channel signals, such as current consump-
tion and electromagnetic emissions, as an intrinsic consequence of its computational activity. In line with
classical side-channel literature, these signals cannot be completely eliminated and may be observed by
a passive attacker only under conditions of physical proximity.

In particular, direct acquisition of the raw side-channel signal by an attacker typically requires close-
range access (often within a few meters), dedicated probes, specialized instrumentation, and physical
access to the environment in which the device operates. Although well studied, such attacks are poorly
scalable and difficult to apply in large-scale, distributed, or remote scenarios.

We define a second system B as the legitimate defensive system, responsible for acquiring the side-
channel signals generated by A through integrated sensors, controlled measurement interfaces, or edge
monitoring nodes. System B executes a complete processing pipeline, including preprocessing, feature
extraction, and classification, with objectives such as:

e predictive analysis of hardware faults;
e monitoring of operational states in embedded devices;

e detection of anomalous or compromised software behavior;
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e support for IDS functions in industrial or IoT environments.

System B is assumed to be trustworthy and uncompromised. Its internal components, including
intermediate representations, extracted features, and trained models, are not directly accessible to the
attacker.

The attacker is modeled as a passive observer interested in performing side-channel profiling to infer
information about the internal state or application scenario executed on system A. The attacker does
not inject anomalies, alter system behavior, or manipulate the physical signal at its source, and is not
assumed to compromise the physical sensors used by system B.

Within this model, two attacker profiles are distinguished:

1. a physically proximate attacker, attempting to directly acquire side-channel signals using probes
and instrumentation;

2. a remote attacker, lacking physical access, who attempts to exploit side-channel data that have
been acquired, processed, or distributed by system B, for example in the form of streams, logs,
datasets, or monitoring outputs.

This work explicitly focuses on the second scenario, which is particularly relevant in realistic dis-
tributed monitoring contexts. In this case, the attacker does not observe the raw physical signal in its
original form, but attempts to extract sensitive information by attacking the system that processes and
disseminates side-channel data.

Here, the threat does not lie in the mere observability of the physical signal, but in the ability to
exploit the informational structure of side-channel representations to derive useful statistical correlations.
Representative attack objectives include:

e reconstruction of application scenarios from shared side-channel features;
e inference of computational load or internal device states;
e extraction of temporal or statistical patterns from monitoring data.

It is worth emphasizing that this threat model closely reflects the operational assumptions of mod-
ern monitoring and Intrusion Detection Systems. In such systems, side-channel data are not collected
for adversarial analysis, but for legitimate purposes such as diagnostics, anomaly detection, and opera-
tional awareness. As a result, side-channel information is often centralized, stored, or transmitted across
networked infrastructures.

This centralization significantly amplifies the attack surface, as it enables a remote adversary to target
the informational representations produced by the monitoring pipeline rather than the physical signal
itself. In this context, the security of the system does not solely depend on preventing signal acquisition,
but on controlling how much exploitable information is exposed through processed representations. This
observation motivates the need for defense mechanisms that operate at the representation level and are
compatible with large-scale, distributed monitoring architectures.

6.7.3 Reinforcement Learning as Informational Defense

The contribution of this work is positioned precisely within this threat model. Rather than attempting
to eliminate or mask the physical side-channel signal, we introduce an adaptive informational defense
that controls how the signal is represented and exposed after acquisition.

Through a Reinforcement Learning-based control mechanism, system B operates in a dual and asym-
metric manner:

e for the legitimate system owner, the RL controller acts as an adaptive selector that compensates
for environmental noise and disturbances, improving the stability and reliability of classification;

e for a remote attacker, the same control mechanism introduces instability, structural degradation,
and loss of informational coherence in the observable representation, yielding distorted or weakly
correlatable signals.

The conceptual separation between a defensive channel and an attacker-observable channel does not
imply the existence of two distinct physical signals. Instead, it reflects an asymmetry in access and
observability of the informational representation. The defensive system maintains a dynamically adapted
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and controlled view of the signal, while the attacker remains constrained to a partial and uncontrolled
representation.

In summary, the proposed threat model assumes a realistic, passive attacker with limited physical
access, and defines a defensive objective that is not the suppression of side-channel leakage, but the
systematic reduction of exploitable information after acquisition. This objective is achieved through
adaptive, decision-aware control of the representation, enabled by Reinforcement Learning.

A key aspect of the proposed approach is the inherently dual role played by the Reinforcement Learning
controller. While previous sections have focused on its ability to enhance robustness and classification
stability under noisy conditions, the same adaptive mechanism can be interpreted as a defensive tool
from a security standpoint.

Specifically, Reinforcement Learning introduces a controlled asymmetry between the representation
used internally by the defensive system and the one that may be observable or inferable by an attacker.
This asymmetry enables the system to simultaneously maximize utility for legitimate monitoring tasks
and minimize the informational value of the exposed representation for unauthorized observers.

This perspective naturally leads to an additional evaluation dimension beyond classification accuracy.
If adaptive representation control is effective as an informational defense, its impact should also be
observable in terms of reduced exploitability of side-channel data by an external observer.

For this reason, the following experimental analysis does not only assess performance under noise, but
also investigates the extent to which the proposed Reinforcement Learning mechanism degrades the ability
of an adversarial observer to perform reliable side-channel profiling. This evaluation provides a concrete
validation of the defensive value of adaptive representation control in realistic monitoring scenarios, and
establishes a direct link between robustness-oriented adaptation and security-driven obfuscation.

6.8 Proactive Reinforcement Learning—Based Side-Channel De-
fense

Before introducing the proposed adaptive defense mechanism, it is necessary to clarify the scope, as-
sumptions, and operational boundaries of the Reinforcement Learning (RL) agent adopted in this work.
Figure provides a conceptual overview of the considered scenario and explicitly highlights what
is—and what is not— controlled by the defensive system.

6.8.1 Fundamental Assumptions

The proposed defense does not assume any control over the physical side-channel signal itself. Electro-
magnetic emissions and power consumption traces are an unavoidable consequence of computation and
remain equally observable by any passive entity in physical proximity to the device. No attempt is made
to interfere with the attacker’s acquisition chain, to filter the signal, or to selectively expose different
physical signals to different observers.

This assumption is consistent with established side-channel literature, which models the leakage as
an intrinsic physical phenomenon rather than as an artifact that can be selectively hidden or suppressed
in realistic deployments [46, 34].

Instead, the key observation underlying this work is that side-channel vulnerability does not primarily
reside in the existence of the physical signal, but in the informational structure that can be extracted
from it. As formally established by Standaert et al., side-channel leakage is best characterized in terms
of mutual information between the internal state of the system and the observable signal, rather than by
signal visibility alone [48].

Consequently, a system may remain physically observable while becoming progressively less exploitable
if the statistical relationship between execution state and observable leakage is actively destabilized.

6.8.2 Defense by Execution Control Rather Than Signal Manipulation

In the proposed framework, the Reinforcement Learning agent operates upstream of the physical leakage,
at the level of the computational behavior that induces it. The RL agent does not alter the logical
functionality of the application, but dynamically modulates execution-level characteristics such as timing,
scheduling, micro-architectural activity, and workload organization.

This design choice is grounded in prior work demonstrating that execution-level randomization and
software-only countermeasures can significantly reduce the effectiveness of side-channel attacks without
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Figure 6.10: Conceptual model of adaptive informational defense based on reinforcement learning. The
physical side-channel remains observable by any passive observer, while an RL agent adaptively controls
the execution behavior of the system to destabilize the mapping between observable leakage and sensitive
information.

modifying the physical measurement process . These approaches exploit the fact that side-channel
leakage is a consequence of how computations are executed rather than what computations are performed.

However, classical countermeasures are typically static or pseudo-random, making them potentially
predictable in the presence of adaptive adversaries. Reinforcement Learning is introduced in this work
as a generalization of these techniques, enabling closed-loop, context-aware, and non-stationary control
of execution behavior.

6.8.3 Roles and Information Flow in the Proposed Model

Figure [6.10] explicitly separates the roles of the entities involved in the system:

Sensitive Computation. This block represents the execution of the application on the embedded or
ToT device. It encompasses the CPU activity, memory access patterns, scheduling decisions, and micro-
architectural behavior that collectively give rise to physical side-channel leakage. The functional outcome
of the computation remains unchanged throughout the adaptive process.

Physical Side Channel (EM / Power). This block represents the unavoidable physical leakage
generated by the system as a consequence of computation. The signal is identical for all observers and is
not modified, filtered, or selectively exposed by the defense mechanism.

Attacker (Passive Observer). The attacker is modeled as a passive entity capable of observing the
physical side-channel signal but unable to interact with the system, influence execution, or access internal
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representations. The attacker is not part of any feedback loop and relies on the statistical stability of the
leakage-to-information mapping to perform profiling or inference.

Authorized Observer (Diagnostics / Defense). The authorized observer represents the legiti-
mate monitoring system, which acquires the same physical signal but operates within the system’s trust
boundary. This observer has access to internal performance metrics, classification outcomes, and system
objectives, and provides feedback to the RL agent.

Reinforcement Learning Agent. The RL agent acts as an adaptive controller that receives feed-
back exclusively from the authorized observer and applies control actions solely to the execution of the
sensitive computation. Its objective is to balance functional correctness, performance constraints, and ro-
bustness, while systematically degrading the stability of the leakage-to-information mapping exploitable
by unauthorized observers.

Crucially, the attacker never participates in the control loop and always observes the same physical
signal, albeit generated by a dynamically and adaptively modulated execution process.

6.8.4 Informational Defense Objective

The goal of the proposed approach is not to eliminate side-channel leakage, but to reduce its informational
exploitability over time. From an information-theoretic perspective, the defense aims to minimize the
mutual information between sensitive internal states and observable leakage for unauthorized observers,
while preserving sufficient structure for legitimate monitoring tasks [48].

Reinforcement Learning is employed as a principled mechanism to navigate this trade-off in non-
stationary and noisy environments, where static countermeasures may fail or become predictable. By
continuously adapting execution behavior in response to observed system conditions, the proposed frame-
work introduces a controlled asymmetry: the signal remains physically observable, but its informational
meaning becomes unstable, weakly generalizable, and increasingly difficult to exploit for passive attackers.

This adaptive, execution-level perspective positions the proposed method as a realistic and deployable
informational defense for side-channel analysis in embedded, IoT, and distributed monitoring scenarios.

The side-channel signal observed in practical systems does not represent a mere passive measurement
of device behavior, but rather the output of a complex physical process influenced by environmental
noise, operational variability, and measurement uncertainty. In the proposed framework, these physical
components are not directly controlled, nor are artificial disturbances injected at the signal level.

The key observation underlying this work is that side-channel vulnerability does not primarily reside
in the physical signal itself, but in the informational structure and in the representations derived from
that signal. It is the stability, separability, and statistical coherence of feature-level representations that
ultimately determine the feasibility of side-channel inference, both for legitimate monitoring systems and
for adversarial observers.

Building on this observation, the proposed system introduces an adaptive control mechanism based
on Reinforcement Learning, conceived not as a noise generator or as a physical countermeasure, but as
a decision-aware selector of transformations in the feature space. The RL agent operates exclusively on
the extracted features, dynamically modulating their representation in a contextual manner, with the
dual objective of preserving discriminability for the legitimate classifier while reducing the amount of
exploitable information available to an unauthorized observer.

6.8.5 Adaptive Informational Control Architecture

The proposed architecture can be interpreted as a feedback control system operating at the informational
level, as illustrated in Figure [6.11} The underlying physical process corresponds to the side-channel
generation mechanism, while a deep neural network classifier, based on a CNN+LSTM architecture, acts
as an observer of the system’s informational state.

102



6.8 Proactive Reinforcement Learning—Based Side-Channel Defense

1. Raw Signal
Leaky side-channel measurements

(e.g., EM / Power traces) captured

N from the target device under various
| . Y .
} Preprocessing & RL Observer Classifier conditions (clean, noisy, attacked).
e ‘ Features Extraction (Controller & Selector)
Raw Signal .
Sig J\'\IUV‘/ « Filtering & normalization s Obterves foattras 2. Preprocessing &
+ Windowing / segmentation (1 oemgees Features Extraction
. : Transforms raw measurements into
— . ot | |B| informative features —
Il_l Statistical features compact and informative features
| (mean, std, skewness, ...) [m\ « Adapts to noise level + Binary / multi-class that describe the signal’s statistical
Leaky side-channel and attack conditions classification and spectral characteristics.
measurements captured | oo - spectralfeaures
72an et dZvice o S (energy, centroid, ...) « Sends controlled + Attack success estimation
. i or anomaly detection
representation to
(EM / Power traces). ‘ « Output: feature vector ::\apssiﬁer % 3. RL Observer
+ Produces decision / output (Controller & Selector)
used for feedback
= Reinforcement Learning agent that
observes the features and adaptively
selects or weights the most relevant
ones, based on current conditions.
It outputs a controlled representation

to the classifier.

Decision Feedback

\ttack

e " 4. Classifier
.« Evaluates decision quality
or security objective Uses the received representation

to perform the final decision (e.g.,
classification or attack success
estimation) and provides the output

+ Generates reward signal

Reward to RL for evaluation.
decision Feedback
(Attac efense)
Key Idea 1 . .
. O Evaluates the decision with respect
The RL agent adaptively controls the feature representation exposed to the classifier, = L o0, WO to the security objective (e.g.,
—— ‘. o .
aiming to preserve task performance while reducing the exploitable information 25" ¢ minimize attack success / maximize
ilable t o robust aceuracy) and generates a
available to an adversary. . "
2 Adaptive Control for Robust and Secure Inference reward signal that guides the RL

agent.

Figure 6.11: Reinforcement Learning—based proactive side-channel defense architecture. The RL con-
troller operates on the feature representation, receiving feedback from classifier decisions and uncertainty
metrics, and selecting adaptive transformations without modifying the classifier or the physical signal

Internal measurements such as predictive confidence, output entropy, and decision ambiguity are used
to estimate the current informational condition of the system. Based on these signals, the Reinforcement
Learning agent acts as a controller, selecting feature-space transformations that correspond to adaptive
regularization, informational masking, or representation reshaping strategies.

Crucially, the RL controller does not modify the architecture or parameters of the classifier, nor
does it introduce temporal aggregation, majority voting, or file-level decision fusion. Control is strictly
local, operating at the level of individual temporal windows and driven exclusively by internal feedback
signals. This design ensures compatibility with real-time IDS and monitoring scenarios, while preserving
modularity and interpretability.

6.8.6 Dual-Channel Interpretation: Defense vs. Attacker

The behavior of the Reinforcement Learning controller can be interpreted through the lens of two dis-
tinct informational channels: a defensive channel, used by the legitimate system for monitoring and
classification, and an attacker-observable channel, accessible to an unauthorized observer.

Defensive Channel. Within the defensive channel, the RL controller dynamically selects feature trans-
formations aimed at stabilizing the representation and preserving the discriminative capability of the
classifier under noise and operational variability. Available actions include local instability reduction,
selective masking of dominant components, adaptive regularization through latent-space projections, and
local temporal consistency enforcement.

These transformations compensate for informational disturbances without altering the classifier or
introducing global aggregation mechanisms. As a result, the system achieves high classification accuracy,
near-unity confidence values, and a marked reduction in predictive entropy. The resulting confusion
matrices are strongly diagonal, indicating that the internal representation remains stable and coherent
over time despite the presence of noise at the signal level.

Attacker Channel. When observed from an adversarial perspective, the same control decisions pro-
duce an opposite effect. The adaptive transformations selected by the RL controller intentionally degrade
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the informational structure of the observable representation. Rather than injecting physical noise, the
controller induces representational instability, loss of temporal coherence, latent-space distortion, and
reduced class separability.

Experimentally, this manifests as a significant degradation of attacker performance, with highly non-
diagonal confusion matrices, increased output entropy, and reduced predictive confidence. Importantly,
the attacker is assumed to employ the same classification model used by the defensive system, demon-
strating that the observed degradation is solely attributable to information loss in the representation,
rather than to model weakness.

6.8.7 Proactive Defense via Informational Asymmetry

Taken together, these results show that the Reinforcement Learning controller operates as an adaptive
informational separation mechanism. It preserves the quality of the internal representation required
for legitimate monitoring while simultaneously limiting the information exploitable by an unauthorized
observer.

This asymmetry is not achieved through physical countermeasures or signal manipulation, but through
decision-aware control of the representation downstream of acquisition. As such, the proposed approach
realizes a proactive side-channel defense strategy that is fully compatible with real-time IDS and moni-
toring systems.

Rather than attempting to suppress the side-channel signal, the framework systematically reduces its
exploitable informational content after acquisition. This perspective establishes a direct conceptual link
between robustness-oriented adaptation and security-driven obfuscation, and motivates the experimental
evaluation of attacker-side degradation presented in the following section.

6.8.8 Analysis of RL Action Usage in the Defensive Channel

In the defensive channel, the Reinforcement Learning agent exhibits a strongly conservative and selective
behavior, fully consistent with the primary objective of preserving the informational quality of the signal
for legitimate classification tasks.

The distribution of selected actions during the test phase is reported below:

Action 0: 1278 (59.2%) — No-op (raw RF)

Action 1: 175 (8.1%) — Instability-aware weighting

Action 2: 218 (10.1%) — Feature masking
12

Action 3:

(
8 (5.9%) — PCA projection
(

e Action 4: 315 (14.6%) — Temporal consistency

Action 5: 46 (2.1%) — Confidence-guided scaling

The most frequently selected action is the No-op (raw RF), accounting for 59.2% of all decisions. This
result indicates that, for the majority of temporal windows, the observed signal is already sufficiently
stable and informative, and does not require corrective intervention. From a control-theoretic perspective,
this behavior confirms that the RL agent does not introduce unnecessary transformations and intervenes
only when internal state metrics—such as instability, entropy, or decision ambiguity—indicate a genuine
degradation of the informational content.

Among the active actions, Temporal consistency is the most frequently selected (14.6%), followed
by Feature masking (10.1%) and Instability-aware weighting (8.1%). This distribution suggests that
the dominant sources of degradation in the defensive channel are primarily related to temporal fluctu-
ations and to locally dominant or noisy feature components. In these situations, the controller favors
soft regularization strategies that reduce variability while preserving the discriminative structure of the
representation.

More invasive transformations, such as PCA projection (5.9%) and Confidence-guided scaling (2.1%),
are selected with limited frequency. This behavior is fully consistent with a decision-aware control strat-
egy: such actions are applied only in the presence of pronounced instability or low predictive confidence,
avoiding systematic use that could otherwise compromise the fidelity of the signal representation.

Figure [6.12] provides a visual summary of the action usage distribution in the defensive channel.
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Figure 6.12: Distribution of actions selected by the Reinforcement Learning agent in the defensive channel.
The prevalence of the No-op action highlights the conservative and selective nature of the learned control
policy.

Overall, the action distribution observed in the defensive channel reflects an adaptive control strategy
that prioritizes informational stability and continuity. The Reinforcement Learning agent intervenes in a
targeted manner only when signal degradation is detected, thereby preserving classification performance
while avoiding unnecessary or overly aggressive transformations.

6.8.9 Analysis of RL Action Usage in the Attacker-Observable Channel

In the attacker-observable channel, the distribution of Reinforcement Learning actions is radically dif-

ferent from that observed in the defensive channel and reveals a deliberately aggressive and diversified

behavior, explicitly aimed at disrupting the informational structure of the side-channel representation.
The distribution of selected actions during the test phase is reported below:

e Action 1: 407 (18.8%) — Instability amplification

Action 2: 464 (21.5%) — Aggressive feature masking

e Action 4: 574 (26.6%) — Temporal shuffling

( )
( )
Action 3: 387 (17.9%) — Adaptive PCA randomization
( )
2.

Action 5: 46 (2.1%) — Amplitude damping
e Action 6: 282 (13.1%) — Class collapse

The most frequently selected action is Temporal shuffling (26.6%), which explicitly disrupts the tem-
poral coherence between consecutive windows. This intervention is particularly effective against attack
models that rely on temporal correlations or sequential patterns, as it introduces misalignment across
windows and induces instability in the time evolution of the representation.

The second most frequent action is Aggressive feature masking (21.5%), which selectively removes
dominant components of the feature vector. This action directly targets the most informative statisti-
cal dimensions used in side-channel profiling, drastically reducing class separability and weakening the
discriminative structure of the representation.
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The actions Instability amplification (18.8%) and Adaptive PCA randomization (17.9%) further con-
tribute to the destruction of informational structure. Instability amplification deliberately enhances
locally unstable components, while PCA-based randomization alters the latent representation through
controlled perturbations and permutations in the reduced subspace. Although these transformations
preserve the global energy of the signal, they severely compromise its statistical consistency, making the
learning of reliable attack models significantly more difficult.

The Class collapse action (13.1%) explicitly forces feature representations toward shared centroids,
inducing artificial overlap between classes and further reducing discriminability. This mechanism di-
rectly targets the geometric structure of the feature space, collapsing inter-class distances and increasing
ambiguity from the attacker’s perspective.

In contrast, Amplitude damping (2.1%) is selected only marginally. This behavior indicates that
simple attenuation of signal amplitude is insufficient, on its own, to effectively degrade side-channel infor-
mation. Instead, the controller prioritizes transformations that alter structural, temporal, and geometric
properties of the representation.

Figure [6.13| summarizes the action usage distribution in the attacker-observable channel.
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Figure 6.13: Distribution of actions selected by the Reinforcement Learning controller in the attacker-
observable channel. The prevalence of aggressive and structure-disrupting actions highlights the inten-
tional degradation of informational content from the attacker’s perspective

Overall, the observed action distribution confirms that the Reinforcement Learning controller oper-
ates asymmetrically across the two informational channels. While the defensive channel favors stability-
preserving and minimally invasive actions, the attacker-observable channel is dominated by transforma-
tions that explicitly destroy temporal coherence, feature stability, and geometric separability.

This asymmetry is not achieved through physical noise injection or signal suppression, but through
adaptive, decision-aware manipulation of the feature representation. As a result, the same underlying
physical signal supports reliable inference for the legitimate system while becoming statistically am-
biguous and weakly exploitable for an adversarial observer. Overall, the attacker-observable channel is
characterized by a high diversity of selected actions and by a clear absence of conservative behavior.
Unlike the defensive channel, where the RL controller intervenes selectively to preserve informational
stability, the policy adopted here is explicitly aggressive and structurally disruptive.

This confirms that the Reinforcement Learning controller does not replicate the same strategy across
the two channels, but enforces a clear functional separation: stabilization and preservation of informa-
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tion for the legitimate system, and deliberate degradation of temporal coherence, feature stability, and
geometric separability for the unauthorized observer.

Crucially, this asymmetry is not obtained through physical countermeasures or artificial noise injec-
tion, but emerges as an intrinsic property of adaptive, decision-aware representation control. As such,
the proposed framework realizes a form of dynamic informational separation, enabling robust legitimate
inference while simultaneously limiting side-channel exploitability.

6.8.10 Confusion Matrix Analysis

Defensive Channel. The confusion matrix obtained for the defensive channel highlights an almost
perfect classification performance, with an overall window-level accuracy of 99.63%. All scenarios are
correctly identified with percentages close to or equal to 100%, with only negligible residual confusions
among semantically related classes.

Figure reports the confusion matrix associated with the defensive channel.
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Figure 6.14: Window-level confusion matrix for the defensive channel. The matrix exhibits a strongly
diagonal structure, indicating near-perfect class separability under adaptive RL control

More specifically:

e Classes 1, 4, 5, 6, and 8 achieve 100% classification accuracy, indicating complete separability in
the feature space after adaptive control.

e Classes 2 and 3 exhibit a minimal reciprocal confusion (approximately 0.4%), suggesting a slight
local overlap that does not compromise the global stability of the system.

e Class 7 shows a limited dispersion toward Class 6 (1.5%) and Class 8 (0.7%), a behavior consistent
with partially similar temporal or statistical characteristics among the involved scenarios.

Overall, the strongly diagonal structure of the confusion matrix confirms that the RL controller, when
operating in the defensive channel, does not degrade the informational representation. On the contrary,
it actively contributes to stabilizing and regularizing the feature space in the presence of noise and signal
variability. This result is particularly significant because it is achieved without modifying the classifier
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architecture, without parameter adaptation, and without introducing temporal aggregation or majority

voting mechanisms. The observed robustness emerges solely from local, adaptive, and decision-aware

feature control.

Attacker-Observable Channel.

A radically different behavior emerges when analyzing the confusion

matrix associated with the attacker-observable channel. In this case, the overall window-level accuracy
drops sharply to 23.75%, with predictions widely dispersed across multiple classes.
The corresponding confusion matrix is reported in Figure [6.15
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Figure 6.15: Window-level confusion matrix for the attacker-observable channel. The absence of a diag-
onal structure indicates severe degradation of discriminative information

In contrast to the defensive case:

e No class exhibits a dominant diagonal component.

e Correct classification percentages are generally below 40% and, in many cases, below 20%.

e Predictions are distributed across a heterogeneous set of classes, without stable or repeatable pat-

terns.

For example:

e Class 1 is frequently confused with Classes 3, 4, and 5.

e Class 3 shows a strong dispersion, with only 47% of samples mapped to the correct class and the
remainder spread across several others, indicating a highly unstable representation.

e Classes 5, 7, and 8 display diffuse confusion patterns, with predictions scattered over four to five

different classes.

This systematic destratification of the confusion matrix demonstrates that the attacker is unable to
learn a reliable mapping between observations and classes, even when employing the same classification
model used by the defensive system. The loss of temporal coherence, the reduction of feature separability,
and the induced overlap among classes render side-channel profiling intrinsically unstable and unreliable.

108



6.8 Proactive Reinforcement Learning—Based Side-Channel Defense

Overall Interpretation and Chapter Conclusions. The direct comparison between the two confu-
sion matrices clearly highlights the effect of the informational asymmetry introduced by the Reinforcement
Learning controller. Under identical classification models:

e the defensive system operates on a stabilized, coherent, and highly discriminative representation;
e the attacker observes a destructured, incoherent, and statistically weak representation.

These results confirm that the proposed defense does not merely improve robustness to noise, but en-
forces a functional separation between the legitimate channel and the attacker-observable one, selectively
degrading the adversary’s inference capability without compromising IDS performance.

The experimental evidence consistently shows that the adaptive control mechanism based on Rein-
forcement Learning induces a genuine informational asymmetry between the defensive system and the
unauthorized observer, without modifying the classifier and without altering the physical signal at the
hardware level. The RL agent operates exclusively in the feature space and in real time, yet its effect is
clearly reflected both in performance metrics and in the statistical structure of the predictions.

The analysis of action usage further clarifies this behavior. In the defensive channel, the control
strategy is predominantly conservative: in most cases the agent selects the no-op action, while corrective
actions are activated only in the presence of measurable instability, noise, or informational degradation.
This feedback-driven strategy preserves the representation whenever the system operates in favorable
conditions and intervenes selectively to restore temporal continuity, reduce spurious dominance, or im-
prove predictive confidence. This behavior directly translates into a strongly diagonal defensive confusion
matrix with near-perfect accuracy across classes.

In the attacker-observable channel, the controller exhibits the opposite behavior. The selected actions
are more aggressive, diverse, and explicitly oriented toward representation destruction, including tem-
poral coherence disruption, aggressive feature masking, latent-space randomization, and class collapse.
The absence of conservative actions and the diversity of transformations produce an unstable and non-
correlable representation over time, preventing the attacker from learning reliable statistical patterns.
This effect is clearly visible in the attacker confusion matrix, which lacks any diagonal structure and
yields an overall accuracy below 25%.

The relationship between action usage, informational metrics, and performance is further supported by
confidence and entropy analysis. While the defensive channel maintains low entropy and high predictive
confidence, the attacker channel exhibits a marked increase in uncertainty, indicating systematic loss of
exploitable information. Importantly, this degradation is not achieved through explicit noise injection,
but through adaptive manipulation of the representation, guided by the internal informational state of
the system.

In conclusion, these results demonstrate that Reinforcement Learning does not act merely as a
robustness-enhancing mechanism, but as a true feedback-based informational controller. It learns when
to preserve the structure of the signal for legitimate inference and when to destructure it for an unautho-
rized observer, realizing an adaptive, decision-aware side-channel defense fully compatible with real-time
IDS and monitoring scenarios.
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Chapter 7

Results and Performance Evaluation

7.1 Summary of the Thesis

This thesis addressed the problem of profiling and classifying application-level behavior in embedded
and connected devices through side-channel analysis and machine learning. By exploiting electromag-
netic emissions and current consumption measurements, the work demonstrated that relevant behavioral
information can be inferred without access to software internals, network payloads, or cryptographic
material.

A complete experimental and methodological framework was developed, covering signal acquisition,
preprocessing, feature extraction, feature selection, classification, robustness evaluation, and adaptive
control. High-frequency side-channel signals were segmented using overlapping RMS-based windows,
enabling the transformation of raw measurements into compact and informative representations suitable
for learning-based inference. The experimental analysis showed that the temporal resolution of windowing
has a dominant impact on classification performance, whereas feature scaling strategies provide only
marginal benefits when combined with tree-based classifiers.

Feature engineering emerged as a critical component of the proposed pipeline. A set of time-domain
and frequency-domain features was extracted and evaluated using multiple selection strategies. While
scenario-specific feature importance highlighted highly discriminative patterns, it was shown to be unsuit-
able for deployment due to its dependence on a priori knowledge of the running application. To overcome
this limitation, a global feature selection strategy based on Recursive Feature Elimination (RFE) was
adopted, achieving a favorable balance between dimensionality reduction, classification accuracy, and
practical deployability.

Several machine learning models were evaluated, including Random Forest, Support Vector Machines,
k-Nearest Neighbors, Logistic Regression, and XGBoost, together with a hybrid deep learning architecture
combining Convolutional Neural Networks, Long Short-Term Memory layers, and attention mechanisms.
Although the deep learning model achieved the highest overall accuracy, classical models such as Ran-
dom Forest demonstrated strong robustness, interpretability, and computational efficiency, making them
particularly suitable for embedded and resource-constrained environments.

The robustness of the proposed framework was systematically analyzed under noisy conditions through
controlled noise injection experiments. The results revealed a clear distinction between window-level and
sequence-level inference. While individual windows may exhibit limited discriminative power in noisy
environments, aggregating predictions over time through majority voting enables highly reliable sequence-
level classification. This behavior confirms the cumulative nature of side-channel information, but also
exposes the limitations of static, window-based representations for real-time and adaptive inference.

This observation represents one of the central turning points of the thesis. Noise does not simply
degrade the signal uniformly; rather, it selectively modifies the structure of the feature space, affecting
some representations more than others and altering the confidence, stability, and separability of the
learned decision process. Therefore, robustness cannot be understood only as a matter of classifier
accuracy. It must also be interpreted as a problem of representation control.

Building on this insight, the thesis introduced a Reinforcement Learning-based mechanism operating
directly in the feature space. Rather than using Reinforcement Learning as an alternative classifier, the
proposed approach employs it as an adaptive controller capable of modifying the representation according
to feature instability and classifier feedback. The goal is not merely to classify noisy side-channel data,
but to actively regulate the informational structure provided to the inference model.

This adaptive mechanism provides the foundation for a broader interpretation of the thesis results.
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The same operation that stabilizes the representation for legitimate inference can also be interpreted as
a mechanism for reducing the exploitable informational content available to an unauthorized observer.
In this sense, the thesis moves beyond the traditional view of side-channel analysis as a passive inference
problem and begins to frame it as an active problem of controllable observability.

From this perspective, the work introduces the conceptual basis of a new paradigm, referred to as
Adaptive Inferential Security (SIA). STA emerges from the observation that modern systems cannot be
protected solely by controlling access to data, code, or communication channels. Even when direct access
is prevented, systems continue to expose behavioral, physical, temporal, and statistical traces that may
allow an observer to infer sensitive information.

The central idea of SIA is therefore that security should also be understood as the dynamic control of
what can be inferred from observable system behavior. In this paradigm, the observable representation
of a system becomes a security surface. The objective is not only to hide information, but to regulate
inferential observability: preserving useful information for legitimate monitoring and decision-making
while reducing the capability of an adversarial observer to reconstruct sensitive states, activities, or
intentions.

Within the scope of this thesis, STA is not presented as a fully mature theory, but as the natural
conceptual projection of the experimental results. The proposed side-channel framework shows that
feature representations can be measured, modified, stabilized, and selectively degraded. Reinforcement
Learning provides an initial mechanism for performing this control adaptively. The resulting asymmetry
between legitimate and adversarial inference constitutes the first step toward a broader theory of adaptive
inferential control.

7.2 Original Scientific Contributions

This doctoral research provides several original contributions to the field of side-channel analysis, machine
learning, and embedded security. Beyond individual experimental results, the work introduces a coherent
methodological framework and a conceptual shift in how robustness, noise, and defense are addressed in
side-channel-based inference.

First, the thesis proposes and validates an end-to-end framework for application-level profiling of em-
bedded devices based exclusively on physical side-channel information. Unlike traditional side-channel
studies primarily focused on cryptographic key recovery, the proposed framework targets behavioral infer-
ence under realistic operating conditions, including heterogeneous applications, protocol-level scenarios,
and encrypted communications. The experimental design, spanning eight distinct scenarios and multi-
ple acquisition trials, provides a structured benchmark for evaluating classification performance beyond
synthetic or narrowly constrained settings.

Second, the thesis contributes a systematic and comparative analysis of feature extraction and feature
selection strategies for side-channel signals. While prior approaches often rely on ad hoc feature choices
or scenario-specific optimizations, this work demonstrates that feature importance strongly depends on
the underlying scenario. This makes per-class or scenario-specific feature selection unsuitable for realis-
tic inference settings. By explicitly identifying this limitation and validating a global feature selection
strategy based on Recursive Feature Elimination, the thesis establishes a principled trade-off between
accuracy, generalization, dimensionality reduction, and deployability.

Third, the thesis offers an in-depth investigation of robustness under noisy conditions, which remains
an underexplored aspect in much of the side-channel literature. Through controlled noise injection and
signal-to-noise ratio analysis, the work clarifies the distinction between window-level and sequence-level
inference. While majority voting over time enables high sequence-level accuracy, the analysis reveals that
this mechanism primarily masks instability at the window level rather than resolving it. This observation
represents a key conceptual contribution, as it reframes robustness not merely as a classification problem,
but as a representational challenge.

Fourth, the thesis introduces a feature-aware interpretation of noise. In this view, noise is not treated
only as a uniform degradation of the raw signal, but as a dynamic and selective distortion of the fea-
ture space. This perspective departs from conventional static preprocessing pipelines and motivates the
exploration of adaptive inference mechanisms capable of reacting to changes in representation quality,
feature stability, and classifier confidence.

Fifth, the application of Reinforcement Learning to side-channel analysis represents a central and
original contribution of this thesis. Rather than employing Reinforcement Learning as a classifier or as
a generic optimization technique, the proposed approach positions the learning agent between feature
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extraction and classification. The agent acts as a feature-space controller, selecting adaptive operations
based on the observed state of the representation and on feedback derived from the classifier.

This formulation establishes a novel connection between side-channel analysis, adaptive control, and
security. The Reinforcement Learning mechanism is shown to play a dual role. On one side, it improves
the stability of legitimate inference under noisy conditions. On the other side, it provides a mechanism
for modifying the informational structure exposed through side-channel representations, thereby reducing
the amount of exploitable information available to an adversarial observer.

The most significant conceptual contribution of the thesis is the introduction of the foundations of
Adaptive Inferential Security (SIA).

LEGITIMATE INFERENCE ADAPTIVE CONTROL ADVERSARIAL DEGRADATION
High Quality - Stable - Informative Dynamic Representation Regulation Noisy - Unstable + Uninformative

LEGITIMATE OBSERVER £ s =i === ADVERSARIAL OBSERVER

Al / DEFENDER N : I = AN ATTACKER
SYSTEM CORE

Intelligent System

CLEAN FEATURE SPACE

HIGH CONFIDENCE

LOW ENTROPY

STABLE REPRESENTATION

ACCURATE INFERENCE " :
CLASS A -+ INFERENTIAL OBSERVABILITY <

REINFORCEMENT LEARNING CONTROLLER

r Confidence Entropy y Instability Metric Adversarial Success

ADAPTIVE POLICY UPDATE (>

ADAPTIVE INFERENTIAL SECURITY (SIA)

curity ough Dynamic Control of Infere Ob bility

Figure 7.1: Conceptual illustration of Adaptive Inferential Security (SIA). A reinforcement learning con-
troller dynamically regulates the feature representations exposed through observable side-channel emis-
sions, creating an inferential asymmetry between legitimate and adversarial observers. While authorized
entities receive stable and informative representations suitable for reliable inference, adversarial observers
are exposed to degraded, unstable, and low-confidence feature spaces. Rather than blocking signal access,
the framework continuously adapts the informational structure of observable signals to control what can
be inferred from system behavior under changing environmental and threat conditions.

SIA, shown in Figure generalizes the lesson learned from the experimental work: security can
be approached not only as the protection of data or the prevention of access, but also as the adaptive
regulation of inference. In this view, a system is secure not only when its internal data are protected, but
also when its observable behavior does not allow an unauthorized observer to infer sensitive information
with unacceptable confidence.

The thesis therefore proposes an initial formulation of security as adaptive control of inferential
observability. This concept is grounded in the experimental evidence produced throughout the work: side-
channel signals expose behavioral information; machine learning models can extract such information;
noise and representation changes affect inferential reliability; and Reinforcement Learning can actively
control the feature representation to favor or inhibit inference.

To the best of our knowledge, this thesis is among the first works to explicitly connect side-channel
analysis, feature-space adaptation, Reinforcement Learning, and inferentially-aware defense within a
unified framework. While STA remains an emerging paradigm requiring further formalization, the results
presented in this work provide a concrete experimental basis for its development.
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7.3 Limitations and Future Work

The limitations discussed in this section primarily reflect deliberate methodological choices aimed at
preserving interpretability, experimental control, and realistic deployment assumptions, rather than fun-
damental shortcomings of the proposed approach. At the same time, these limitations naturally define
the next steps required to consolidate the proposed framework and to further develop the concept of
Adaptive Inferential Security.

First, the Reinforcement Learning framework introduced in this work should be regarded as an initial
exploration rather than a fully mature solution. The action space was intentionally constrained to a
limited set of adaptive operations in order to preserve interpretability and ensure stable learning. While
this design choice allowed for a clear assessment of the benefits of adaptivity, it also limits the expressive
power of the learned policy. Future work should investigate richer action spaces, including adaptive feature
transformation, dynamic masking, controlled perturbation, representation compression, and information-
theoretic constraints.

Second, the proposed adaptive mechanism operates downstream of feature extraction and relies on
a fixed classifier. Although this separation enables controlled experimentation and simplifies analysis,
it does not yet realize an end-to-end optimization of representation, adaptation, and decision-making.
Integrating Reinforcement Learning with deep learning architectures in an end-to-end fashion remains an
open challenge, particularly in the context of side-channel data, where labeled samples are limited and
acquisition costs are high.

Third, the current work mainly evaluates robustness against synthetic noise. Although this provides
a controlled and reproducible experimental setting, real-world deployments introduce additional sources
of variability, including cross-device differences, environmental interference, hardware aging, workload
diversity, and long-term system drift. These factors are critical for operational adoption and motivate
the investigation of transfer learning, domain adaptation, continual learning, and self-supervised repre-
sentation learning.

Fourth, the current study focuses primarily on offline learning and evaluation. Extending the frame-
work toward online and real-time adaptation introduces additional challenges related to computational
constraints, convergence guarantees, latency, and system stability. These aspects are particularly im-
portant for embedded and resource-constrained systems, where any adaptive defense mechanism must
operate with limited overhead and predictable behavior.

A further limitation concerns the formalization of the adversarial model. In this thesis, the defensive
interpretation of the adaptive mechanism is derived from the ability to modify and degrade the infor-
mational structure of the feature space. However, a complete SIA framework requires a more explicit
definition of the adversary, including its observation capabilities, inference objectives, prior knowledge,
and adaptation strategy. Future research should therefore formalize the interaction between defender and
observer as an inferential game, where the defender aims to preserve legitimate utility while minimizing
adversarial inference.

This direction naturally leads to one of the most important future developments of the thesis: the
formalization of Adaptive Inferential Security as a general paradigm. Future work should define measur-
able quantities for inferential observability, adversarial confidence, representation leakage, and defender
utility. Such metrics would make it possible to evaluate security not only in terms of classification accu-
racy or detection rate, but also in terms of how much actionable information an observer can infer from
the system.

In this broader perspective, SIA can be seen as an evolution of the PhD work from side-channel
classification toward adaptive security theory. The thesis demonstrates that side-channel information
can be extracted, modeled, degraded, and controlled. The next step is to transform this experimental
evidence into a general framework in which the system dynamically regulates its observable behavior
according to context, risk, and inference objectives.

The long-term research direction opened by this thesis is therefore the development of intelligent
systems capable of controlling their own inferential exposure. Such systems would not merely react to
attacks after detection, but would continuously manage the information they reveal through physical,
behavioral, temporal, and computational traces. In this sense, the work presented in this thesis provides
the experimental and conceptual foundation for a future theory of security based on adaptive inferential
control.

By reframing side-channel inference as a problem of adaptive inferential control rather than static
signal processing, this thesis opens new directions for the design of robust, secure, and context-aware
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monitoring systems. The proposed results suggest that future security mechanisms may evolve beyond
traditional notions of access control, confidentiality, and anomaly detection, moving toward the dynamic
regulation of what external observers are able to infer from system behavior itself.

In this sense, Adaptive Inferential Security (SIA) represents the broader conceptual horizon of this
research: a paradigm in which observability, inference, adaptation, and security become interconnected
dimensions of intelligent defensive systems.
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Appendix A

Detailed Experimental Parameters

This appendix reports the detailed experimental parameters adopted throughout the thesis to ensure
full reproducibility of the proposed side-channel analysis pipeline. While the main chapters focus on
methodological rationale and performance evaluation, the present appendix consolidates all low-level
configuration choices and numerical settings.

A.1 Acquisition Parameters

The electromagnetic and current measurements were acquired using the following configuration:
e Device under test: Raspberry Pi 4 Model B
e Sampling frequency: 1 MHz
e Acquisition duration: 40 s per trial

e Idle/background segment: first 10 s (discarded)

e Number of scenarios: 8

Trials per scenario: 30

Total acquisitions: 240

A.2 Windowing and Segmentation

After removal of the initial background segment, the remaining portion of each signal was segmented
using a fixed-length sliding window approach.

A window duration of 100 ms was adopted, corresponding to N = 10° samples at a sampling frequency
of 1 MHz. Consecutive windows were extracted with a 50% overlap, resulting in a hop size of 50 ms.
This overlapping strategy increases the number of training samples while preserving temporal continuity
and reducing sensitivity to window boundary effects.

For each window and for each physical channel (current and electromagnetic), Root Mean Square
(RMS) aggregation was applied. Given a discrete-time signal segment x;[n] of length N, the RMS value
is computed as:

RMS aggregation provides an energy-based representation that reduces high-frequency noise while
preserving workload-dependent signal dynamics. The resulting RMS time series constitutes the input for
subsequent normalization and feature extraction stages described in Chapter 3.
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Appendix B

Feature Analysis and Supplementary
Results

This appendix provides a detailed analysis of the extracted features and additional experimental results
that complement the performance evaluation presented in Chapter 4. While the main chapter focuses on
aggregated metrics and comparative performance across classifiers and noise conditions, the present ap-
pendix offers a deeper inspection of feature behavior, stability, and contribution under different operating
regimes.

The material reported here serves three main purposes:

e to support the interpretation of classification results by analyzing feature-level behavior,
e to provide transparency and reproducibility for feature extraction and selection,

e to document supplementary results that would otherwise interrupt the flow of the main discussion.

B.1 Complete Feature Set and Channel Contribution

Feature extraction was performed on RMS-aggregated windowed signals independently for current and
electromagnetic channels. For each window, a set of time-domain and frequency-domain descriptors was
computed, yielding a total of 12 features per channel and 24 features per window. The RMS value is
treated both as a preprocessing step and as an explicit time-domain feature, and is therefore included in
the final feature vector.

Time-Domain Features

Time-domain features were extracted from the RMS time series associated with each analysis window
and include the following statistical descriptors:

e mean value,

e standard deviation,
e minimum value,

e maximum value,

e skewness,

e kurtosis,

e RMS value.

These features capture the overall energy level, variability, and distributional shape of the signal,
providing a compact characterization of workload-induced activity.
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Frequency-Domain Features

Frequency-domain features were computed by applying the Fast Fourier Transform (FFT) to the RMS
feature sequence associated with each window. A single-sided spectrum was considered, and features
were derived from the corresponding power spectral density.

The extracted frequency-domain descriptors include:

total spectral energy,

spectral entropy,

spectral centroid,

spectral spread,

dominant (peak) frequency component.

Spectral energy captures the overall frequency-domain power, while spectral entropy measures the
distribution complexity of spectral components. The centroid and spread describe the balance and dis-
persion of spectral content, and the peak frequency identifies the dominant oscillatory component within
the window.

Channel Contribution

All features were computed independently for the current consumption and electromagnetic emission
channels. This separation allows the learning models to exploit complementary leakage mechanisms:
current-based features primarily capture global power consumption trends, whereas electromagnetic fea-
tures encode localized and frequency-dependent switching activity.

The complete feature set is summarized in Table

Table B.1: Extracted features and corresponding signal domain.

Domain  Feature Physical Interpretation
Time Mean Average activity level

Time Standard deviation Signal variability

Time Minimum / Maximum Extreme operating conditions
Time Skewness Distribution asymmetry

Time Kurtosis Distribution sharpness

Time RMS Window energy content
Frequency Spectral energy Total frequency-domain power
Frequency Spectral entropy Spectral complexity
Frequency Spectral centroid Frequency balance

Frequency Spectral spread Spectral dispersion

Frequency Peak frequency Dominant oscillatory component

B.2 Feature Selection and Classification with Random Forest

Classification experiments were primarily conducted using a Random Forest classifier, selected for its
robustness to noise, ability to handle heterogeneous feature sets, and intrinsic support for feature impor-
tance estimation.

The Random Forest model was configured with 200 decision trees and no explicit depth limitation. All
trees were trained using bootstrap sampling, and node splitting was guided by impurity-based criteria.

B.2.1 Recursive Feature Elimination (RFE)

To address inference-time constraints and reduce feature dimensionality, Recursive Feature Elimination
(RFE) was employed using the Random Forest classifier as the base estimator. RFE iteratively removes
the least informative features based on their impurity-driven importance scores until a predefined number
of features is retained.

122



B.3 Noise Injection and SNR Modeling

Unlike scenario-specific feature importance analysis, which is not applicable when the active scenario
is unknown at inference time, RFE was applied globally across all scenarios. This strategy yields a fixed
feature subset that can be reliably used during deployment.

The resulting reduced feature set preserves most of the discriminative power of the full representation
while significantly reducing dimensionality and computational complexity.

B.2.2 Cross-Validation and Performance Evaluation

Classification performance was evaluated using stratified k-fold cross-validation with & = 10, ensuring
class balance across all folds. For each fold, the model was trained on the selected feature subset and
evaluated on unseen data.

Window-level accuracy was computed for each fold, and confusion matrices were accumulated and
averaged across folds to obtain stable estimates of class-wise performance. This evaluation protocol
reduces variance due to data partitioning and provides a robust assessment of generalization performance.

Unless otherwise stated, all Random Forest experiments reported in the thesis follow this configura-
tion.

B.3 Noise Injection and SNR Modeling

To simulate realistic acquisition conditions, additive white Gaussian noise (AWGN) was injected into the
raw side-channel signals prior to windowing and RMS aggregation.
Given a discrete-time clean signal z[n], the target Signal-to-Noise Ratio (SNR) is defined as:

2
SNRdB = 101Og10 (]E(EZ]> (B].)

where E[2?] denotes the average signal power and o2 is the noise variance. For a given target SNR
value, the corresponding noise variance is computed accordingly, and zero-mean Gaussian noise is inde-
pendently generated and added to the signal.

Noise injection was performed independently for each acquisition and for each sensing channel (current
and electromagnetic) in order to avoid correlated perturbations across trials. This procedure ensures that
noise realizations differ across experiments while preserving a consistent signal-to-noise ratio.

Noise was applied at the raw signal level, prior to temporal segmentation and RMS computation.
This choice reflects realistic acquisition scenarios in which environmental and instrumental noise affects
the physical signal before any digital preprocessing is performed.

B.4 Denoising Techniques on RMS Features: Case Study at
SNR = 20 dB

A preliminary investigation was conducted to assess whether classical denoising techniques applied di-
rectly to RMS feature time series could improve window-level classification performance under noisy
conditions. This analysis focuses on a representative scenario with additive Gaussian noise corresponding
to a signal-to-noise ratio (SNR) of 20 dB.

Initial experiments evaluated different feature normalization strategies applied to RMS features. De-
spite clear differences in scale and distribution between current and electromagnetic channels, no signifi-
cant variation in window-level classification accuracy was observed when using a Random Forest classifier.
This result indicates that, within the considered setting, performance limitations are not primarily at-
tributable to numerical scaling effects, but rather to structural instability of the information extracted
over short temporal windows.

For this reason, attention was shifted toward explicit denoising of RMS feature sequences. Additive
Gaussian noise was injected into raw signals prior to windowing, simulating realistic acquisition conditions.
Comparative analysis between clean and noisy signals revealed that noise significantly increases local
variability of RMS features, reducing class separability at the single-window level while largely preserving
global temporal trends.
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B.4.1 Baseline RMS Classification under Noise

Figure reports the window-level confusion matrix obtained using RMS features extracted from noisy
raw signals at SNR = 20 dB. Signals were segmented using 100 ms windows with 50% overlap, consistently
with the main experimental protocol.

The resulting window-level accuracy is approximately 59.3%, which is closely aligned with the accuracy
observed under clean conditions (approximately 59.9%). This suggests that, at this noise level, RMS-based
aggregation already provides a degree of robustness sufficient to preserve most discriminative information.
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Figure B.1: Window-level confusion matrix obtained using RMS features extracted from raw signals
corrupted with additive Gaussian noise at SNR = 20 dB (no denoising applied).

Inspection of the confusion matrix structure shows that misclassification patterns remain qualitatively
similar to the clean case, with errors concentrated among scenarios exhibiting similar workload dynamics.
Noise primarily increases intra-class variability without substantially altering inter-class relationships,
confirming the integrative and noise-averaging nature of RMS features.

B.4.2 Moving Average Denoising

The moving average (MA) is a simple and widely adopted denoising technique aimed at suppressing high-
frequency fluctuations while preserving low-frequency trends . Applied to RMS feature sequences,
moving average smoothing reduces local variability introduced by noise while retaining global temporal
transitions associated with application execution.

Table reports window-level accuracy obtained for different MA window lengths.

Table B.2: Window-level accuracy obtained using moving average denoising on RMS features at SNR =
20 dB.

MA Window Length Window-Level Accuracy

3 0.61
) 0.66
10 0.66

Results show a progressive improvement in accuracy as the smoothing window increases, reaching
approximately 66% for window lengths of 5 and 10. However, the absence of further gains for larger
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windows indicates a saturation effect. Excessive smoothing increases correlation between consecutive
windows, limiting the amount of locally discriminative information available to the classifier.

B.4.3 Savitzky—Golay Filtering

Savitzky—Golay filtering performs local polynomial regression within a sliding window, enabling noise
reduction while preserving signal shape and local trends [42|. This property makes it particularly suit-
able for signals where discriminative information is encoded in gradual variations rather than impulsive
changes.

Applied to RMS feature sequences, Savitzky—Golay filtering attenuates noise-induced fluctuations
while maintaining the temporal structure of the features. Table reports window-level accuracy ob-
tained for different window lengths using a fixed polynomial order of 2.

Table B.3: Window-level accuracy obtained using Savitzky—Golay filtering on RMS features at SNR =
20 dB (polynomial order = 2).

Window Length Polynomial Order Accuracy

3 2 0.59
5 2 0.61
9 2 0.63

Accuracy improves gradually with increasing window length, reaching approximately 63%, but remains
below that achieved with moving average smoothing. While Savitzky—Golay filtering better preserves
signal shape, it does not introduce additional discriminative power when applied to already aggregated
RMS features.

B.4.4 Wavelet-Based Denoising

Wavelet denoising was performed using the Discrete Wavelet Transform (DWT) combined with soft
thresholding [12]. Wavelet-based methods provide a multiresolution representation, separating low-
frequency signal components from high-frequency noise.

Soft thresholding was applied to wavelet coefficients obtained using Daubechies wavelets (db4, db6,
db8). Table summarizes the resulting window-level accuracy.

Table B.4: Window-level accuracy obtained using wavelet denoising on RMS features at SNR = 20 dB.

Wavelet Threshold Type Accuracy

db4 soft 0.62
db6 soft 0.60
db8& soft 0.59

The db4 wavelet yields the best performance, while higher-order wavelets lead to progressive degra-
dation. Larger support and increased regularity introduce excessive smoothing, suppressing informative
local variations already attenuated by RMS aggregation.

B.4.5 Discussion

Overall, denoising techniques applied directly to RMS feature sequences provide modest but limited
improvements in window-level classification accuracy. Moving average smoothing offers the largest gain,
while Savitzky—Golay and wavelet-based methods exhibit diminishing returns.

These results confirm that RMS features already perform substantial temporal integration. Additional
denoising primarily enhances temporal stability rather than introducing new discriminative information.
Consequently, denoising at the feature level cannot overcome the structural limitations of energy-only
representations.

This finding motivates the need for richer feature representations or adaptive mechanisms capable
of dynamically modulating feature relevance—an approach explicitly explored in Chapter 5 through
reinforcement learning—based feature-aware control.
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B.5 Extended Pipeline with Denoising and Time—Frequency Fea-
ture Extraction

In light of the results discussed in the previous sections, the processing pipeline was extended by introduc-
ing a richer feature extraction stage, including descriptors from both the time and frequency domains. In
this context, denoising is no longer interpreted as a mechanism aimed at directly improving classification
performance, but rather as a supporting tool designed to stabilize the signal and facilitate the extraction
of more informative features.

The analyses based exclusively on RMS features revealed that, although such representations exhibit a
certain degree of robustness to moderate noise levels, they constitute an intrinsic informational bottleneck
at the window level. Denoising applied directly to RMS features yields only limited performance gains,
indicating that the main limiting factor is not noise alone, but the reduced expressiveness of an energy-
only representation.

To overcome this limitation, denoising is therefore positioned downstream of the RMS computation
and upstream of time—frequency feature extraction. In this configuration, denoising does not attempt to
compensate for classification errors directly, but instead acts to stabilize the RMS feature sequences from
which more structured descriptors are subsequently extracted.

The extended pipeline adopted in this study is illustrated in Figure The processing flow starts
with additive noise injection on the raw signal at a signal-to-noise ratio (SNR) of 20 dB, followed by
temporal windowing and RMS computation. The selected denoising technique is then applied, and
finally a set of time- and frequency-domain features is extracted and provided as input to the Random
Forest classifier.
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Figure B.2: Extended processing pipeline for evaluating the combined impact of noise, denoising, and
feature engineering. Denoising is applied to RMS features prior to time—frequency feature extraction.

This design preserves the informative content of the signal while enabling a more effective assessment
of the joint impact of noise, denoising, and feature engineering on window-level classification performance.

Table B.5: Window-level classification accuracy obtained with the extended pipeline under different
denoising techniques (SNR = 20 dB).

Denoising method Main parameters Accuracy (%)
Moving Average window = 9 81.57
Savitzky—Golay window = 9, polynomial order = 2 79.94
Wavelet (db4) soft threshold 78.60

B.5.1 Discussion and Interpretation of Results

The introduction of time- and frequency-domain feature extraction following RMS denoising leads to a
substantial improvement in window-level classification performance compared to RMS-only approaches.
In particular, all considered denoising techniques significantly outperform the RMS-only baseline, high-
lighting the critical role played by feature richness in recovering discriminative information under noisy
conditions.

Among the evaluated methods, the moving average filter with a window length of nine samples
achieves the highest accuracy, reaching approximately 81.6%. This result suggests that, once a sufficiently
expressive feature representation is adopted, a simple smoothing strategy aligned with the temporal scale
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of the analysis windows is sufficient to reduce residual variability without suppressing informative signal
components. The simplicity and low computational cost of the moving average filter further make it well
suited for real-time inference on resource-constrained platforms.

The Savitzky—Golay filter yields slightly lower but still competitive performance. Its ability to pre-
serve local signal trends allows a consistent recovery of classification accuracy; however, the polynomial
smoothing introduces stronger correlations between consecutive windows than the moving average, par-
tially limiting the achievable performance gain.

Despite being theoretically more sophisticated, wavelet-based denoising exhibits the lowest accuracy
among the evaluated techniques. This behavior is consistent with previous observations: when applied
to already aggregated RMS features, wavelet denoising tends to introduce multi-scale smoothing that
attenuates not only noise components but also subtle local variations that are relevant for window-level
discrimination.

Overall, these results indicate that the effectiveness of denoising strongly depends on both its position
within the processing pipeline and the expressiveness of the feature representation. Once the limitations of
RMS-only features are overcome through richer time—frequency descriptors, simple and computationally
efficient denoising techniques become not only sufficient but preferable to more complex methods. This
confirms that, in the considered scenario, the primary performance gains stem from feature engineering,
while denoising plays a secondary yet supportive role by stabilizing feature trajectories in the presence
of noise.

B.6 The Role of Majority Voting

In configurations characterized by a high level of noise, a commonly adopted strategy to improve decision
robustness consists in temporally aggregating window-level predictions through majority voting. This
approach belongs to the broader class of decision fusion and ensemble techniques, which have been
extensively studied in pattern recognition and machine learning as effective mechanisms for reducing
variance and improving robustness in uncertain environments [24} [9].

Confusion Matrix (%) - Window Level (Feature-based) Confusion Matrix (%) - Majority Vote (Feature-based)
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Figure B.3: Comparison between window-level and acquisition-level confusion matrices under noisy con-

ditions (SNR = 20 dB). Temporal aggregation via majority voting restores perfect scenario-level classifi-
cation despite window-level uncertainty.

Under majority voting, the classifier does not assume that each individual window extracted from the
signal contains sufficient information for a reliable decision. Instead, it exploits the temporal redundancy
inherent in side-channel signals to integrate multiple local predictions into a single global decision at
the acquisition level. This assumption is well aligned with the nature of side-channel leakage, where
application behavior persists over time and is reflected across multiple consecutive observations .

As highlighted by the window-level confusion matrices obtained under noisy conditions (SNR =
20 dB), window-based classification exhibits a non-negligible amount of errors, particularly for scenarios
characterized by similar energetic and statistical signatures. However, these errors are not randomly dis-
tributed. For each scenario, the proportion of correctly classified windows remains systematically higher
than that associated with any incorrect class. As a result, the prediction distribution retains a coherent
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structure, characterized by the presence of a dominant class corresponding to the true scenario, albeit
with reduced margins. In this context, temporal aggregation via majority voting amplifies the residual
discriminative information distributed across the sequence, transforming partial local correlations into a
highly reliable global decision. When the correct class represents the relative majority of window-level
predictions—even in the absence of an absolute majority—the final scenario assignment becomes stable
and accurate. This behavior is clearly observable when comparing window-level and acquisition-level
confusion matrices, where sequence-level accuracy reaches 100% for all considered scenarios.

The case of Scenario S5 is particularly illustrative. Although the proportion of correctly classified
windows for this scenario is relatively limited, it remains consistently higher than that of any competing
class. Under these conditions, majority voting successfully recovers the correct acquisition-level classifi-
cation, demonstrating that discriminative information is not concentrated within individual windows but
rather emerges through statistical accumulation over time.

It is important to emphasize that majority voting does not introduce new information into the clas-
sification process. Instead, it acts solely as a statistical integration mechanism for local predictions. Its
effectiveness therefore depends on the ability of the base classifier to preserve a meaningful—albeit par-
tial—correlation between window-level predictions and the true scenario. Consequently, majority voting
does not structurally solve the noise problem, but mitigates its effects through temporal aggregation, a
distinction that is well recognized in ensemble learning theory |24} |9].

B.7 Supplementary Confusion Matrices

This section reports additional confusion matrices computed under different noise levels and feature con-
figurations. These matrices provide a finer-grained view of misclassification patterns that are summarized
in the main chapter.

In particular, they highlight that:

e misclassifications predominantly occur between scenarios with similar workload dynamics,
e protocol-based scenarios (e.g., HTTP, FTP, FTPS) are more sensitive to noise-induced confusion,
e client-oriented scenarios preserve clearer decision boundaries even under degraded conditions.

These trends reinforce the need for noise-aware feature selection and temporal aggregation strategies.

B.8 Window-Level vs Session-Level Inference

A relevant aspect of the evaluation methodology concerns the distinction between window-level and
session-level inference. This distinction is essential because the proposed side-channel analysis pipeline
operates on temporal windows, while the monitored behavior is naturally associated with a complete
acquisition session.

At the window level, each temporal segment extracted from the acquisition is processed independently
by the classifier. Therefore, each window produces a local prediction. This type of evaluation measures
the intrinsic discriminative power of individual feature representations and provides a fine-grained view
of how well the classifier can recognize the target scenario from short portions of the signal.

However, window-level predictions are inherently more sensitive to noise, transient perturbations, and
local variations in the side-channel signal. A single window may contain only partial behavioral infor-
mation, or it may be affected by temporary distortions that reduce class separability. As a consequence,
window-level inference may exhibit local instability, especially under moderate or high noise conditions.

As illustrated in Figure[B-4] session-level inference addresses this limitation by aggregating the predic-
tions produced over the full acquisition. In this work, the aggregation is performed using the column-wise
majority voting strategy described in Section The final decision is obtained by selecting the class
that appears most frequently among the window-level predictions.

This approach exploits the temporal persistence of application behavior. Although individual windows
may be incorrectly classified, the dominant behavioral pattern is expected to remain consistent across the
acquisition session. Therefore, the aggregation process acts as a decision-level stabilization mechanism,
reducing the impact of isolated errors and emphasizing the most recurrent prediction.

Quantitative results reported throughout the thesis show that session-level accuracy consistently ex-
ceeds window-level accuracy across all considered noise regimes.
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Figure B.4: Comparison between window-level and session-level inference. At the window level, each
temporal segment is classified independently, producing local predictions that may fluctuate due to noise
or partial loss of discriminative information. At the session level, the sequence of window-level predictions
is aggregated through column-wise majority voting, producing a more stable and reliable acquisition-level
decision.

This confirms that local prediction instability does not necessarily compromise global inference re-
liability. In particular, even when noise reduces the discriminative power of individual windows, the
cumulative information distributed across the session can still support a correct final decision.

From a methodological perspective, the difference between the two evaluation levels is important.
Window-level accuracy evaluates the quality and robustness of the local representation, while session-level
accuracy evaluates the reliability of the complete monitoring pipeline. The former is more appropriate for
analyzing feature separability and classifier behavior under local perturbations; the latter better reflects
the operational objective of recognizing the behavioral scenario associated with an entire acquisition.

From a system perspective, session-level inference is particularly relevant for embedded, IoT, and
cyber-physical monitoring scenarios. In many practical applications, the objective is not to classify every
short temporal segment perfectly, but to infer the global behavior of the device or application over a
meaningful observation interval. In this context, majority voting provides a simple, interpretable, and
computationally lightweight mechanism for improving reliability without modifying the classifier or the
feature extraction process.

Overall, the comparison between window-level and session-level inference highlights a central finding of
the thesis: side-channel information is cumulative over time. Individual windows may provide incomplete
or noisy evidence, but the aggregation of multiple observations allows the system to recover a stable and
reliable behavioral interpretation.

B.9 Methodological Implications

The analyses presented in this appendix support several key methodological insights:
e feature relevance is context-dependent and affected by noise conditions,
e RMS-based preprocessing improves both stability and interpretability,
e static feature selection represents a compromise across expected environments,

e temporal aggregation acts as an effective but reactive robustness mechanism.

These observations reinforce the motivation for adaptive processing strategies discussed in the main
body of the thesis and provide empirical justification for the transition toward learning-based control
mechanisms introduced in subsequent chapters.
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Appendix C

Algorithmic Detalils

This appendix provides a concise yet formal description of the core algorithmic components underlying
the proposed side-channel analysis pipeline. The purpose of this appendix is not to introduce new
methodological contributions, but to clarify the operational flow of the main processing stages referenced
throughout the thesis.

In particular, this section focuses on the RMS-based preprocessing pipeline, which plays a central role
in transforming raw side-channel acquisitions into compact, robust, and machine-learning-compatible
representations suitable for behavioral inference under noisy conditions.
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Figure C.1: Overview of the RMS-based preprocessing pipeline adopted for side-channel behavioral infer-
ence. Raw electromagnetic and current-consumption signals are processed through background removal,
temporal segmentation, RMS computation, robust normalization, and feature extraction stages in order
to generate compact and noise-resilient feature representations suitable for machine learning classifica-
tion.

As illustrated in Figure the preprocessing workflow starts from raw side-channel acquisitions
obtained from two physical channels: electromagnetic emissions and current consumption measurements.
These signals contain both discriminative workload-dependent information and non-informative compo-
nents related to idle system activity, environmental interference, and transient perturbations.

The first processing stage consists of background removal. The initial portion of each acquisi-
tion, corresponding to idle or non-operational system behavior, is discarded in order to eliminate non-
discriminative signal components and reduce the influence of static environmental noise. This operation
allows the subsequent stages to focus exclusively on the active execution phase of the monitored scenario.

After background removal, the remaining signal is processed through temporal segmentation.
The signal is divided into partially overlapping sliding windows of fixed duration 7" with overlap factor
«a. This step transforms the continuous acquisition into a sequence of localized temporal observations
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while preserving temporal continuity across adjacent windows. The use of overlapping windows improves
temporal smoothness and mitigates abrupt boundary effects between consecutive segments.

For each generated window, the Root Mean Square (RMS) value is computed independently for
both physical channels. The RMS operation transforms raw oscillatory signals into compact energy-
based representations that preserve workload-dependent characteristics while significantly reducing di-
mensionality and sensitivity to high-frequency fluctuations. In practice, the RMS representation acts as
a compressed description of the signal energy distribution over time.

The resulting RMS sequences are subsequently processed through robust normalization. A Robust
Scaler is applied to remove the median and normalize according to the interquartile range (IQR). Unlike
standard normalization techniques based on mean and variance, robust normalization is less sensitive
to outliers and transient anomalies, making it particularly suitable for noisy side-channel environments
where signal perturbations and acquisition variability are common.

Following normalization, the pipeline performs feature extraction. Both time-domain and frequency-
domain descriptors are computed from the normalized RMS sequences in order to characterize the sta-
tistical and spectral properties of the observed behavior. Extracted features include measures related
to central tendency, variability, energy distribution, and spectral structure, generating the final feature
vectors employed for machine learning inference.

The overall design of the preprocessing pipeline intentionally balances computational efficiency, ro-
bustness, and interpretability. By progressively transforming noisy raw physical signals into structured
feature representations, the pipeline enables reliable behavioral inference while remaining lightweight
enough for deployment in embedded and resource-constrained environments.

From a methodological perspective, the pipeline also reflects one of the central principles emerging
throughout the thesis: robustness is not achieved solely through stronger classifiers, but through careful
control of the representation itself. The RMS-based transformation and normalization stages contribute
to stabilizing the inferential structure of the feature space before the learning phase, thereby reducing
sensitivity to environmental noise and acquisition variability.

C.1 Column-wise Majority Voting

To improve robustness at the acquisition level, a column-wise majority voting strategy is employed to
aggregate window-level predictions into a single scenario-level decision. While the classifier operates
independently on each temporal window, the monitored application behavior typically persists over time.
Consequently, isolated prediction errors affecting individual windows can be mitigated by exploiting
temporal consistency across the full acquisition.

The overall principle of the majority voting mechanism is illustrated in Figure Each temporal
window extracted from the side-channel acquisition is first processed independently by the classifier,
producing a sequence of local predictions. These predictions may occasionally fluctuate due to noise,
transient perturbations, or local ambiguity in the feature representation. The majority voting stage
aggregates the sequence of window-level predictions and selects the dominant class as the final acquisition-
level decision.

Let an acquisition be segmented into M windows, and let §; € {1,...,C} denote the predicted class
label for the i-th window, where C' is the number of scenarios. The final predicted scenario g for the
entire acquisition is defined as:

M
] = HA {0 =
§=arg ) ) K(Gi=c)

where J¥(+) is the indicator function, equal to 1 if its argument is true and 0 otherwise.

From an operational perspective, this aggregation strategy exploits the temporal persistence of ap-
plication behavior. Even when some windows are incorrectly classified due to noise or partial loss of
discriminative information, the correct behavioral pattern generally remains dominant throughout the
acquisition. As a result, majority voting stabilizes the final decision by emphasizing consistent predictions
over isolated local errors.

In noisy environments, majority voting therefore acts as an implicit decision-level denoising mecha-
nism. Importantly, this robustness improvement is achieved without modifying the underlying feature
representation, preprocessing pipeline, or classifier architecture. Instead, robustness emerges from tem-
poral aggregation and behavioral consistency over time.
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Figure C.2: Column-wise majority voting strategy for acquisition-level behavioral inference. Temporal
windows extracted from the side-channel acquisition are classified independently, producing a sequence of
local predictions that may include unstable or noisy decisions. The majority voting mechanism aggregates
these predictions and selects the most frequent class as the final acquisition-level scenario, improving
robustness and reducing the impact of transient misclassifications.

As discussed in Chapter 4, column-wise majority voting significantly improves acquisition-level accu-
racy and reliability, particularly under moderate and high noise conditions. The obtained results confirm
that side-channel information is inherently cumulative over time and that reliable behavioral inference
can emerge even when individual temporal windows exhibit limited discriminative power.

This strategy is particularly suitable for operational monitoring scenarios in cyber-physical and IoT
systems, where stable long-term behavioral identification is often more relevant than isolated instanta-
neous predictions. Furthermore, the computational simplicity and interpretability of majority voting
make it compatible with lightweight embedded deployments and real-time monitoring pipelines.
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Appendix D

Implementation and Reproducibility
Notes

All experiments were implemented in Python using standard scientific and machine learning libraries,
including:

e NumPy and SciPy for numerical computation and signal processing;
e scikit-learn for classical machine learning models, feature selection, and evaluation;

e TensorFlow/Keras for deep learning experiments involving the CNN+LSTM architecture.

Experiments were executed on a workstation-class PC. GPU acceleration was not required for classical
machine learning models, while the CNN+LSTM architecture optionally benefited from GPU support
during training.
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Figure D.1: Hybrid CNN+LSTM architecture adopted for side-channel behavioral inference. Sequences
of feature vectors extracted from electromagnetic emissions, current consumption traces, RMS windows,
and statistical descriptors are first processed by one-dimensional convolutional layers to capture local
temporal patterns. The resulting high-level embeddings are then passed to an LSTM layer to model
longer-term dependencies across consecutive windows. Dropout regularization and a final softmax layer
produce scenario-level probability estimates.
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CHAPTER D. Implementation and Reproducibility Notes

D.1 CNN-+LSTM Architecture

A hybrid Convolutional Neural Network (CNN) and Long Short-Term Memory (LSTM) architecture was
implemented to model temporal dependencies across sequences of side-channel feature vectors. The ob-
jective of this model was to evaluate whether a deep learning architecture could jointly exploit short-term
local patterns and longer-term temporal dependencies emerging from consecutive observation windows.

As shown in Figure [D:I} the input of the model consists of temporal sequences of feature vectors
derived from the side-channel acquisition pipeline. Each sequence is composed of consecutive windows
extracted from electromagnetic emissions and current consumption traces. These windows are represented
through RMS values and statistical descriptors, forming a structured temporal representation of the
observed system behavior.

The first stage of the architecture is the CNN feature extraction block. One-dimensional convolu-
tional layers operate along the temporal dimension of the input sequence, applying sliding kernels over
consecutive windows. This allows the network to identify local temporal correlations, short-term fluctua-
tions, and micro-patterns that may characterize specific behavioral scenarios. The use of one-dimensional
convolutions is particularly suitable in this context because the input is not an image-like structure, but
an ordered temporal sequence of feature vectors.

Each convolutional layer is followed by batch normalization and max-pooling. Batch normalization
stabilizes the distribution of intermediate activations during training, improving convergence and reducing
sensitivity to local variations in the feature space. Max-pooling compresses the learned activation maps,
reducing dimensionality and emphasizing the most relevant local responses. This also helps mitigate the
effect of localized noise and improves the generalization capability of the model.

The high-level representations produced by the CNN block are then passed to the LSTM temporal
modeling stage. While the CNN captures local patterns over short sequences of windows, the LSTM
is responsible for modeling longer-term dependencies and temporal evolution. Through its recurrent
memory mechanism, the LSTM maintains hidden states across time steps and learns how information
evolves throughout the sequence. This enables the model to capture global behavioral dynamics that
may not be evident from isolated windows.

This architectural design reflects a local-to-global learning strategy. The CNN component extracts
compact local temporal features, while the LSTM component integrates these features over time to
infer the broader behavioral scenario. In this way, the model can exploit both short-term side-channel
variations and longer temporal dependencies associated with application-level behavior.

Before the final classification stage, dropout regularization is applied to reduce overfitting. Dropout
randomly disables a subset of neurons during training, forcing the network to learn more robust and dis-
tributed internal representations. This is particularly important in side-channel datasets, where the num-
ber of acquisitions may be limited and the risk of learning acquisition-specific artifacts is non-negligible.

The final layer of the model is a fully connected softmax classifier. It produces a probability distribu-
tion over the considered scenarios, allowing the model to assign each input sequence to the most likely
behavioral class. The predicted scenario corresponds to the class associated with the highest softmax
probability.

The model was trained using categorical cross-entropy as the loss function and the Adam optimizer
for parameter updates. Training was performed through mini-batch gradient descent for a fixed number
of epochs, using a validation split to monitor performance during training. This setup allowed the
CNN+LSTM model to be evaluated as a supervised deep learning baseline for temporal side-channel
inference.

D.2 Role of the CNN-+LSTM Model

The CNN+LSTM architecture was employed exclusively as a static supervised baseline and for compar-
ative analysis. No architectural adaptation, online retraining, or reinforcement learning interaction was
applied to the deep learning model.

During the reinforcement learning experiments presented in Chapter 6, the CNN+LSTM classifier
remained fixed, while adaptation was restricted to the feature-representation level. This design choice
ensured a fair comparison between static deep learning approaches and the proposed feature-aware adap-
tive control framework.

For consistency with the supervised learning setup, CNN+LSTM predictions were evaluated at the
window level without temporal aggregation. This choice was made to assess the intrinsic sequence mod-
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D.2 Role of the CNN+LSTM Model

eling capability of the architecture rather than the effect of decision-level fusion mechanisms such as
majority voting.
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