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Abstract

Future wireless systems must deliver higher data rates and reliability while
meeting strict power consumption limits and hardware costs. In recent years,
researchers have begun using Reconfigurable Intelligent Surfaces (RIS)
and Reconfigurable Holographic Surfaces (RHS) to control the way signals
move through space, relying on dense panels made of simple reflective
units that require little power. This thesis investigates the design, modelling,
and optimization of such metasurface-aided communication systems with
a focus on energy efficiency, spectral performance, and physical-layer
security.

The first part of the work analyses the role of active and nearly-passive
RIS architectures under a global reflection constraint. Closed-form models
for power consumption and achievable rate are derived, and new optimiza-
tion frameworks are proposed for joint beamforming and reflection control.
Results show that nearly-passive designs can approach, and in specific
regimes surpass, the performance of active RISs when hardware losses are
accurately accounted for. The analysis also clarifies how the power budget,
amplifier efficiency, and the number of reflecting elements determine the
optimal architecture.

The second part addresses the Global Energy Efficiency (GEE) and Se-
crecy Energy Efficiency (SEE) of metasurface-assisted multi-user MIMO
systems. Novel algorithms are developed by combining fractional program-
ming, sequential convex approximation, and the Dinkelbach-type method.
Both the transmitter and the RIS/RHS coefficients are jointly optimized
under realistic power and hardware constraints. The proposed schemes
guarantee convergence to stationary points and significantly improve energy-
per-bit and secrecy performance compared with conventional designs. The
study also highlights the importance of explicitly optimizing for SEE rather
than only maximizing the secrecy rate, as efficiency-driven formulations
yield stable operation at moderate power levels without sacrificing security.

The final part explores dual-metasurface configurations, in which a
transmit-side RHS is combined with an environmental RIS. This setting
enables fine control of both the transmitted and reflected wavefronts. A
dedicated optimization framework is introduced to coordinate the two sur-
faces under the unit-modulus constraint, enabling joint adaptation of the
transmit and reflecting metasurfaces. Simulation results confirm that a base
station with a few radio-frequency chains, assisted by a dual-metasurface
arrangement, can outperform a much larger fully-digital array in overall
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system efficiency. These findings establish dual-metasurface architectures as
a viable path toward secure and sustainable sixth-generation (6G) wireless
networks.

All optimization algorithms were implemented in PYTHON and MAT-
LAB using MOSEK and CVX/CVXPY toolboxes. Extensive numerical experi-
ments validate the analytical developments and provide design guidelines
for future metasurface-assisted systems. In summary, the thesis contributes
new theoretical insight and practical tools for realizing energy-efficient,

secure, and programmable wireless environments.
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Chapter 1

General Introduction

1.1 Motivation and Vision: Why RISs? Why EE
and SEE matter for 6G?

The evolution of wireless connectivity has transitioned from a best-effort
broadband model to a critical infrastructure essential for industries, trans-
portation, healthcare, and public services. Traditionally, the advancement of
new generations has relied on three main pillars: spectral efficiency, reliabil-
ity, and latency. As the focus shifts towards sixth-generation (6G) systems, a
necessary fourth pillar emerges: sustainability [70]. 6G must simultaneously
cater to ultra-dense machine-type communications, immersive XR experi-
ences, and safety-critical automation, all while adhering to strict energy and
security requirements. This thesis acknowledges the dual requirement and
prioritizes energy efficiency (EE) and secrecy energy efficiency (SEE) as primary
design metrics.

Technological advancements such as massive MIMO and mmWave ac-
cess have achieved significant gains in spectral efficiency; however, the
improvements in energy efficiency observed in 5G have not met initial expec-
tations. Projections anticipated substantial gains (e.g.,~2000 x over LTE) [36].
Progress has been far more limited, constrained mainly by a significant static
power floor resulting from numerous RF chains, high-speed data converters,
baseband processing, and cooling needs. Evaluations from the industry
suggest that while 5G enhances peak rates, its infrastructure may consume
more power than 4G due to extensive digital arrays [45], [54]. In lightly
loaded scenarios, the transmit power becomes insignificant compared to
static consumption, leading to a nearly linear association between traffic
growth and energy usage, an unsustainable path for 6G [34].



2 1 General Introduction

Equally vital is the issue of intrinsic confidentiality. 5G primarily depends
on higher-layer cryptography; despite being robust, this cryptography in-
creases processing and latency while not altering the broadcast nature of
radio transmission. Emerging applications like vehicular coordination, re-
mote actuation, and financial transactions require physical-layer protection
to complement cryptographic measures. Secrecy energy efficiency (SEE) mea-
sures the securely transmitted information bits per Joule [14], [92], thereby
integrating sustainability with confidentiality into a single, deployment-
relevant metric. Based on this perspective, our research approaches energy
and secrecy as joint physical-layer goals rather than isolated targets [31].

Reconfigurable intelligent surfaces (RISs) address both challenges by trans-
forming the radio environment into a programmable resource. By electronically
adjusting sub-wavelength elements, an RIS can control the phase and in
some cases, the amplitude of incoming waves, enabling reflection shap-
ing, interference suppression, and spatial energy steering [22], [23], [84].
Since the control mechanism is mainly analog, and per-element static power
consumption is minimal, RISs enable extensive wave manipulation at a sig-
nificantly reduced energy cost compared to fully digital arrays. When paired
with physical-layer security (PLS) designs, RISs can reshape propagation in
favor of legitimate users while hindering eavesdroppers, providing inherent
secrecy benefits by construction [22].

This thesis examines three complementary architectures within a cohesive
modeling framework:

* Nearly-passive RISs operate in a phase-only (or near unit-modulus)
mode with extremely low circuit power. Their primary drawback
is the well-established issue of double (multiplicative) fading: the total
gain is the product of Tx—RIS and RIS—+Rx path losses, which can
significantly weaken cascaded links unless the geometry and place-
ment are optimized [23]. This drives the need for careful design and
large-aperture solutions.

* Active RISs incorporate reflection-type amplification to alleviate dou-
ble fading. Amplification occurs in the electromagnetic domain (as
opposed to relays) and does not require RF chains; however, it intro-
duces internal noise and non-negligible static power, making overall
gains regime-dependent [32], [53], [99]. Determining the conditions un-
der which active RISs surpass nearly-passive ones in terms of SEE/EE
is a key focus of this thesis.
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¢ Dual-metasurface systems combine a reconfigurable holographic sur-
face (RHS) in the base station near field (for analog-domain beam-
forming) with an external RIS that modifies the environment. This
combination reduces dependence on energy-intensive digital RF chains
while maintaining strong spatial control, resulting in significant EE im-
provements and, under secrecy constraints, SEE advantages compared
to traditional designs [33].

Traditional abstractions enforce constraints of unit-modulus (or limited
amplitude) on each element. Instead, we take a global-reflection approach
that views the surface as a macro-reflector bound by an aggregate power-
balance constraint: energy is conserved during nearly-passive operation and
budgeted for active operation. This physics-informed relaxation facilitates
the redistribution of reflection power among elements, expands the feasible
set compared to unit-modulus designs, and offers a common ground for
evaluating both nearly-passive and active scenarios. The resulting design
space provides significant enhancements in both energy efficiency (EE) and
secrecy energy efficiency (SEE) and is better aligned with realistic wave
interactions [34], [79].

Our primary vision is that programmable propagation achieved through nearly-
passive RISs, active RISs, and dual-metasurface designs is a fundamental
element of sustainable and secure 6G networks. By prioritizing EE and SEE
as key goals and integrating all three architectures within a global-reflection
model that accounts for realistic circuit/noise considerations, this thesis
provides a cohesive framework and implementable design guidelines for
6G implementations. Conceptual comparisons are illustrated in Fig. 1.1.1
and discussed in detail throughout; the optimization strategies (fractional
programming, alternating optimization, SCA, and SDP-based rank-1 enforce-
ment) are outlined in Section 1.4 and thoroughly derived in the Appendices.

1.2 Research Context: Limitations of 5G and the
llgapsll

The fifth generation of mobile systems has introduced transformative tech-
nologies, including massive MIMO, millimeter-wave access, and network
slicing; however, it has not adequately resolved two critical structural defi-
ciencies on the trajectory to 6G: the energy-efficiency gap and the security
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gap. Both are grounded in essential elements of 5G’s physical-layer architec-

ture and implementation strategies, necessitating a paradigm shift to achieve

the lofty performance and sustainability objectives of 6G.

The energy-efficiency gap

Massive MIMO utilizing completely digital beamforming has emerged as

the technological hallmark of 5G. The system may spatially multiplex multi-

ple users by outfitting base stations with numerous active antenna elements

and specialized RF chains, and achieve significant capacity enhancements.

This architectural decision incurs a considerable energy expenditure. Each
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RF chain requires power-intensive components—such as data converters,
mixers, filters, and cooling systems—that create a static power floor regardless
of the traffic load [9]. Consequently, the energy efficiency (EE), quantified
in bits per Joule, demonstrates only marginal enhancements relative to
LTE, far behind the thousand-fold advancement anticipated in initial 5G
roadmaps [36]. In weakly loaded or idle conditions, where transmission
power is minimal, static circuit consumption predominates the overall en-
ergy expenditure, resulting in suboptimal energy efficiency. This scaling
limitation indicates that increasing network density with larger arrays and
higher carrier frequencies would not yield lasting improvements. Without
innovative physical-layer approaches, the demand for 6G traffic may lead to
a nearly proportional increase in network power consumption.

The security gap

Alongside its efficiency, 5G also raises ongoing concerns related to confiden-
tiality and reliability. The security framework predominantly depends on
advanced cryptographic algorithms at higher layers for authentication, key
management, and data protection. Although established and stable, these
systems introduce latency, elevate computing demands, and are susceptible
to scaling and backward compatibility challenges. Crucially, they do not
modify the broadcast nature of the wireless medium: adversaries within the
vicinity of a transmitter may invariably intercept radio signals, irrespective
of the encryption employed [11]. Physical-layer security (PLS) provides
an auxiliary method by utilizing the intrinsic randomness of channels to
ensure confidentiality at the waveform level. Methods such as artificial
noise production, cooperative jamming, or beamforming nulls can enhance
secrecy capacity. Nonetheless, these methods generally incur significant
transmit power, diminished data speeds, or considerable energy consump-
tion. Although standard PLS approaches are theoretically promising, they
have yet to exhibit the scalability or efficiency required to meet the demands
of ubiquitous 6G services.

Implications for 6G

The simultaneous presence of these two gaps carries substantial ramifica-
tions. Energy sustainability and inherent confidentiality are not distinct
design goals but interdependent constraints: secure transmission must be
accomplished without incurring excessive energy expenditure, and efficient
communication must be resilient against eavesdropping. Addressing these
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gaps necessitates a novel paradigm wherein energy and secrecy are regarded
as joint optimization objectives at the physical layer, rather than as separate
aims across various stack tiers. When created with stringent energy-efficient
and secrecy-conscious standards, reconfigurable intelligent surfaces (RISs)
present a compelling solution to address this gap. By enabling low-power,
programmable wave management, RISs provide additional spatial degrees
of freedom that can simultaneously enhance energy efficiency and guarantee
physical-layer security, thereby addressing the limitations that 5G has not
resolved.

1.3 RIS as an Enabler: Architectures, Double Fad-
ing, and Global Reflection

Reconfigurable intelligent surfaces (RISs) are planar metasurfaces populated
by many sub-wavelength scattering elements whose boundary impedances
can be electronically tuned to control the phase (and, in some implemen-
tations, the amplitude) of impinging electromagnetic waves. By program-
ming the reflection profile across the surface, the wireless medium itself
becomes a design parameter, enabling environment-aware beamforming
with vanishingly small radio-frequency (RF) footprint compared to fully-
digital arrays [10], [84]. In this thesis, we consider three architectural families:
nearly-passive RISs, active RISs, and dual-metasurface systems, and adopt a
unified modeling viewpoint based on global reflection constraints suited for
energy/secrecy analyses. [34].

1.3.1 Nearly-Passive RISs and the Double-Fading Bottleneck

A nearly-passive RIS comprises N reconfigurable elements with reflection
coefficients ¢, = pue/®, typically operated in phase-only mode (0, =~ 1)
to minimize circuit power. Let H € CN*Nt denote the Tx—RIS channel,
G € CN*N the RIS—»Rx channel, and @ = diag(¢y, . .., $n) the RIS response.
The end-to-end (cascaded) MIMO channel is

Het = G®H,  (SISO: hepe = g ®h). (1.3.1)

For clarity of exposition, the direct transmitter—receiver (Tx—Rx) path is
not included in (1.3.1). This modeling choice is motivated by practical de-
ployment scenarios in which the direct link is severely attenuated or blocked,
such as dense urban environments, indoor layouts with obstructions, or
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unfavorable propagation geometries. In these cases, the RIS-assisted link
becomes the dominant or most reliable communication path, and isolating
its contribution allows the impact of the reconfigurable surface to be more
clearly analyzed. The inclusion of a direct link would result in an additional
additive channel term and does not alter the structure of the optimization
frameworks developed in this thesis.

While coherent phase alignment across elements can yield an O(N?)
array-product gain in the best case, the effective large-scale attenuation is the
product of the Tx—RIS and RIS—Rx path losses. This double-fading effect is
the fundamental bottleneck of nearly-passive RISs [22], [85], [99]. Unless the
surface is large and optimally placed (favorable distances/angles), the cas-
caded link can be substantially weaker than a direct link, limiting achievable
rates and coverage [10], [44].

From an energy perspective, nearly-passive RISs are attractive because
they require only quasi-static control power (for biasing and switching) and
introduce no additional RF noise [85]. In practice, discrete phase quanti-
zation and element losses slightly reduce ideal gains, but the overall static
power floor remains orders of magnitude below that of fully-digital arrays.
Consequently, nearly-passive RISs can deliver significant energy-efficiency
(EE) benefits whenever geometry permits strong cascaded channels [22],
[34], [44].

1.3.2 Active RISs: Gain Versus Power/Noise Trade-Off

To alleviate double fading, active RISs embed low-power reflection-type
amplifiers at the elements, enabling p, > 1 and direct compensation of
the cascaded attenuation at the electromagnetic wavefront. Modeling-wise,
the received signal at the BS (uplink) or at the UE (downlink) acquires an
additional term due to the RIS internal noise: if ng ~ CA(0,031) is the
amplified thermal noise introduced at the surface, the receiver collects both
the desired G®Hx and the colored noise G®ng, on top of receiver noise. At
the same time, amplification incurs non-negligible static power in the RIS
circuits.

Therefore, active RISs offer a conditional advantage: they can deliver
higher SNR (and, under secrecy constraints, a stronger legitimate channel
with better spatial selectivity), but only when the net gain outweighs the
penalties due to (i) amplified noise and (ii) added circuit power. In short,
their merit depends on three coupled factors: the strength of the cascaded
channels, the amplification profile {p, }, and realistic static power budgets.
This thesis quantifies trade-offs under secrecy-energy efficiency (SEE) and
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EE metrics. It shows that active RISs can outperform nearly-passive ones in
weak-link regimes or unfavorable placements provided circuit budgets are
judiciously managed.

1.3.3 Global Reflection Constraints: A Unified, Physics-Aware
Model

Classical communication-centric formulations impose local constraints on
each element (e.g., unit-modulus |¢,| = 1 for passive RISs, or per-element
amplitude ceilings). However, from an electromagnetic standpoint, the
surface behaves as a coupled structure wherein power can be redistributed
across elements while respecting an aggregate conservation law (passive) or
an aggregate amplification budget (active). This motivates the global reflection
model adopted in this thesis.

Let R = 0 denotes the covariance of the impinging field at the RIS (in-
cluding multiuser contributions and, for active RISs, the internal noise term).
With ¢ = [¢1,...,¢n]T the vector of reflection coefficients, a compact expres-
sion of the surface power balance is [32], [34]:

t(Ryy") - tr(R) < PRmaxs (1.3.2)
N ——’ S~—~—
reflected RF power impinging RF power
where Pr max = 0 yields the nearly-passive case (no RF power injection),
and Pr max > 0 models an active RIS with a total amplification headroom.
Constraint (1.3.2) treats the RIS as a macro-reflector: some elements may use
|pn| > 1if compensated by others with |¢,,| < 1 (or vice-versa), as long as
the net power balance is respected.
This physics-aware abstraction has two key consequences:

1. It strictly generalizes the unit-modulus model and enlarges the feasible
set of v, enabling better alignment with composite channels G and H.
Analytical and numerical results show tangible SNR/EE gains over local
constraints, even in single-user settings [34].

2. It provides a unified framework to compare nearly-passive and active
RISs on common ground by simply varying Pr max and the noise term
0% (present only in the active case). This unification is pivotal for fair
EE/SEE comparisons and algorithmic designs that seamlessly specialize
to either regime [32], [34].
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In the remainder of the thesis, we leverage (1.3.2) to develop provably
convergent EE/SEE optimization algorithms and to derive closed-form struc-
tures in exceptional cases (e.g., single-stream or single-antenna), thereby
quantifying when and why global-reflection-aware RIS designs yield deci-
sive performance advantages over classical unit-modulus formulations.

1.4 Scope and Assumptions

This thesis adopts a set of modeling choices that strike a balance between
physical fidelity and analytical tractability and that remain consistent across
all chapters unless explicitly stated otherwise.

Network Topology and Roles

We consider a single-cell uplink/downlink system in which a multi-antenna
base station (BS) communicates with K single-antenna or few-antenna user
terminals (UTs). One or two reconfigurable metasurfaces are deployed as
part of the environment: (i) a reconfigurable intelligent surface (RIS) placed
at a favorable, fixed location to assist the cascaded Tx—RIS—Rx path; and,
in some chapters, (ii) a reconfigurable holographic surface (RHS) located
in the near field of the BS to provide analog-domain beamforming (dual-
metasurface architecture). Unless otherwise stated, the eavesdropper (Eve)
is modeled as a passive single-antenna device positioned in less favorable
propagation conditions than the legitimate receiver, which reflects practical
cases where the BS and RIS are placed deliberately to enjoy line-of-sight
(LoS) or strong components while Eve is mobile and unsynchronized.

Propagation and Channel Models

e Far-field RIS links:The UT—RIS and RIS—+BS/UE channels are modeled as
frequency-flat Rician block-fading with path-loss and shadowing. The
Rician K-factors differ across links to reflect deployment asymmetry (e.g.,
stronger LoS for RIS—BS than for UTs/Eve—RIS). Path-loss exponents
are set in line with urban macro/micro deployments (e.g., n ~ 4 for
UT/Eve—RIS, n~2 for RIS—BS), unless specified in each experiment.

* Near-field RHS links (dual metasurface): When an RHS is deployed in the
BS near field, Tx+RHS (and RHS-Rx if applicable) are modeled using
a spherical-wave propagation model; the RIS in the environment still
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uses far-field modeling. This preserves the distinct physics of near-field
focusing at the RHS and environment shaping at the RIS.

* Block fading & independence: Channels remain constant over a coherence
block and change independently between blocks. Spatial correlation at
the RIS is implicitly captured via the global-reflection formulation (see
below) through the impinging-field covariance.

Channel State Information (CSI)

o Legitimate links: The BS has perfect or estimated CSI for UTz-+BS and
RIS-assisted cascaded channels, depending on the scenario. In robust
designs, the quality of a statistically known channel (e.g., RIS+Eve) is
parameterized via a normalized error variance (NEV) and tested over
Monte Carlo realizations to emulate partial /uncertain knowledge.

» Eavesdropper links: Two regimes are considered: (i) perfect Eve CSI for
benchmark upper bounds; and (ii) statistical Eve CSI (or even absent
Eve CSI), where only distributional information is used in design while
performance is evaluated on true channel draws. This reflects practical
cases where Eve is hidden or only roughly localized.

* RIS coefficients: The reflection vector ¢ =[v1,...,yn]" is optimized cen-

trally at the BS and treated as quasi-static over the coherence block for

which it is configured.

RIS Modeling: Global Reflection, Active vs. Nearly-Passive

* Global reflection constraint: The RIS is modeled as a macro-reflector that
enforces a single power-balance constraint on the total reflected RF power,
rather than independent per-element amplitude constraints. Let R be the
covariance of the impinging field on the RIS (accounting for multiuser
signals and, for active RISs, internal noise). With T' = diag(vy),

(Passive) tr(RTT!) < tr(R), (Active) tr(RITH) < tr(R) + Pg max-

This permits local |y,| > 1 as long as the aggregate power balance holds,
consistent with physically plausible power exchange along the surface.
The nearly-passive case is recovered by setting Pr max = 0 and the RIS

internal noise to zero.

* Noise model (active RIS): Reflection-type amplifiers introduce an additive
Gaussian noise at the RIS with variance UI%IS ; after reflection, this noise is
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filtered by the RIS—Rx channel and contributes to the receiver covariance.
Nearly-passive RISs do not inject RF noise.

Local-constraint baseline: Unit-modulus (|7y,| = 1) designs are used as a
baseline. The global-reflection feasible set strictly contains the local set,
enabling performance gains and a fair comparison across passive/active
regimes by continuity in Pg max.

Power Accounting and Static Budgets

Amplification power at the RIS: The RIS RF amplification power is modeled
as the net difference Pout — Pyn = tr( (TTH — I)R); this correctly discounts
the impinging RF power, which the RIS does not consume.

Static power: total consumed power includes BS/UT RF power with am-
plifier inefficiencies, plus static circuit terms. For the RIS, static power has
a per-element bias/control term and a surface-level term; active RISs use
larger static budgets than nearly-passive ones due to amplifier biasing
and control.

Bandwidth/noise: The system bandwidth B and receiver noise figure define
the thermal-noise floor; where needed, we adopt Ny = —174dBm/Hz
with a 5dB noise figure as a reference and scale with B.

User and Array Configurations

Users: Unless otherwise noted, UTs and Eve use single antennas; exten-
sions to few-antenna UTs are stated in the relevant chapters.

BS arrays: The BS employs a moderate number of RF chains (far fewer than
fully digital massive MIMO) in dual-metasurface chapters, leveraging the
RHS for analog-domain beam shaping; in single-RIS chapters, the BS/UE
arrays follow conventional MIMO assumptions.

RIS/RHS sizes: The number of RIS elements N and RHS elements is
scenario-specific and stated in each study; placement is chosen to en-
sure favorable geometry for legitimate links while keeping Eve in a less
favorable region.
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Performance Metrics

* Global Energy Efficiency (GEE/EE):

BYr ;log,(1+SINRy)
o(IT" —DR) -+ S e + P

—
RIS RF amp. (active only)

where y are PA inefficiency factors and P; collects static terms (BS/UT/RIS).
For nearly-passive RISs, the RIS RF amplification term is zero, and only
static RIS power remains.

* Secrecy Energy Efficiency (SEE): We adopt SEE = ?,f’—olf, where SSR =
i [log,(1 + SINR; g) — log, (1 + SINR; )], is the (sum) secrecy rate
and Pyt is total consumed power as above. For dual-metasurface chap-
ters, we also consider min-SEE formulations across users, as specified
later.

Optimization and Algorithmic Assumptions

EE/SEE maximization under global-reflection constraints with (nearly-)passive
or active metasurfaces, linear receivers/precoders, artificial noise (AN), and
power budgets are the optimization challenges in this thesis. These tasks
are intrinsically non-convex and block-coupled. We summarize the algorith-
mic foundation and guiding assumptions here to maintain rigor without
overcrowding the Introduction with technicalities; complete derivations,
proofs, and per-problem specializations are left to the Appendices (see the
guidelines below).

Alternating optimization (AO) and block structure. The variables
{7 (RIS/RHS), Q (Tx cov./powers), C (lin. Rx/Tx), C, (AN) }.

represent all designs as block-structured programs.

We implement a strategy known as Alternating Optimization (AO), which
utilizes a block-coordinate descent/ascent method, optimizing one block at
a time while keeping the others constant. Each block subproblem is chosen
in a manner that it either allows for a tight convex surrogate (solved effectively
and updated in a monotonic manner) or is convex (solved to achieve optimal-
ity). AO converges to first-order stationary points and produces a monotone
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sequence of objective values, provided that standard regularity conditions
(continuity, a bounded feasible set, exact/majorizing surrogates) are met.

Dinkelbach transforms and fractional programming (FP) The standard
single-ratio form for EE and SEE is maxy Jg%. with ¢(+) > 0 an affine/convex
total-power model that incorporates transmit, circuit, and (for active sur-
faces) net RIS/RHS amplification power, and f(-) a (surrogate) concave
utility (e.g., Y log(1 + SINRy) or its tight lower bound). We use a paramet-
ric transform of the Dinkelbach-type:

)

max = = P/ max f(x)=n*g(x) =0, n1 =

g(x)

The inner problem becomes subtractive at each outer iteration (7; fixed),

and it is resolved via AO/SCA (see below). Under the surrogate qualities
used here, classic FP theory predicts a monotone ascent of the objective
and global convergence of (77;) to the optimal ratio. Appendix A.3 contains
the derivations and halting rules for the Dinkelbach updates, including
imprecise inner solves.

Majorization—-minimization (MM) / successive convex approximation
(SCA). Nonconvexities in our inner problems (at fixed Dinkelbach param-
eter) arise from three sources: (i) secrecy/AN terms under Eve’s statistical
CS], (ii) quadratic couplings in the metasurface coefficients ¢ induced by the
global-reflection model, and (iii) the log(1 + SINR) rate utilities. We handle
them via a blockwise MM /SCA scheme that constructs, at iteration t, a con-
cave lower surrogate f(- | x(*)) satisfying tangency and global lower-bounding,
and then maximizes this surrogate over the current block. In keeping with
the surrogate templates formalized in Appendix A.4, we only use:

e First-order minorizers of concave utilities: log(1+4z) > log(1+z®) + le( 7 (z

z() applied to per-block SINR arguments;

e DC (difference-of-convex) quadratic linearization: for terms of the form x" Ax —
xITBx, we linearize —x"Bx at x*) to obtain an affine (concave) lower bound
used in the y-update under global reflection;

o Log-det affine lower bound: log detY > logdet Y) + t[ (Y())~1(Y — Y())]
when rates are expressed in covariance form.

Each SCA step yields a concave subproblem in the active block over a convex
feasible set and is solved optimally; by MM theory, it ensures a monotone
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ascent of the inner objective. When these block updates are cycled (sequential
optimization), the resulting sequence converges to a block-stationary point
under standard assumptions (Proposition A.4.1, Appendix A.4). Coupled
with the outer Dinkelbach loop (Appendix A.3), the algorithm converges to
a first-order stationary solution of the original EE/SEE fractional program.

Global Reflection Model and Projection Updates. Throughout this thesis,
the metasurface is modeled as a macro-reflector subject to an aggregate power-
balance constraint. Let R > 0 denote the impinging-field covariance at the
surface, and let T’ = diag(y) collect the complex reflection coefficients. The
net reflected RF power is given by

N
Pret = tr(RFFH) = Z |'Yn|2 Rpn = ')’HD v
n=1

where D £ diag(diag(R)). Energy conservation (nearly passive) and
budgeted amplification (active) are ensured by the global-reflection sets:

Gpass = {11 7"Dy <t (R)},

Gact = {'y : 'yHD'y < tr(R) + PR,max} .

Within the AO/SCA pipeline, the  block is updated either by (i) a
closed-form step in single-stream cases (phase alignment plus amplitude
redistribution) or (ii) a projection onto Gpass Or Gact when a gradient-like step
yields an infeasible tentative iterate 4.

Projection as Weighted Radial Rescaling. The projection problem can be
formulated as

HEI}CII}] ly =43 st 4fDy<B, Be {tr(R), tr(R) + Prmax},
v
which reduces to a scalar rescaling along the current search direction, as

the constraint set forms an origin-centered ellipsoid with a diagonal metric
D > 0. The KKT conditions yield

B
* * ~ * .
v =a Yy, ®” = min 1, T .
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Therefore, feasibility is enforced through a weighted radial shrinkage in
the metric induced by D; no element-wise clipping is necessary under the
global model.

All derivations concerning the global-reflection sets, including the impact
of aggregate versus element-wise coupling, the Hadamard /diagonal struc-
ture D = diag(diag(R)), and the ellipsoidal projection described above,
are provided in Appendix A.1.3. The single-stream closed forms (phase
alignment and amplitude redistribution under the global constraint) are
detailed in Appendix A.1.4.

Rank-1 enforcement and SDP relaxations (selected cases) We apply semidef-
inite programming (SDP) through standard lifting and rank-1 relaxation
methods when dealing with coupled quadratic terms that occur in problems
(e.g., bilinear interactions between transmit covariance/beamformer and
metasurface coefficients and QoS-type constraints on SINR/secrecy). In
particular, under convex side constraints (power budgets, global-reflection
bounds, etc.), vector variables are lifted to Hermitian PSD matrices (e.g.,
xxH 5 X = 0), converting non-convex quadratic forms and products into lin-
ear functions of X. However, this introduce a constraint rank(X) = 1, which
is an intractable condition that needs to be loosened to produce a convex
SDP, which we solve effectively and utilize as a high-quality initializer for the
first-order AO/SCA pipelines and (i) as a fair-performance baseline. We em-
phasize rank-1 by using a spectral projection when a workable, high-quality
solution in vector form is required: The relaxed solution’s primary eigenpair
(Amax, Umax) is extracted, and & = v/AmaxUmax is set. A feasibility projection
(such as power normalization and projection onto the global-reflection set)
is then performed. The algorithm provides two optional features, which
include (a) eigenvector randomization of X to find the best candidate or (b) a
proximal refinement step that adds a penalty term for high-rank structure be-
fore the final projection for multiuser applications or vigorous enforcement.
The thesis depends on AO/SCA with Dinkelbach for its main computations.
However, the SDP relaxations are essential for measuring solution tightness,
generating initial points, and confirming the quality of first-order solutions.
The following information about lifting formulations, solver parameters,
and spectral-projection/penalization stages is located in Appendix A.1.7.

Linear receivers/precoders and AN. Given transmit covariances and meta-
surface variables, LMMSE linear receivers (uplink) and linear precoders
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(downlink) admit closed-form updates; their expressions (including colored-
noise covariances induced by active metasurfaces) are provided in Ap-
pendix A.1.1. The system implements AN for secrecy through its operation
within authorized data rate subspaces, which enables G, initializations in
AO using convex surrogates (Appendix A.2.2).

Statistical CSI and robustness. For the eavesdropper links, we consider
two regimes: (i) perfect CSI (used as an optimistic upper bound), and (ii)
statistical CSI, where only channel statistics are known. In the statistical case
we adopt a Jensen-based surrogate: by concavity of log(-),

E[log(1+SINR(x,¢))] < log(1+ E[SINR(x,¢)]),

Moreover, we design against the deterministic right-hand side, computed
from the available moments (e.g., E[[h"f|?] = ffRf). The replacement
inside the AO/SCA loop becomes straightforward to handle.

Initialization, complexity, and stopping. The system operates according to
physical principles during initialization through MRT/MRC for C and phase-
aligned metasurface coefficients for  in passive or small-gain active systems
and water-filling or equal-power for Q. The stopping criteria depend on
how much better the Dinkelbach-subproblem objective (inner loop) and the
ratio (outer loop) get; tolerances are given for each experiment. Inversions of
matrices about the same size as the number of antennas or elements are the
most complicated part of each iteration. This leads to a polynomial overall
cost.

1.5 Thesis Objectives

This thesis aims to create a unified and physics-aware framework for de-
signing and optimizing RIS-aided wireless networks, prioritizing energy
efficiency (EE) and secrecy energy efficiency (SEE) as primary objectives.
This approach addresses the two structural gaps left by 5G: energy sustain-
ability and intrinsic confidentiality. It leverages programmable propagation
through nearly-passive, active, and dual-metasurface (holographic+RIS) ar-
chitectures within a unified global reflection modeling paradigm [22], [23],
[32], [34], [35], [84].
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Primary Objective

PO. Develop a unified optimization framework for RIS-aided networks that
(i) incorporates both nearly-passive and active surfaces through a global
reflection power-balance constraint, (ii) considers realistic circuit and noise
power models, and (iii) facilitates the systematic maximization of energy
efficiency (EE) and secrecy energy efficiency (SEE) in single-RIS and dual-
metasurface architectures.

Specific Objectives

O1. Unified modeling through global reflection. Develop a global-reflection-
based RIS model that conceptualizes the surface as a macro-reflector,
ensuring either passive aggregate RF power conservation or an active
aggregate amplification budget. Demonstrate that the model strictly
generalizes local unit-modulus constraints and derive the correspond-
ing power accounting. This includes the net RIS RF amplification power
for active RIS and the effects of amplified internal noise [34]. This results
in a unified set of constraints that provides a continuous interpolation
between nearly-passive and active regimes, facilitating equitable com-
parisons of EE and SEE.

02. Energy-efficiency maximization (single-RIS). Formulate and address
the RIS-assisted links” global energy efficiency maximization problem,
considering multiuser interference, transmit power limitations, and
overall reflection constraints. Design low-complexity alternating and
fractional programming algorithms that exhibit: (i) monotonic improve-
ment and convergence to first-order stationary points, (ii) closed-form
updates or tight convex surrogates when feasible, and (iii) rigorous
baselines (unit-modulus RIS, no-RIS, relay-like) for benchmarking pur-
poses. Analyze specific scenarios, such as single-user or streaming
contexts, and quantify the conditions under which nearly-passive RISs
yield significant energy efficiency advantages compared to fully-digital
arrays [34].

03. Secrecy energy-efficiency maximization (single-RIS). Formulate the
maximization of the secrecy capacity under the assumptions of perfect
and statistical channel state information for the eavesdropper. Examine
the distinctions between nearly-passive and active RISs within the
unified model and develop algorithms that effectively preserve secrecy
benefits in the presence of channel state information uncertainty, while
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clearly delineating the trade-offs among reflection gain, amplified noise,
and fixed budgets [32]. Determine the operating regions (Rician factors,
placements, budgets) where active RISs significantly outperform SEE, as
opposed to regions where nearly-passive RISs are more advantageous.

Dual-metasurface (holographic+RIS) architectures for SSR/SEE. In-
troduce and analyze a dual-metasurface system comprising a reconfig-
urable holographic surface (RHS) that facilitates analog-domain beam-
forming in the BS near field, alongside an external reconfigurable in-
telligent surface (RIS) that modifies the surrounding environment. (i)
Implement a joint optimization approach for RHS weights, RIS coef-
ficients (both under local unit-modulus constraints), and transmit co-
variance/powers plus artificial-noise (AN) structures to achieve secrecy
rate and energy efficiency objectives; and (ii) Quantify the conditions
under which the dual approach can reduce the required number of
digital RF chains while preserving or improving secrecy rate/SEE, in
comparison to large fully-digital arrays [33]. Present max-min SEE
fairness formulations as applicable.

Complexity, scalability, and convergence assurances. For each al-
gorithm, determine the complexity per iteration, assess the memory
requirements, and define the stopping criteria. Additionally, demon-
strate the monotonicity and convergence to stationary points under
typical regular conditions. Analyze scalability in relation to the number
of RIS elements, antennas, and users. Identify implementation-friendly
variants, such as block-coordinate or two-stage updates, that preserve
most benefits while minimizing computational costs.

Comprehensive benchmarking and design guidelines. Conduct com-
prehensive Monte Carlo simulations, usually using 10° realizations,
focusing on critical parameters such as Rician K-factors, path-loss expo-
nents, RIS size and placement, static and amplification budgets, quanti-
zation losses, and the quality of channel state information (CSI). Con-
duct a benchmark comparison with local unit-modulus RIS designs
and fully-digital baselines. Develop actionable guidelines for 6G de-
signers regarding: (i) the deployment of nearly-passive versus active
RISs; (ii) optimal placement of surfaces to reduce double fading; (iii)
sizing of static/amplification budgets to enhance EE/SEE; and (iv) the
conditions under which a dual-metasurface architecture is favored over
scaling digital arrays [32], [35].
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Intended Outcomes

The proposed scientific outcomes include: (i) a principled and reusable
modeling layer for RISs that accurately represents power flows through
global reflection; (ii) a set of provably convergent algorithms for maximizing
EE/SEE in passive, active, and dual-metasurface systems; and (iii) validated
deployment rules that provide specific recommendations for 6G design.
These outcomes collectively address the energy and security gaps of 5G by
prioritizing energy efficiency (EE) and security efficiency (SEE) as primary
design targets in programmable wireless environments.

1.6 Research Questions

This thesis is organized around six specific questions, examined within the
cohesive framework of global-reflection modeling, EE/SEE metrics, and
AO/SCA utilizing fractional programming (Secs. 1.1-1.4).

RQ1. What operating regimes allow active RISs to provide a net energy ef-
ficiency or spectral efficiency advantage compared to nearly-passive
RISs? Scope: geometry and path loss of the cascaded links, K-factors,
aperture size, amplification, and circuit budgets.

RQ2. What is the extent of improvement in EE/SEE provided by global-
reflection constraints compared to unit-modulus RIS designs? Scope:
quantitative gains compared to unit-modulus RIS, no-RIS, and relay
baselines under the same power budgets; limits for single-user/stream
scenarios.

RQ3. What is the robustness of SEE-optimal designs in the presence
of imperfect or statistical eavesdropper channel state information
(CSI)? Scope: gaps in the secrecy rate and secrecy energy efficiency
between perfect CSI and statistical CSI treatments across varying
levels of uncertainty.

RQ4. Can dual-metasurface systems (RHS and RIS) decrease the num-
ber of digital RF chains while maintaining or enhancing energy
efficiency and spectral efficiency? Scope: Co-design of RHS/RIS
apertures, placement, and power budgets to achieve target EE/SEE
with fewer RF chains.

RQ5. What are the scalable algorithms with provable convergence that ef-
fectively address large-scale RIS co-design? Scope: AO/SCA utilizes
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fractional programming and SDP relaxation with rank-1 enforcement
as necessary, resulting in monotone ascent and first-order stationarity,
characterized by polynomial complexity per iteration.

RQ6. What are the deployment and budgeting guidelines that facilitate
sustainable and secure 6G? Scope: Develop charts and heuristics
for architecture selection (passive, active, dual), placement strategies
to reduce double fading, and static/amplification budgeting for net
energy and spectral efficiency gains.

All questions are addressed uniformly, utilizing identical channel abstrac-
tions, power accounting, and global-reflection feasibility, allowing for direct
conclusions comparability across architectures and CSI regimes.

1.7 Thesis Contributions and Structure

The thesis is structured in five chapters. Chapter 1 (this chapter) motivates
the problem, positions the work within 6G, and states the scope, assump-
tions, objectives, and research questions. The three technical chapters, Chap-
ters 2—4, develop our unified framework and results; Chapter 5 concludes
with design guidelines. Below, we summarize the main contributions of
each chapter and relate them to the associated publications.

To improve coherence and avoid repetition, Chapter 1 provides the uni-
fied background used throughout the thesis, including the key architectures
(nearly-passive RIS, active RIS, and RHS/RIS dual-metasurface systems), the
adopted power-consumption modeling principles, and the global-reflection
paradigm that enables a common comparison framework. The subsequent
technical chapters therefore keep their introductory parts concise and focus
only on the chapter-specific problem formulations and contributions, each
including an explicit chapter roadmap to guide the reader.

e Chapter 2: Energy Efficiency with Global-Reflection RIS (Active vs.
Nearly-Passive). This chapter formulates and solves the global energy-
efficiency (EE) maximization problem for RIS-aided links under a global
reflection model that treats the surface as a macro-reflector. The key contri-
butions are:

1. Unified, physics-aware RIS modeling. We formalize a single power-balance
constraint that enforces aggregate RF conservation (passive) or an aggre-
gate amplification headroom (active). We derive a correct RIS power ac-
counting based on the net RF amplification Poy¢ — Pin = tr((ITTH —I)R),
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in contrast to models that equate RIS power to Pyt alone. The nearly-
passive case is recovered by Pr max = 0 and zero RIS noise; the active
case by Prmax > 0 and nonzero RIS internal noise variance. This
modeling strictly generalizes unit-modulus designs and enables fair
active/passive comparisons.

2. Optimization and algorithms. We pose the GEE problem over user pow-
ers, linear combiners/precoders, and RIS coefficients. We devise a low-
complexity alternating (sequential fractional) procedure with mono-
tonic ascent and convergence to first-order stationary points. In the
single-user scenario, a closed-form solution for the optimal RIS alloca-
tions is presented, which considers global reflection, including phase
alignment and amplitude redistribution. This approach reveals the
structure of the SNR gain in relation to unit-modulus baselines.

3. Design insights and placement rules. Through extensive Monte Carlo
averaging (typically 10° realizations), we quantify the GEE gains of
global reflection over local constraints, characterize sensitivity to Rician
K-factors and path-loss exponents, and extract RIS placement guidelines
that mitigate double fading while maximizing EE. We also benchmark
against no-RIS and relay-like baselines to isolate the benefits due to
programmable reflection.

Related Publications.

- R. K Fotock, A. Zappone and M. D. Renzo, Energy Efficiency Optimiza-
tion in RIS-Aided Wireless Networks: Active Versus Nearly-Passive RIS With
Global Reflection Constraints, in IEEE Transactions on Communications,
vol. 72,no. 1, pp. 257-272, Jan. 2024, doi: 10.1109/ TCOMM.2023.3320700.
(full paper; integrated and extended in this thesis). [35]

- R. K. Fotock, A. Zappone and M. D. Renzo, Energy Efficiency Maxi-
mization in RIS-aided Networks with Global Reflection Constraints, ICASSP
2023 - 2023 IEEE International Conference on Acoustics, Speech and
Signal Processing (ICASSP), Rhodes Island, Greece, 2023, pp. 1-5, doi:
10.1109/ICASSP49357.2023.10096617 (conference paper) [29]

- R.K Fotock, A. Zappone and M. Di Renzo, Energy Efficiency in RIS-Aided
Wireless Networks: Active or Passive RIS?, ICC 2023 - IEEE International
Conference on Communications, Rome, Italy, 2023, pp. 2704-2709, doi:
10.1109/1CC45041.2023.10279284 (conference paper) [28]
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- Fotock, Robert Kuku, Alessio Zappone, and Marco Di Renzo. Energy

Efficiency Maximization in RIS-Assisted Networks: Exploring the Benefits of
Global Reflection Constraints, 1st INTERNATIONAL PhD SYMPOSIUM
ON ENGINEERING AND SPORT SCIENCE. (extended in this thesis).
[34]

* Chapter 3: Secrecy Energy Efficiency (SEE) in RIS-Aided Networks

(Active vs. Nearly-Passive). Here we elevate privacy to a first-class ob-
jective and develop a unified SEE framework under perfect and statistical
eavesdropper CSI. The main contributions are:

1. Unified SEE formulation with global reflection. We cast the problem as a

single network SEE maximization—the ratio between the sum secrecy rate
and the total consumed power (transmit power + circuit power + RIS
static power and, when applicable, RF amplification). The same macro-
reflector (global-reflection) constraint used in Chapter 2 is adopted, so
that nearly-passive and active RIS are obtained by tuning (Pg max, 05;g)
(with active RIS including amplification noise and static overhead). The
formulation accommodates perfect and statistical Eve-CSI and is solved
via AO/SCA coupled with a Dinkelbach-type outer loop.

. Robust design under imperfect/statistical Eve CSI. We develop effective

alternating optimization schemes even when Eve’s channel is known
only statistically. We handle the expectations within secrecy-rate ex-
pressions using the Jensen inequality-based approach, which allows
us to derive closed-form moments of random quadratic forms. This re-
sults in deterministic, concave subproblems for each block. The design
leverages spatial selectivity (beamforming and RIS phasing under the
global-reflection model) to limit leakage while preserving legitimate-
rate efficiency, and it maintains monotone ascent with convergence to a
block-stationary point across uncertainty levels.

. Active vs. nearly-passive regimes for SEE and operating frontiers. We identify

operating regions where active RISs truly dominate SEE (weak cascaded
links, moderate amplification budgets) versus regions where nearly-
passive RISs remain preferable (strong cascades, tight static budgets).
We also plot the working frontiers for GEE-SR and SEE-SSR to quantify
the trade-off between energy-oriented and rate-oriented designs.

Related Publications.
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R. K. Fotock, A. Lucky Imoize, A. Zappone, M. Di Renzo and R. Garello,
Secrecy Energy Efficiency in RIS-Aided Networks: Active or Nearly-Passive
RIS? (journal manuscript/extended preprint; integrated and expanded
here). [32]

R. K. Fotock, A. Zappone and M. Di Renzo, Secrecy Energy Efficiency Max-
imization in RIS-Aided Wireless Networks, ICC 2024 - IEEE International
Conference on Communications, Denver, CO, USA, 2024, pp. 3065-3070,
doi: 10.1109/1CC51166.2024.10623096 (conference manuscript). [26]

R. K. Fotock, A. Lucky Imoize, A. Zappone, M. Di Renzo and R. Garello,
Secrecy Energy Efficiency Maximization in RIS-Aided Wireless Networks
with Statistical CS1, 2024 1IEEE 25th International Workshop on Signal
Processing Advances in Wireless Communications (SPAWC), Lucca,
Italy, 2024, pp. 696-700, doi: 10.1109/SPAWC60668.2024.10694589 (con-
ference manuscript). [27]

¢ Chapter 4: Dual-Metasurface Architectures (Holographic Surface + RIS)

for EE/SEE. We introduce a dual-surface architecture that pairs a recon-

figurable holographic surface (RHS) in the BS near field with an external

RIS that shapes the environment. The contributions are:

1.

System modeling and near-/far-field coupling. We adopt a tractable, EM-
aware channel model with spherical-wave (near-field) propagation for
Tx+RHS (and RHS-Rx when applicable) and Rician far-field links
for the environmental paths. In this chapter, both the RHS weights
and the external RIS coefficients obey local unit-modulus constraints
(|Bm| = 1, |vn| = 1), i.e., phase-only control per element; no global-
reflection relaxation is used. This modeling choice isolates the impact
of holographic analog beamforming at the transmitter and clarifies
the incremental role of the environmental RIS within the dual-surface
architecture.

. Max-min SEE optimization with artificial noise. We formulate a fairness-

oriented max—min SEE problem that jointly optimizes the RHS phases
B, RIS phases v (both with local unit-modulus constraints), the transmit
beamforming/covariance Q, and an artificial-noise (AN) covariance
G (including power splitting between data and AN). The problem is
tackled via a generalized Dinkelbach framework for fractional max—-min
objectives, combined with blockwise MM/SCA updates: phase vari-
ables are updated through phase-only projections. At the same time,
covariance blocks use SDP relaxation with rank-1 enforcement by spectral
projection where applicable. The algorithm exhibits monotone ascent
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of the inner surrogate and converges to a block-stationary point with
polynomial per-iteration complexity.

3. Digital RF-chain reduction. We show that a dual-metasurface design,
RHS at the transmitter and an external RIS, can achieve equal or higher
EE/SEE with fewer digital RF chains than large fully-digital arrays.
Under identical power accounting and local unit-modulus constraints
on both surfaces, the RHS’s analog holographic beamforming plus
environmental shaping by the RIS offsets the circuit-power floor of large
digital arrays; gains are most pronounced in weak-cascade geometries
and moderate K-factors where scaling digital chains yields diminishing
returns.

Related Publications.

- Fotock, R.K., Imoize, A.L., Zappone, A. et al. Secrecy energy efficiency
maximization in dual-metasurface-aided wireless networks. EURASIP J. Adwv.
Signal Process. 2025, 24 (2025). https://doi.org/10.1186/s13634-025-
01231-w (journal manuscript; integrated here). [31]

¢ Chapter 5: Conclusions and Design Guidelines for RIS-Aided Sustain-
able and Secure 6G. This chapter merges the analytical and numerical
findings from Chapters 2 to 4 into actionable design recommendations. It
includes four key contributions:

1. Architecture selection. It consolidates the tradeoffs between nearly-
passive, active, and dual-metasurface (RHS + RIS) solutions into deci-
sion charts indexed by cascaded geometry, K-factors, circuit/amplification
budgets, and secrecy targets, thereby indicating when reflection gain
offsets amplified noise/static power and when passive operation (or
dual-surface cooperation) is preferable.

2. Placement and sizing. It translates the global-reflection perspective into
practical rules for mitigating double fading (favorable RIS placement,
aperture orientation), and for right-sizing surfaces and amplification
headroom so that net EE/SEE gains are realized under realistic power

accounting.

3. Algorithmic guidance. It distills complexity-aware prescriptions for
AO/SCA + fractional programming with spectral rank enforcement,
including block-coordinate variants that recover most of the perfor-
mance with controlled runtime, and robustness notes for statistical-CSI
operation and coefficient quantization.
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4. Outlook. It identifies open directions prompted by the global-reflection
and dual-surface paradigms—hardware-aware constraints (coupling,
quantization, amplifier dynamics), near-field holography, learning-
assisted control under partial/delayed CSI, integrated sensing and
communication (ISAC) co-design (secure and energy-efficient joint
beampatterning and sensing-aware global reflection), and cross-layer
integration toward standards-ready deployments.

In short, Chapter 5 converts the thesis” unified modeling and optimization
framework into practitioner-ready guidelines linking architecture choice,
deployment geometry, and budget allocation to provable EE/SEE benefits
for 6G.

Throughout the thesis, appendices collect detailed mathematical deriva-
tions (including initialization strategies and convergence proofs), extended
figures/tables, and parameter settings to ensure full reproducibility of the
reported results.

1.8 Other contributions

Beyond the core articles integrated in this dissertation, the author has pro-
duced additional publications and submissions during the Ph.D. studies.
Brief abstracts and the author’s role for each paper are provided below.

1.8.1 Journal Articles

- R. K. Fotock, A. Zappone, A. L. Imoize and M. Di Renzo, “Energy Efficiency Maxi-
mization of MIMO Systems through Reconfigurable Holographic Beamforming,”
IEEE Transactions on Communications, under review, 2025 [33].
Abstract. The paper studies a point-to-point MIMO architecture endowed with two
reconfigurable holographic surfaces (RHSs) operating near the transceiver arrays’
near field, thereby realizing fully analog holographic beamforming. The global
energy efficiency is optimized with the transmit covariance and RHS reflection
matrices, following a physics-aware global reflection power-balance model. A
sequential fractional programming algorithm is developed, which features mono-
tonic ascent and converges to first-order stationary points. Closed-form solutions
for single-stream RHS have also been derived to provide structural insights. Simu-
lation results demonstrate significant energy efficiency gains compared to fully
digital arrays, even when the latter preserve advantages in multiplexing. This
highlights analog-domain spatial processing as an energy-efficient alternative.
Author’s role. Led modeling (near-/far-field coupling, global-reflection power
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accounting), algorithm design and proofs, closed-form derivations, codebase and
experiments, and co-wrote the manuscript.

A. 1. Tunaly, R. K. Fotock, A. Zappone, G. Taricco, G. Alfano and H. A. Cirpan,
“Energy efficiency maximization in MIMO links aided by metasurfaces with global
reflection constraints,” EURASIP Journal on Advances in Signal Processing, 2025:29,
2025 [79].

Abstract. This study investigates a MIMO link assisted by a single RHS placed
close to the transmitter and addresses EE maximization under global reflection con-
straints, which combine nearly-passive and active metasurface regimes. The RHS
is optimized through the use of sequential fractional programming. At the same
time, the transmit covariance is obtained either by fractional programming or by a
standard-compliant CSI codebook, enabling a practical complexity—performance
trade-off. The research incorporates an active RHS extension, considering am-
plifier noise and overall RF amplification, along with detailed simulations that
measure the energy efficiency improvements resulting from power redistribution
across surface elements. Author’s role. Co-developed the global-reflection model
and sequential optimizer, implemented part of the numerical pipeline (including
the codebook branch), contributed to the active-RHS extension, and co-wrote
methods/results.

1.8.2 Magazine Articles

A. Zappone, M. Di Renzo and R. K. Fotock, “Surface-Based Techniques for IoT
Networks: Opportunities and Challenges,” IEEE Internet of Things Magazine, vol.
5,no. 4, pp. 72-77, Dec. 2022 [93].

Abstract. A perspective on surface-based wireless environments (RIS, holographic,
active/plug-and-play metasurfaces) tailored to IoT. The article delineates architec-
tural options, energy-efficiency implications, and self-organization prospects; it
provides illustrative results and a roadmap toward energy-neutral, programmable
IoT infrastructures. Author’s role. Co-authored the EE motivation, taxonomy
(passive/active/holographic), numerical examples, and future directions that
informed parts of the thesis modeling.

1.8.3 Conferences

R. K. Fotock, A. L. Imoize, A. Zappone, M. Di Renzo and Y. Zhang, “Energy
Efficiency Maximization of Holographic Beamforming Empowered by Nearly-
Passive RHS,” in Proc. IEEE SPAWC 2025, Surrey, UK, 2025, pp. 1-5 [30].

Abstract. This research investigates nearly-passive holographic beamforming with
reconfigurable holographic surfaces (RHSs) under a single-stream assumption,
yielding closed-form surface weight solutions and an EE-oriented transmit strategy.
Numerical results show notable improvements in energy efficiency compared to
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traditional massive digital arrays while maintaining competitive data rates. This
research establishes modeling and design benchmarks for near-field and far-field
applications, which are later generalized at the journal level. Author’s role. Lead
technical contributor: derived closed-form RHS allocations, built the end-to-end
evaluation framework, and co-wrote the paper.

- A.IL Tunali1 and R. K. Fotock (co-first), “Energy-Efficient MIMO Communication

Assisted by Metasurfaces with Global Reflection Constraints,” IEEE ICEAA 2025,
Palermo, Italy, Sept. 8-12, 2025 [80].
Abstract. A joint design for an RHS-assisted MIMO link is presented: the RHS
is optimized by sequential programming. At the same time, the transmit covari-
ance is computed either via fractional programming or by a standard-compliant
codebook search. Results show that the codebook approach closely tracks the per-
formance of full optimization at markedly lower complexity, validating the global
reflection paradigm as a physical power-balance model for practical implementa-
tions. Author’s role. Co-first Author: co-designed algorithms, implemented the
sequential optimizer and simulation stack (including CSI codebooks), performed
the complexity—performance study.
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Chapter 2

Energy Efficiency
Optimization in RIS-Aided
Wireless Networks

This chapter refers to articles published in the 2023 IEEE International Con-
ference on Acoustics, Speech and Signal Processing (ICASSP), in the 2023 IEEE
International Conference on Communication (ICC), and in the IEEE Transactions
on Communications (TCOM), doi: 10.1109/TCOMM.2023.3320700, 2023.

2.1 Introduction and Related Works

2.1.1 Introduction

This chapter investigates the maximization of the global energy efficiency
(GEE) in uplink multi-user wireless networks assisted by reconfigurable
intelligent surfaces (RISs). The focus is on understanding the fundamental
trade-offs between nearly-passive and active RIS architectures when realistic
power-consumption models are accounted for.

Nearly-passive RISs are attractive due to their extremely low circuit
power consumption, since they require only quasi-static control energy and
introduce no additional RF noise. However, their performance is fundamen-
tally limited by the well-known double (multiplicative) fading effect, whereby
the end-to-end channel gain scales with the product of the transmitter—-RIS
and RIS-receiver path losses. As a result, achieving strong cascaded links
often requires very large surfaces or favorable deployment geometries. Ac-
tive RISs have been proposed to alleviate this bottleneck by incorporating
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reflection-type analog amplification at the surface elements. While amplifi-
cation can significantly enhance the received signal power, it also introduces
additional RF power consumption, static circuit costs, and amplified noise,
making the net energy-efficiency gain strongly dependent on the operating
regime.

Beyond the conventional passive—-active dichotomy, this chapter adopts
a global reflection modeling paradigm, in which the RIS is treated as a macro-
reflector governed by an aggregate power-balance constraint rather than
element-wise local constraints. This physics-aware abstraction generalizes
traditional unit-modulus formulations, enlarges the feasible set of reflection
coefficients, and enables a unified treatment of nearly-passive and active
RIS architectures within a single optimization framework. Building on this
model, the chapter develops energy-efficiency optimization methods that
explicitly account for RIS power consumption, noise effects, and multi-user
interference, thereby providing new analytical insights and practical design
guidelines.

2.1.2 Related Works

This section reviews prior contributions on RIS-assisted communications
with an emphasis on energy efficiency and active versus nearly-passive
surface architectures. The discussion is intentionally focused on works most
closely related to the modeling and optimization aspects addressed in this
chapter, while broader background on RIS technology and 6G motivations
is provided in Chapter 1.

Research into RIS technology during its early stages concentrated on
spectral efficiency (SE) and rate optimization through deployment methods
and beamforming and hybrid system designs, which demonstrated that large
aperture RIS systems can achieve significant rate gains at minimal energy
expenditure [23], [24], [42], [83], [84]. Various active RIS architectures aim
to mitigate the double fading bottleneck. The research in [90], [102] shows
that active RISs achieve better performance than nearly-passive RISs in
uplink /downlink positioning and single-user scenarios except when power
constraints reach their limits or surface sizes remain small. The hybrid design
simplifies channel estimation through passive elements and restricted RF
sensing or amplification according to [1], [71], [76], [89]. The research field of
application-oriented studies includes device-to-device communications [67]
and secure satellite-terrestrial data transfer [62] as well as physical-layer
security for wiretap channels [47] and STAR/dual-side operation [52] and
mobile edge computing [68].
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Most EE research with active RIS systems concentrates on power re-
duction at the transmitter instead of actual EE optimization, making the
problem easier to solve but hiding the total power consumption of RIS
circuits. The research includes active RISs for omnidirectional vehicular
communication [16] and power minimization for secrecy-rate-constrained
systems [56], as well as SWIPT and WPT applications [96] and studies on
active RIS architectures that compare fully-connected and sub-connected sys-
tems [51], [103]. The optimization of network-level EE with active RISs has
been studied through fractional programming and its associated transforms
in [51], [58], [73]. However, the convergence and optimality of the solution
may be affected when the subproblems are not solved exactly. Researchers
have investigated hybrid surfaces that combine passive elements with active
components under single-antenna base station configurations to analyze
worst-case (ergodic) EE performance and multi-user interference-limited
scenarios as reported in [66].

A common modeling assumption across most of the above works is
the use of local, element-wise reflection constraints. In contrast, the global
reflection framework adopted in this chapter models the RIS as a macro-
reflector governed by a single power-balance constraint. Its implications for
communication-theoretic performance and energy efficiency are introduced
in [20] and are further developed and extended in this work.

2.1.3 Contributions

This chapter focuses on the maximization of the global energy efficiency (GEE)
in the uplink of an interference-limited, multi-user RIS-assisted network
operating under global reflection constraints. The discussion encompasses
both active and nearly-passive RIS architectures to clarify how their different
reflection mechanisms impact the energy and spectral performance of the
system. The main contributions are summarized as follows.

* Formulation of a system-level GEE model under global reflection.
A unified framework is developed that jointly optimizes the users’
transmit powers, the RIS reflection coefficients, and the base station’s
linear receive filters. The model accounts for the colored noise induced
by active amplification and treats the global reflection constraint as a
unifying condition, of which the classical local model is a limiting case.

* Sequential fractional programming framework. Two optimization
strategies are developed based on a sequential fractional programming
(SFP) approach to address the non-convex GEE maximization problem.
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The proposed algorithms monotonically improve the objective and
converge to first-order stationary points with reasonable computa-
tional complexity, while explicitly incorporating the global reflection
constraint.

* Analytical characterization under global reflection. For the single-
user, nearly-passive case, closed-form expressions are derived for the
optimal reflection pattern. This analysis quantifies the gains enabled
by global reflection compared with conventional local (unit-modulus)
designs and provides intuition on the operating regimes in which these

gains are most significant.

* Numerical comparison of active vs. nearly-passive RISs. A detailed
numerical study evaluates the proposed algorithms for both active
and nearly-passive RIS architectures. The results identify the regimes
in which active RISs provide net GEE gains despite their additional
circuit and RF power consumption, and confirm that global reflection
consistently improves energy efficiency compared with element-wise
local constraints.

Chapter Roadmap

The remainder of this chapter is organized as follows. Section 2.2 presents the
uplink multi-user system model and formulates the GEE maximization prob-
lem under global reflection constraints for both active and nearly-passive
RIS architectures. Section 2.3 discusses the relationship between global
and local reflection models, focusing on the single-user configuration for
which closed-form analytical results are obtained. Section 2.4 develops the
proposed sequential fractional programming algorithms and analyzes their
convergence behavior and computational complexity. Finally, Section 2.5
reports numerical results and highlights the main design insights derived
from the analysis.

2.2 System Model and Problem Formulation

We consider the uplink of an RIS-aided multi-user system in which K single-
antenna user terminals (UTs) communicate over the same resource block
with a base station (BS) equipped with Nr antennas. The propagation is
assisted by a reconfigurable intelligent surface (RIS) comprising N reflecting
elements as shown in Fig. 2.2.1. Let
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1
Direct Link ',
(UE-BS Link) SR -
User Equipment

FIGURE 2.2.1: Considered RIS-aided wireless network.

e h, € CN*1 denote the channel from user k to the RIS,

e G € CNr*N denote the channel from the RIS to the BS,

e I' = diag(7yy,...,vn) be the RIS reflection matrix, with y = [y, ..., "
Each user transmits a unit-variance symbol s; with power py (E[[s|*] = 1).
For notational convenience, we define Hy = diag(h(1),...,h(N)), so that
Th, = Hyy, and A £ GH,.

Here, the RIS is modeled using a global reflection constraint, in contrast to
the conventional local formulation that enforces |y,|? < 1 for each individual
reflecting element. In the local formulation, the RIS is treated as a set of N
independent meta-atoms, each behaving like an isolated mirror that cannot
radiate more power than it receives. This leads to N scalar inequalities, one
per element, and has been widely used in early RIS studies for its analytical
simplicity and intuitive appeal. However, such a model overlooks two im-
portant physical realities. First, it disregards the possibility of near-field or
surface-wave coupling between adjacent elements, which allows local power
redistribution across the surface. Second, enforcing identical per-element
bounds underestimates the design freedom of practical metasurfaces, es-
pecially when electromagnetic interactions are strong. The global reflection
model views the RIS not as a set of independent elements but as a unified
electromagnetic aperture governed by an overall power balance. In this
setting, the amount of power re-emitted by the RIS is physically limited by
the energy arriving at its surface. Only when the RIS is equipped with active
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components can additional energy be introduced to the reflected signal. This
physical constraint can therefore be stated as

Pout — Pin <0 (nearly-passive RIS), Pout — Pin < PR max (active RIS),
(2.2.1)

wherein Py, and Pyt both represent the incident and reflected powers, re-
spectively, where as Pr max denotes the maximum additional RF power that
the RIS amplifiers can supply.

Remark 2.2.1 (Generalization of Local Constraints). The global model pro-
vides a strict generalization of the local model, which states: |y,| < 1 for
all n, then it follows that Pyt < Piy. This means that the set of feasible
solutions defined by the local model is a subset of the feasible solutions in
the global model. Moreover, the global model permits certain elements to
have |y,| > 1, while other elements can have lower values, as long as the
overall surface balance remains unchanged.

The difference between local and global reflection constraints is physical
and analytical in importance. In the local case, every RIS element acts
independently, each reflecting no more power than it receives. Therefore,
the total reflection pattern is the sum of many independent, power-limited
responses. However, when a global constraint is applied, the surface behaves
as a cooperative structure: energy can flow across elements, allowing some
to radiate more strongly while others compensate by radiating less. Recent
work in electromagnetics indicates that elements placed close to each other
on a metasurface do not behave independently. They exchange energy
through near-field effects, such as evanescent and surface-wave coupling.
Because of this interaction, slight variations in the reflected amplitude at
one element can occur without breaking the overall energy balance of the
surface. From an optimization point of view, the global formulation widens
the feasible region for the reflection vector ¢, meaning it can achieve equal or
better performance than the local model. As shown later in Section 2.3, this
added flexibility becomes especially useful when the composite user—-RIS-BS
channel exhibits uneven magnitudes, since the surface can redirect more
power along stronger paths and scale down weaker ones. In an active
configuration, reflection-type amplifiers introduce additional RF energy
through active circuits or current inverters. Here, the power balance allows
the surface to emit more energy than it receives, within the limit of the
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amplifier budget Pr max:
tr(Ryy") < tr(R) + Promax, (222)

where R denotes the covariance of the incoming signal. To guarantee
that the RIS enhances rather than attenuates the signal, it must also sat-
isfy tr(Ryy") > tr(R). This global formulation reflects more accurately
how practical metasurfaces behave and, at the same time, offers a richer
mathematical foundation for system-level design. It bridges electromagnetic
modeling and performance metrics such as spectral and energy efficiency.

2.21 Channel model and assumptions

In this work, the channel is assumed to follow a block-fading behavior. That
is, it stays roughly constant over a single coherence interval but changes
from one interval to the next independently. Both user—RIS and RIS-BS links
follow Rician fading, which captures the presence of a deterministic line-of-
sight (LoS) component together with a scattered non-line-of-sight (NLoS)
component. The small-scale fading terms are assumed to be independent
across users and links.

For notational simplicity, a direct transmitter—receiver channel is omitted;
its inclusion would result in an additional additive channel term and does
not affect the structure of the proposed optimization framework.

Path-loss model. We model the large-scale path-loss as

L(d) = Cy <;0) - (2.23)

where d is the link distance, « is the path-loss exponent, dj is a reference
distance (typically 1 m), and Cy is the path-loss at dy. To make the model
more realistic, a random log-normal term can be added to represent the
slow variations in power caused by shadowing from surrounding objects.
Accordingly, we denote by Ly  the large-scale gain of the user k-RIS link
and by Lgp that of the RIS-BS link.
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Rician fading model. We model the small-scale fading as Rician:

hy =/ LUR,k< ok hE%S + /e ﬁk) , (2.2.4)
G = /Lgs <,/1 -GS + /e G> , (2.2.5)

where K1 and Kg denote the Rician factors corresponding to the transmit-

ter—RIS and RIS-receiver links, respectively. The deterministic line-of-sight
portions of the channels are represented by h]];"s and GI°S, whereas hy and
G describe the scattered non-LoS components that arise from multipath
propagation. Each latter entry is independently drawn from a complex
Gaussian distribution CN (0, 1).

Remark 2.2.2 (Cascaded path-loss and double fading). The end-to-end user—
RIS-BS attenuation scales with the product Lyg x - Lrg. This multiplicative
loss is commonly referred to as the double fading effect and constitutes a major
limitation of nearly-passive RISs. It motivates practical RIS deployment
close to the BS or user clusters, or the adoption of active RISs that can partly
compensate for this effect through amplification.

CSI assumption. Unless otherwise stated, we assume the BS has perfect
instantaneous CSI knowledge of the channels {h;} and G at the timescale
of resource allocation. A dedicated low-rate control channel links the RIS
controller with the base station, through which the optimized reflection
vector v is communicated. Throughout the analysis, all logarithms are
expressed in base 2 (so that rates are measured in bps/Hz). The total system
bandwidth is denoted by B Hz, while the noise variances 02 and 03 are
defined per complex dimension.

2.2.2 Active RIS

In the active configuration, each RIS element is equipped with a low-power
reflection-type amplifier capable of boosting the magnitude of the impinging
electromagnetic field. This design mitigates the so-called “double fading”
effect of cascaded RIS channels but introduces additional hardware power
consumption and amplifier noise. We now derive the complete signal model,
the associated SINR expression, and the power balance equations governing
active RIS operation under global reflection constraints.
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Signal model. The baseband signal impinging on the RIS can be written as

K
Yino = 3 /Prhgsp+n, (2.2.6)
k=1

where sy, is the normalized transmit symbol of user k (E[|s¢|?] = 1), py its
transmit power, hy € CN the user-RIS channel, and n ~ CN (0, UI%ISIN)
denotes the thermal /amplifier noise at the RIS elements.!

After applying the reflection matrix I' = diag(+y1, ..., yn), the radiated
signal is

K K
Voo =TyNs = Y~ /prThse +In= Y /peHeysg+In,  (22.7)
k=1 k=1
where Hy = diag(h(1),...,h(N))and y = [y1,...,vn]" collects the reflec-

tion coefficients. In principle, each element of  can adjust its amplitude and

phase.
The received signal at the BS is then:
r = Gygu + @
K
= VPr GHgy s + GIn + w, (2.2.8)

k=1

with w ~ CN(0,0%Iy,) denoting the receiver thermal noise. Defining
Aj = GHy, the effective cascaded channel of user k through the RIS is Ay.

Linear detection and SINR. Each user signal is detected at the BS through
a linear receive filter. Let ¢; € CN® denote the combining vector associated
with user k. The BS forms the scalar decision statistic

e = clr, (2.2.9)

where r is the received signal in (2.2.8). The performance of user k is quan-
tified by the signal-to-interference-plus-noise ratio (SINR), which can be
expressed as

Pk |C1£{Ak')’|2

¢ cHIWe +) p |CHA !2,
k k m#k Pm|C AmY

(2.2.10)

1Unlike a nearly-passive RIS, an active RIS necessarily injects noise because amplification
takes place in the analog RF domain.
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with Ay = GHj and where the colored noise covariance matrix is given by
W = o2y, + ois GITHGH. (2.2.11)

The structure of (2.2.10) is intuitive: the numerator represents the valuable
power of user k after combining, while the denominator accounts for both
multi-user interference and the colored noise induced by the receiver and
the active RIS.

Remark 2.2.3 (Optimal receive filters). For fixed transmit powers p and RIS
coefficients v, the SINR in (2.2.10) is maximized by the well-known minimum
mean-square error (MMSE) receive filter. Its closed-form expression is

o = VM, Ay, (2.2.12)
where the matrix
My = Y puAwyy Al +W (2.2.13)
m#k

is the interference-plus-noise covariance matrix seen by user k at the BS. The
first term in (2.2.13) accounts for the multi-user interference caused by all
other transmitters m # k. In contrast, the second term W represents the
contribution of both the BS receiver noise and the colored noise injected by
the active RIS.

This MMSE filter (2.2.12) will be assumed throughout the performance
analysis of this chapter, as it maximizes the achievable SINR for fixed (p, 7).
For completeness, a step-by-step derivation of (2.2.12) is provided in Ap-
pendix A.1.1.

Incident and radiated powers. To analyze how energy flows through the
RIS, we begin by quantifying the total RF power that reaches the surface
and the portion that it re-radiates back into the environment. The overall
incident power is given by

K K
Pn =Y prllhell® + oqisN = Y pie tr(HHE ) + 0N, (2.2.14)
=1 =1

The initial term represents the aggregate signal power from all K users,
whereas the subsequent term denotes the noise produced by the N reflecting
units of the RIS. The overall RF power radiated back by the surface is then
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given by:

K
Pout = ) petr(Heyy"HYT) + ofg tr(yy ™). (22.15)

k=1
The first term reflects the useful re-emission of the incident user signals,
whereas the second term captures the additional contribution of the am-
plified thermal noise after reflection. When no amplification is present
(|vn| = 1 for all n), it follows that Poyt = Py, which is consistent with a

passive, lossless surface.

Net amplification power. In the active configuration, reflection-type ampli-
fiers embedded in the RIS can inject additional RF power into the re-radiated
signal. The net amount of energy contributed by the surface can therefore
be quantified as the difference between the total outgoing and incoming
powers, yielding:

Pout = P = tr((47" = IN)R) , (22.16)

where

R = 3 pHIH + 05Ty (2.2.17)
k=1

is a positive-definite diagonal matrix that captures the spatial distribution of
power from the incoming user signals and the noise generated at the RIS.
A detailed derivation of this expression, starting from the definitions of P,
and Poyt, is given in Appendix A.1.2. This relationship, therefore, leads to
the global reflection constraint, which defines the feasible operating region of
an active RIS.

tr(R) < tr(Ryy™) < tr(R) + Prmax, (2.2.18)

where PR max represents the maximum RF power that the RIS hardware can
supply through its amplification circuitry.

Remark 2.2.4 (Feasibility in the active regime). The lower bound tr(Ryy!) >
tr(R) guarantees that the RIS operates in the active regime, indicating that
the surface re-radiates no less power than it receives. This condition is
always met; for instance, choosing |y,| = 1 for every element results in
equality, corresponding to the nearly-passive boundary case.
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Power consumption model. To evaluate the system’s global energy effi-
ciency (GEE), we must carefully account for all relevant power expenditures,
distinguishing between dynamic amplification costs and static circuit con-
sumptions. The power consumed by the RIS consists of three parts: the
net RF amplification power, the static per-element cost, and other fixed RIS
hardware costs. Consequently, the overall power requirement of the RIS is
given by

Pris = (Pout — Pin) + NP + P
= tr((y7" —Tn)R) + NP + P (2.2.19)

where (Pout — Pin) is the net RF power injected by the active RIS amplifiers,
Pc(fil) is the static power consumption per active element (to enable phase and
amplitude tuning), and Pélulgls captures all other fixed overheads of the RIS
hardware (e.g., control circuitry, biasing networks). Other components also
influence the overall energy use of the system in the network. In particular,
the transmit amplifiers at the user terminals contribute:

K
Pr= Y mpe+ P, (2.2.20)
k=1

where p > 1 is the reciprocal of the power amplifier efficiency of user k
(with yp = 1 corresponding to an ideal amplifier), and Py denotes static
circuit power associated with the BS and user terminals, excluding the RIS.
The total system power consumption is then obtained by summing the RIS
and non-RIS contributions:

Pt = tr(('y'yH - IN)R) +k

UiPk + Pe, (2.2.21)

K
=1

where

P. = Py + NP + Py (2.2.22)
denotes the overall static power drawn by the system, including the base
station’s fixed consumption P, the per-element static cost of the active RIS
N Pc(?q), and additional hardware overheads P(g,HIQIS'

Remark 2.2.5 (Conventional vs. proposed power model). Much of the existing
literature [41], [84], [98] tends to overstate the power usage of active RISs
by assuming it equals the total radiated power Py. In practice, however,
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the surface only draws the additional RF energy needed for amplification,
that is, Pout — Pin, because the incident RF signal is directly processed in the
analog domain rather than being regenerated at baseband. Our model in
(2.2.16) therefore provides a more accurate description of the physical power
budget of active RISs.

Global energy efficiency. With the power consumption model established,
we now introduce the main performance measure of interest—the global
energy efficiency (GEE). This metric, expressed in bit/Joule, quantifies the
number of reliable information bits transmitted per unit of consumed energy.
Formally, it is defined as

BY X ,log,(1+SINRy)
tr((y7H —In)R) + Tk pepre + P

GEE(y,p,C) = (2.2.23)

where the numerator gives the total data throughput achieved by all K users
within the system bandwidth B (bit/s), and the denominator represents the
corresponding overall power consumption P, as shown in (2.2.21). This
definition directly evaluates how efficiently the network converts electrical
energy into useful information transfer. Several factors influence the global
energy efficiency: the users’ transmit powers p, the RIS reflection vector v,
the receive filter matrix C, and the static hardware power term P.. These
parameters determine how effectively the available energy is translated into
useful data transmission.

Optimization problem. The maximization of the GEE for an active RIS
can be formulated as follows:

max GEE(y,p,C) (2.2.24a)
1p.C

st. tr(R) < tr(Ryyf) < tr(R) + Prmaxs (2.2.24b)

0<pr < Poaxtr k=1,...,K (2.2.24¢)

where (2.2.24b) enforces the overall power balance at the RIS and limits its
amplification capability, while (2.2.24c) constrains the transmit power of

each individual user to its maximum allowable level.

Remark 2.2.6. The expression in (2.2.23) makes clear that the RIS has a dual
impact on the system. The reflection vector v influences the system in two in-
terconnected ways. It governs the achievable data rates through its effect on
the SINR terms in the numerator, and at the same time determines the overall
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energy expenditure through the amplification component tr((yy" — Iy)R)
appearing in the denominator. Because these effects are interdependent,
the optimization landscape becomes inherently non-convex, motivating the
development of the dedicated algorithms discussed in the next sections.

2.2.3 Nearly-Passive RIS

We will now focus on the nearly-passive regime, which corresponds to the
traditional RIS model widely studied in the literature. In this model, the
reflecting elements do not use amplifiers and therefore do not actively add
RF power to the system. This design features simpler hardware and reduced
static power consumption, but it is affected by the well-known "double
fading" effect caused by cascaded path-loss.

System assumptions. The nearly-passive model is obtained by setting
2 —
ORis = 0, P R,max — 0,

which removes both amplification and internally generated noise at the
RIS. Consequently, the surface draws only the static power required for
configuring and controlling its reflective elements, expressed as

NPY) + PR,

where PC(,Z) denotes the control power consumed by each reflecting element,
and Pé%s represents the fixed hardware overhead, including biasing and

control circuitry.

Global reflection constraint. With these parameters in place, the global
reflection condition simplifies to

K
tr(R(p) 7)) <tr(R(p)),  R(p) = Y pH{Hy, (2.2.25)
k=1

which ensures that the RIS’s total power reradiated does not exceed the total
power received across its surface.
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Energy efficiency expression. The global energy efficiency (GEE) of a
nearly-passive RIS can therefore be written as

BY X log,(1+ SINR
GEE(y,p, C) = D xi=11082(1+ SINRy). (2.2.26)

25:1 HkpPr + Pe

where the denominator excludes any amplification-related term since the
RIS does not consume active RF power.

Optimization problem. The corresponding optimization problem becomes

max GEE(y,p,C) st (2225), 0 < px < Praxk Vk. (2.2.27)
VP,

Remark 2.2.7 (Global vs. local constraints). Nearly-passive operation gov-
erned by a global reflection rule should not be confused with the conven-
tional element-wise unit-modulus condition. In the local formulation, each
reflecting element is individually limited to |y,| < 1. Under the global rule
in (2.2.25), however, some elements may slightly exceed this limit (|y,| > 1)
provided that others compensate by reflecting less energy, so that the overall
radiated power remains physically consistent. This more flexible interpre-
tation sheds light on the performance trends discussed later in Section 2.3.
Also, broader formulation offers insight into the performance differences
that will be discussed later in Section 2.3.

Remark 2.2.8 (Problem characteristics). Both the active and nearly passive
cases described in Problems (2.2.24) and (2.2.27) fall under the category of
fractional optimization problems, which are inherently non-convex. The
numerator is non-concave with respect to (p, ), and the global constraint
couples these variables through R(p). In the active configuration, an addi-
tional dependence arises because the colored noise covariance also varies
with . These features justify the use of alternating optimization and se-
quential convex approximation strategies, which are developed in detail in
Section 2.4.

2.3 RISs with Global Reflection Constraint

Before presenting the solution methods for Problems (2.2.24) and (2.2.27), it
is useful to examine the effects of applying a global reflection constraint at the
RIS and to compare it with the traditional local, element-wise formulation.
The global model treats the metasurface as a macro-reflector, enforcing power



44 2 Energy Efficiency Optimization in RIS-Aided Wireless Networks

balance at the surface level rather than per element; this strictly enlarges
the feasible set of reflection coefficients and can yield measurable gains. For
analytical clarity and without losing the main insights, we consider first
a single-user, single-antenna receiver assisted by a nearly-passive RIS. In
this case, the surface lacks amplification capability and only reflects the
energy incident upon it. Owing to this limitation, the received power re-
mains relatively low, representing the most constrained operating condition.
Nevertheless, analyzing this regime is valuable, as it offers more profound
insight into RIS-assisted links” physical behavior and practical design limits.
The same general behavior is observed when extending the framework to
multi-user or multi-antenna networks.

2.3.1 From local to global

Recall that, in the nearly-passive regime, the RIS operates under a surface-
level power balance condition, which states that the total energy re-radiated
by the array must not exceed the energy it receives from incoming signals.
Using the notation introduced in Section 2.2.3 and setting 03, = 0, this
relationship can be expressed as

K
Pout — Pn <0 <= tr((v7y" —Iy)R) <0, R )Y pH{H,. (23.1)
k=1

By expanding (2.3.1) element by element, we obtain

K N

2 Pk Z |hn,k

k=1 n=1

2(lyal? = 1) <0, (2.32)

where h,, ; represents the n-th entry of the channel vector hy. The con-
ventional local constraint, |y,| < 1 for every reflecting element, always
fulfills (2.3.2). However, the converse does not hold, because the global
condition governs only the total reflected energy over the entire surface
rather than the behavior of each element separately. This distinction implies
that

Flocal & F global~

and therefore, some reflecting elements may temporarily reach |y,| > 1
as long as others compensate by reflecting less power, preserving the total
energy balance across the surface. From an electromagnetic perspective, this
behavior arises from near-field and surface-wave coupling among neigh-
boring elements, which enables limited energy exchange across the array.
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Viewed from a communication standpoint, the RIS functions as a unified
macro-reflector instead of a collection of independent passive mirrors. A con-
structive proof of this inclusion and additional physical insight is provided
in Appendix A.1.3.

2.3.2 Single-user optimization under the exact global con-
straint

Consider one single-antenna user and a single-antenna receiver assisted by
an N-element nearly-passive RIS. Let g,h € CN denote the RIS-receiver
and user—RIS channels, respectively, and let the user transmit with power p.
With I = diag(71,...,vNn), the coherent gain after reflection is

2

g"Th|* = (233)

N
; Tuh(n) g(n)*

In this single-user, nearly-passive case we have R = pH"H with H =
diag(h(1),...,h(N)), so the exact global constraint (2.3.1) becomes

7Ry < #(R) = ||RY%y| < u(R). (2.3.4)
Define the exact change of variables
x2RY2y,  ZH 2 gHHR71/2, (2.3.5)
and write x,, = pne/, z, = |z,|e/“*. Since ¥ = R™1/2x, the optimization
max |gH1"h‘2 st. yHRy < tr(R) (2.3.6)

is exactly equivalent to

2

max

N "
pne' ¥z
{on.Pn} Z ! "

n=1

N
st. Y ph <tr(R), pp >0, ¢y €[0,27).
n=1

(2.3.7)
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Proposition 2.3.1 (Closed-form optimizer under the exact constraint). Prob-
lem (2.3.7) admits the closed-form solution

Or = — Lz, (2.3.8)

tr(R)
0% = |zn| | =L —, n=1,...,N. (2.3.9)
! ! 211;11:1 |Zm|?

Proof. With the optimal phase choices ¢3;, the objective reduces to (¥, pn|zn |)2
The constraint ||p||3 < tr(R) corresponds to a Euclidean ball in RY, which
limits the feasible amplitude vector p to a region of bounded energy. By
applying the Cauchy-Schwarz inequality, the optimal amplitude vector p
must be collinear with |z|, that is, p = a|z| for some scalar a. Imposing
the equality condition ¥, p2 = tr(R) then determines the scaling factor and
gives the amplitude values stated in the proposition. A complete deriva-
tion based on the Karush-Kuhn-Tucker (KKT) conditions is presented in
Appendix A.1.4. u

2.3.3 Performance comparison with local unit-modulus re-
flection

We define d £ HMg, with the entries given by d, = h*(n)g(n). Let o2
represent the noise variance at the receiver. Based on the optimal global-
reflection configuration established in Proposition 2.3.1, the received signal-
to-noise ratio (SNR) can be expressed as follows:

s
[h(n)[?

N
SNRopt = % Y Suldnl?, o = >1, (2.3.10)
n=1

where the coefficients §, measure the relative contribution of each RIS el-
ement with respect to the total channel gain and we used R = p H"H,
tr(R) = p||h||?, and R™! = p~1diag(1/[k(1)[%...,1/[k(N)|?). Under the
local unit-modulus allocation (|y,| = 1, phases matched), the SNR is

N 2
SNRynj = % (2 |dn> . (2.3.11)
n=1
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Hence, the gain factor is

N

S |dn)?
SNRopt 41 > 1. (2.3.12)

SNRuni N 2 =
Y [dnl
n=1

Equality holds when the cascaded magnitudes are “flat” (e.g., |1(n)| constant
so that all J, equal), while the gain is larger when {|d, |} (and/or {|h(n)|})
are heterogeneous. Two useful regimes are illustrative:

(>

U

e If [g(n)| = 0forall n # k and |g(k)| > 0, then |d,| = 0 for n # k, and
(2.3.12) yields 57 = &; = ||h[|?/|h(k)|?. In particular, if |1(n)| = |h| for
all n, theny = N.

e If |d,| are all equal, then 7 = 1.

The gain thus scales with the “spread” of the cascaded magnitudes, con-
sistent with the macro-reflector intuition. A complete derivation of the
expression for 7, including the introduction of the scaling factor j, the proof
that 7 = 1 in the uniform channel case, and the demonstration of its linear
growth with N under highly unbalanced channel conditions is presented in
Appendix A.1.5.

2.3.4 Ordering and majorization insight

Let the set {|z,|} (equivalently, {|d,|}) be ordered in non-increasing fashion.
The following two lemmas formalize the intuition that the optimal ampli-
tude vector follows this ordering of the cascaded magnitudes and that the
corresponding objective function is Schur-convex over the ordered domain.

Lemma 2.3.1 (Monotone rearrangement). Let {z, } denote a sequence arranged
in non-increasing order, and let p be any feasible amplitude vector. If p is reordered
to follow the same ordering as {z, }, the value of ¥, pnzn does not decrease.

The detailed proof of Lemma 2.3.1, based on an exchange argument, is
provided in Appendix A.5.1.

Lemma 2.3.2 (Schur-convexity on ordered sets). Over the ordered domain
D={p:p1>--->pn}, the mapping p — YN, pnay is Schur-convex. As a
result, the objective value grows with the degree of “spread” of p in the majorization
sense.
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A rigorous proof of Lemma 2.3.2, using the derivative condition for Schur-
convexity, is given in Appendix A.5.2.

Remark 2.3.1 (Physical interpretation). In the global reflection model, energy
can flow between adjacent elements through near-field interactions, allow-
ing some surface parts to radiate slightly more power. In contrast, others
emit less, as long as the total energy across the RIS satisfies the balance
condition in (2.3.1). This macro-reflector behavior strictly generalizes the
local unit-modulus model and explains the gains in (2.3.12), which become
pronounced when the cascaded magnitudes are heterogeneous.

The above analysis shows that global reflection enlarges the feasible
RIS set and enables closed-form optimal allocations in the single-user case,
with quantifiable gains over local unit-modulus reflection. In multi-user
systems, the same coupling that drives these gains renders the GEE max-
imization non-convex and fractional, with variables (p, v, C) entering both
numerator and denominator and in the feasibility set. Section 2.4 develops
alternating/sequential fractional optimization methods to efficiently address
Problems (2.2.24) and (2.2.27).

2.4 GEE Maximization

This section focuses on maximizing the global energy efficiency (GEE) for the
general multi-user uplink scenario, considering an active RIS that operates
under the proposed global reflection constraint. The coupling among the
RIS coefficients vy, the user powers p and the BS linear receive filters C
makes the problem non-convex for several reasons: (i) ¢ appears nonlinearly
in both the useful-signal terms and the colored noise covariance induced
by active amplification; (ii) the global reflection constraint includes a non-
convex inequality; and (iii) the objective is a fractional, non-pseudoconcave
function of the decision variables. We propose two algorithmic solutions.
In this section, we develop the first one, based on alternating optimization
(AO) combined with sequential fractional programming (SFP). The second
approach (based on a weighted-MMSE reformulation) will be presented
later for completeness and benchmarking.

2.4.1 First Proposed Approach
The approach alternates over the three blocks {v, p, C}:

(i) RIS vector update: optimize v with (p, C) fixed;
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(ii) Power update: optimize p with (v, C) fixed;
(iii) Receiver update: optimize C (decoupled across users) with (v, p) fixed.

SFP handles each subproblem to obtain a concave—over—convex fractional
form amenable to standard fractional programming (e.g., Dinkelbach). The
resulting outer AO loop monotonically increases the GEE and stops when
the improvement is below a prescribed tolerance.

2.4.11 Optimization of y

For fixed transmit powers (p) and receive filters (C), the RIS-update sub-
problem can be formulated as

K HA 2

CIIjW Ce + Zm;ék Pm |CkHAm')/|2

k=1
max 2.4.1a
¥ tr(RyyH) + Py ( )
st. tr(R) < tr(Ryy?) < tr(R) + PR maxs (2.4.1b)

where P g £ Yk pkpx + P — tr(R), and the colored noise covariance matrix
is given by

W = %Iy, + 0gis GITAGY, T = diag(y).
Introducing u; = GHc; and Uy = diag(|ux(1)?, ..., |ux(N)|?) leads to
W e = 0?[leg||* + oiis v Ug- (242)

To handle the non-convexity of the numerator in (2.4.1a), a sequential frac-
tional programming (SFP) bound is constructed. For each user k, define

x=pelefAYE y=cWer+ Y pulcf Anyl?
m#k

and let 4 be a feasible reference point. The logarithmic term log(1 + f)

admits the following tight first-order lower bound, exact at (x = ¥ and

y=n*

k%@+;)zkg@+;)+?(hﬁx+y ?»

y\vx x4y
2A detailed derivation specific to the RIS-aided formulation can be found in Appendix A.1.6,
while a broader discussion of the underlying principles is available in [95].
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This bound stems from the concave—convex formulation, which guaran-
tees exactness at the selected reference point. It underpins the Sequential
Fractional Programming (SFP) framework adopted in this work and also
serves as a locally concave approximation of the rate function whose value
and gradient coincide with those of the original expression at the current
iteration.

Substituting (3.3.2) into the rate expression yields, for each user k, the

).

(2.4.3)

concave approximation

K
Ri(y) = Ay + By (Dk lcf Agy| — F — Ex [ffrzus YO+ Y pule Amy[?

m=1

where the coefficients, evaluated at the current iterate ¥, are given by

5 pelef Agy|?
Ak:l°g<1+ e 112 & o2 —H~k— Ha ~12 ]
o= [|ex || + ogis¥ Uk + Lk Pm‘ck An7|
By = peled Acy[? b2
o2 |[ck |2 + ks YUY + Lo e Pl Ay [? e Axyl
= 1 _ _
Ey = Fr = Exo?[lex > + 1.

o2||e || + 0Fis VT OKY + Tt Punlcl Ay

The only non-concave term in (2.4.3) is \c,{{ A;7y|, which is convex in 7 and
can therefore be lower-bounded by its first-order Taylor expansion around

¥, giving

_ Alle, cTALy _
I Ary| > |cf A7l +%{]M('¥’Y) . (24.4)
k

This leads to a concave surrogate, denoted R (). The right-hand inequality
in (2.4.1b) is convex, while the left-hand one is not. However, since 7Ry is
convex, it can be replaced by its affine lower bound at ¥, expressed as

iRy > 7Ry + 2 R{37R(y — 7)) (2.4.5)
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Algorithm 1 First approach — RIS update via SFP

Choose tolerance € > 0 and a feasible initializer 4 = vq;
repeat

Solve (2.4.6) for v (e.g., Dinkelbach);

Sety < v;
until ||y — || <€

At each iteration of the SFP procedure, the resulting subproblem becomes

=
R
max E}k:lik(’)/) (2.4.6a)
¥ YRy + Pc,eq
st. YRy < Prpax +tr(R), (2.4.6b)
YRy +2R{7"R(y - 1)} > &r(R), (2.4.6¢)

which represents a concave-over-convex fractional program subject to con-
vex constraints. This problem can therefore be solved efficiently using
fractional programming methods such as Dinkelbach’s algorithm. The inner
RIS update procedure is summarized in Algorithm 1.

Proposition 2.4.1. Algorithm 1 increases or preserves the global energy efficiency
(GEE) value with each iteration. The sequence generated by the algorithm therefore
converges to a stationary solution of Problem (2.4.1) that satisfies the necessary
first-order optimality conditions.

Proof. By construction, at each SFP step, the surrogate objective is a tight
(value- and gradient-matching) lower bound of the true objective at ¥, and
the affine support in (2.4.6¢) is a tight lower bound of the left global con-
straint; see Appendix A.1.6. Standard SFP arguments (e.g., [60], [95]) imply
monotonic ascent and convergence to a stationary point. |

2.4.1.2 Optimization of p
In this subproblem, the parameters (v, C) are kept fixed, and several auxil-
iary terms are introduced to simplify notation. Specifically, we define
e = |l Ay, A2 We, P = o (7] = N) + P,
and
Mieq = pc — Il + [ Hey ||

These parameters capture, respectively, the effective user-interference cou-
pling through the RIS, the contribution of colored noise at the receiver, the
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equivalent static power offset due to RIS amplification, and the adjusted
amplifier efficiency term associated with each user. Using these definitions,
the power-allocation subproblem can be written as

K
2 log <1 + Pk >
k=1

dy + ) a
max £ mtk Pmfkm (2.4.7a)
P K
Z Hkeq Pk + Peeq
k=1
st. 0 § Pk S Pmax,kr Vk. (247b)

The numerator of (2.4.7a) is non-concave in p, making direct optimization
intractable. To handle this, the objective can be expressed as a difference of
two concave functions, GEE(p) = g1(p) — £2(p), where

_ Lylog(dy + T Pmkm)
Y HieqPi + Pc,eq

_ Lylog (dx + Lotk Pmkm)

g1(p) Li HieqPi + Peeq

’ $2(p)

Letting f>(p) £ Yy log(dx + Ltk Pmkm), which is concave, its first-order
Taylor approximation at p provides a tight affine lower bound. This yields
the inequality

VAB) ' (P—B) o &5

GEE(p) > g1(p) — £2(p) —m = GEE(p),
i HieqPi y

where the gradient components are

ofp _ ay,i
i {Zi dk+ Lonpki Pmim

At each step of the sequential fractional programming (SFP) procedure, the
problem reduces to

max GEE(p) (2.4.8a)
p
st. 0 < pr < Praxks vk, (2.4.8b)

which forms a pseudo-concave fractional program with convex constraints.
This problem can be solved efficiently using Dinkelbach'’s algorithm, leading
to the iterative power-update routine summarized in Algorithm 2.

Proposition 2.4.2. Each iteration of Algorithm 2 either increases or preserves the
value of the global energy efficiency (GEE). Consequently, the generated sequence is
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Algorithm 2 First approach — Power update via SFP

Choose € > 0 and a feasible initializer p = po;
repeat

Solve (2.4.8) for p (e.g., Dinkelbach);

Setp < p;
until [p—pll <e

monotonic and converges to a stationary point of Problem (2.4.7) that satisfies the
first-order optimality conditions.

Proof. The result follows from the same line of argument used in Propo-
sition 3.4.1. In particular, the convergence behavior is guaranteed by the
fundamental properties of the sequential fractional programming (SFP)
framework: (i) the surrogate functions constructed at each step are tight at
the current iterate, and (ii) their gradients coincide with those of the origi-
nal objective. These properties ensure monotonic improvement of the GEE
value and convergence to a stationary (first-order optimal) solution. (see
Appendix A.1.6.) |

2.4.1.3 Optimization of C (Linear Detection)

When the RIS configuration v and the transmit power vector p are fixed,
the optimization over the receive filters C = [cy, ..., ck| influences only the
numerator of the GEE objective, i.e., the aggregate sum-rate. Because the
users are decoded independently, the problem separates across the K links.
For each user, the optimal linear receiver that maximizes the individual
SINR under colored noise conditions is given by the well-known minimum
mean-squared error (MMSE) or Wiener filter, expressed as

= VIEM Ay, M2 ; pm Ay A+ W, (2.4.9)
m#k

where M represents the interference-plus-noise covariance matrix experi-
enced by user k, which naturally incorporates the colored noise induced by
the active RIS. This formulation follows directly from the Wiener filtering
criterion, and a detailed derivation together with the simplification obtained
through the matrix inversion lemma is provided in Appendix A.1.1.

2.4.1.4 Overall AO-SFP Algorithm, Convergence, and Complexity

The outer loop alternates the three blocks and terminates when the GEE

improvement is below a tolerance:



54 2 Energy Efficiency Optimization in RIS-Aided Wireless Networks

Algorithm 3 Solution algorithm for Problem (2.2.24)

Set tolerance € > 0; initialize (P, %) to feasible values.
Compute ¢, = \/ﬁMkflAk'y for all k.
repeat
GEE;, < GEE(p, 7,C);
Given p, run Algorithm 1 to update 4;
Given 4, run Algorithm 2 to update p;
Update ¢, = mM;lAkW for all k;
GEEoyt + GEE(f’/ e C)/'
until |GEEq: — GEE,| < €

Convergence (value) and stationarity. By Propositions 3.4.1-2.4.2 and the
optimality of MMSE filters, Algorithm 3 monotonically increases the GEE and
is convergent in value. Generally, AO methods do not guarantee convergence
to a local optimum unless additional uniqueness conditions hold for each
block update (cf. [7]); see the discussion note in the main text. We consis-
tently observe convergence to high-quality stationary points and significant
gains over local-constraint baselines.

Computational complexity. A concave-over-convex fractional program
involving n real variables can be reformulated as a concave maximization
problem in n+1 variables, solvable in polynomial-time [95]. From this obser-
vation, the computational effort needed to solve problems (2.4.6) and (2.4.8)
grows roughly with (N+1)* and (K+1)#, respectively. The values of « and 8
typically fall between [1,4] , depending on the specific convex optimization
method applied [5]. The overall complexity is given by

¢ = O(I (I (N+1)* + Iy (K+1)F) ),

where I; denotes the number of outer iterations, and I, 1 and I, 1 represent
the iteration counts for the RIS and power updates, respectively.

Remark 2.4.1 (Sum-rate specialization). Replacing the fractional objective in
(2.4.6a) and (2.4.8a) with their numerators (sum-rate) yields concave maxi-
mization subproblems that can be solved by standard convex programming.

2.4.2 Second proposed approach: embedded MMSE receivers

In Section 2.4.1, the problem was addressed through an iterative strategy that
alternately refines three key components of the system: the RIS reflection
vector v, the transmit power allocation p, and the set of linear receive filters
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C= [cl, el CK}. While effective, the approach treats the receive filters as
independent variables, thereby enlarging the search space and reducing the
potential to exploit the problem’s structural properties. In this section, we
take a complementary approach by removing the explicit dependence on the
receive filters and directly embedding their optimal Wiener (linear-MMSE)
forms into the objective function. This reformulation reduces the decision
space to the pair (v, p) and leads to a tighter coupling with the information-
theoretic nature of the system. While this modification strengthens the
optimization framework and typically yields better performance, it also
gives rise to a more intricate fractional program that remains tractable within
the proposed solution method.

Recall that for each user k, the cascaded baseband channel seen through
the RIS can be written as Ay = GH;. The corresponding noise at the BS is
spatially colored and has covariance

W = %y, + 03 GITAGH = %Iy, + 0315 G diag(yy") GH,

where the second equality arises from the diagonal form of I' = diag(-y). For
a fixed power allocation p, the interference—plus—noise covariance matrix
associated with the detection of the k-th user stream is

M = W+ Y pu Ay AL

m#k
If user k employs a linear receive filter ¢y, its instantaneous SINR takes the
form . )
A
SINR,(¢) = PG A
Cp Mka

Maximizing this Rayleigh quotient with respect to ¢ yields the Wiener
solution. Setting sy = Ay and normalizing such that ckH My = 1, the prob-
lem reduces to maxc, pi|cisi|2, whose optimum follows directly from the
Cauchy-Schwarz inequality. The optimal linear MMSE receiver is therefore

¢ = PeM; Ay,

which coincides with the rigorous derivation reported in Appendix A.1.1.
Substituting c; into the achievable rate expression, the system sum-rate can
be expressed as

K
SR =Y log(1+ prsfM, 'sy).
k=1
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Applying the matrix determinant lemma,
My + pesisi | = [M| (1+ prst M, Usy),
leads to the equivalent relation
log(1+ pks,IjMI;lsk) = log| My + pksksﬂ —log |[My|.

Noting that My + pyssi! corresponds to the total covariance W + YK pmAmyyT AL,
whereas My, excludes the k-th term, summing across all users yields the exact
log—det representation

K K
SRMMSE = ) log‘W +YK PmAm’Y'YHAnq‘ — Y 10g|W + ¥zt pnAmyy T AL
k=1 k=1
(2.4.10)

Equation (2.4.10) is an exact closed-form expression that requires no
approximation and entirely removes the receive-filter variables from the
optimization. Embedding the MMSE receivers in this way reduces the
dimensionality of the alternating procedure and results in a tighter, more
efficient optimization framework, a point that will be confirmed by the
numerical analysis presented later.

Having embedded the MMSE receivers into the rate expression, we now
set up the energy—efficiency maximization under the active-RIS power model
of Sec. 2.2.2. An active surface reflects the incident field and draws extra
power through reflection-type amplifiers and control circuits. Accordingly,
the total power consumption includes three components: (i) the net RF
energy supplied by the surface amplifiers, (ii) the transmit powers of the
users, scaled by their respective amplifier inefficiencies, and (iii) the static
hardware consumption associated with the base station and the RIS control
circuitry. Formally, for given (v, p),

K K
Por(7,p) = tr((1r =T R(P) ) + Y mpe+ P, R(p) = Y peHI Hic+ sl
k=1 k=1

where R(p) collects the spatial covariance of the field impinging on the RIS
(user signals plus amplifier noise). The first term is the incremental RF draw:
it vanishes when |y,| = 1 for all n, recovering purely reflective operation.
The second term accounts for PA inefficiencies (yx > 1), and P. groups static
costs.
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The global energy efficiency (GEE) problem is a fractional program

max - SRk (7, P?( (2.4.11a)
e tr((yyH —In)R(p)) + gy sk + Pe

st. tr(R(p)) < tr(R(p)yy") < tr(R(p)) + PR maxs (2.4.11b)
0< Pk < Pmax,k/ k= 1,...,K. (2411C)

Constraint (2.4.11b) enforces the global power balance at the surface: the
reflected power cannot be smaller than the impinging power in the active
regime and cannot exceed it by more than the amplifier budget Pr max. The
nearly-passive specialization is obtained by setting 0%, = 0 and Pg max =
0, which reduces (2.4.11b) to tr(RyyH) < tr(R) (with equality holding
whenever |v,| = 1 for all n).

Problem (2.4.11) is non-convex for two reasons: SRyumse(7y, p) is not
concave in either block, as it involves log—det differences coupled through
bilinear terms and the feasibility band couples 7 and p through R(p). We
therefore adopt a block-alternating scheme. The troublesome numerator is
replaced at each step by a concave, first-order-tight surrogate at the current
iterate (which belongs to the class of sequential fractional programming (SFP)
methods). This guarantees a non-decreasing GEE sequence and reduces
each block to a pseudo-concave fractional problem solvable to global opti-
mality (e.g., by Dinkelbach’s method). All technical details of the surrogate
construction, including the gradient expressions of the concave parts, are
provided in Appendix A.1.6.

2.4.2.1 RIS update via lifting and sequential fractional programming

By keeping the transmit power vector p fixed, the optimization with respect
to the RIS reflection vector -y can be reformulated through a lifting technique.
In this formulation, we introduce a Hermitian positive semidefinite matrix
that captures the quadratic structure of the reflection coefficients, defined as

X2 9 -0, rank(X) =1,

which linearizes the otherwise bilinear dependence on vy. Since diag(X) is
an affine function of X, this substitution allows the colored noise covariance
to be expressed as

W(X) = oIy, + 0315 G diag(X) G,



58 2 Energy Efficiency Optimization in RIS-Aided Wireless Networks

Substituting this form into the MMSE-embedded rate expression (2.4.10)
gives

K
o?In, + oG diag(X)GH + Y puAnXAL

m=1

K
SRymse(X) = ) log

£1(X)

K
— ) log

k=1

o?Iny + ogisG diag(X)GH + Y puAuXAL |
m##k

£5(X)
(2.4.12)

Both F; and F; are concave in X, since they are compositions of the concave
log | - | function with affine matrix mappings. When the power allocation is
fixed, the RIS subproblem becomes

F (X) — B(X)
r{?[))( (r(RX) 1 Poey (2.4.13a)
st. tr(R) < tr(RX) < tr(R) + PR max, (2.4.13b)

where R is constant in this step and Py = Y prpr + Pe — tr(R). As in-
dicated above, objective numerator in (2.4.13a) is a difference of concave
functions making it non-concave overall.

Lemma 2.4.1 (Concave surrogate for F,). Let X be a feasible point of (2.4.13).
Then F,(X) satisfies the affine majorization

B(X) < B(X )+§R{tr(VFz( ) (X—X))}/

where the gradient is given by

K
VE(X Z ( oh1s (GHT, G)@IN+ ;:kpmAHTk Am> ,
k=1 m

with
Ty = %Iy, + 0gisG diag(X)G" + Y puAnXALL
m#k
Proof. Since F, is concave, the right-hand side corresponds to its first-order
Taylor expansion, which globally upper-bounds F,. The explicit gradient
follows standard matrix differential identities applied to log—det functions.
|
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Algorithm 4 RIS update via lifting and SFP (Second approach)

Input: Powers p, tolerance € > 0.
Initialize X > 0 feasible for (2.4.14b).
repeat
Solve (2.4.14) for X* (e.g., by Dinkelbach).
A || X* =X X<« X~
until A <€
if rank(X) > 1 then
Apply rank reduction (e.g., randomization) to obtain  with ¥y ~ X.
else
Extract 7y from the principal eigenvector of X.

Output: Updated RIS vector 1.

Applying Lemma 2.4.1, the achievable rate satisfies
SRutwise (X) = SRyisi (X:X) = F1 (X) = (B(X) + R{tr(VEX) (X=X))}),

which is concave in X. Hence, each sequential fractional programming (SFP)
iteration solves

SRymse (X; X)
_— 24.14
X2 tr(RX) + Poy (24.142)
s.t.  tr(R) < tr(RX) < tr(R) + PR maxs (2.4.14b)

a pseudo-concave fractional problem, since its numerator is concave, the
denominator is affine and positive, and the feasible set is convex. Such prob-
lems admit globally optimal solutions using fractional programming tech-
niques such as Dinkelbach’s algorithm.? Finally, because the rank constraint
rank(X) = 1 is non-convex, we employ a standard semidefinite relaxation
(SDR). The relaxed problem (2.4.14) is solved first; if the resulting matrix X*
has rank one, the exact optimum is recovered. Otherwise, a feasible ¢ can be
reconstructed through Gaussian randomization or eigenvector-based rank
reduction, as detailed in Appendix A.1.7.

Proposition 2.4.3 (Convergence of RIS update). Algorithm 4 produces a non-
decreasing sequence of GEE values and converges in terms of the objective function.
If the limiting point X is rank one, the corresponding vector <y obtained from X
constitutes a first-order stationary solution of the RIS subproblem (2.4.13).

3Each inner Dinkelbach iteration reduces to a concave maximization problem, which can
be efficiently tackled by standard convex solvers.
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Proof. According to Lemma 2.4.1, the surrogate formulation in (2.4.14) is
both tight at the current point X and consistent in gradient with the original
non-concave objective. These two properties meet the essential requirements
of the SFP framework, which ensures that each iteration produces a non-
decreasing GEE value and that the sequence of objective values converges.
Additionally, when the limiting matrix X is of rank one, the relationship
X = y9H guarantees that the recovered v satisfies the first-order stationarity
conditions of the original RIS optimization problem. u

2.4.2.2 Power update via sequential fractional programming

When the RIS vector v is fixed, the MMSE-embedded sum-rate (2.4.10)
reduces to a function of the user transmit powers p. This dependence
is nonlinear, and the numerator of the GEE objective is not concave in
p- To make the problem tractable, we exploit the difference-of-concave (DC)
structure.

Define

SRmmse(p) = Gi(p) — Ga(p),
with

7

K K
Gi(p) = Y log W+ - puAn1vAj]
k=1 m=1

K
Gy(p) = Zlog‘W—%— Z pmAm'y'yHAﬂ’.
k=1 mtk

Both G and G; are concave in p, hence SRypvsg is DC.

Lemma 2.4.2 (Affine majorization of Gy). Let p be any feasible power vector.
Then G, (p) admits the affine upper bound

Ga(p) < G2(p)+VGa(p) ' (p—P),
where the gradient entries are
-1
(VG(p)], =) tr <W+ ) pmAmfy'yHAﬂ> AqyyHAl |, i=1,... K
k£i mEk

Proof. Since G; is concave, its first-order Taylor approximation evaluated
at p always serves as a global upper bound for the function. The gradi-
ent expression follows directly from applying the matrix derivative rule
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Algorithm 5 Second approach — Power update with SFP

Input: RIS vector «, tolerance € > 0. Initialize feasible p.
repeat
Solve (2.4.15) for p* (e.g., Dinkelbach + convex solver).
A<« |p*=pl2i P p*
until A < e
Output: Updated power vector p.

V. log |M(x)| = tr(M(x) "1 V4M(x)) to the affine matrix argument inside
the logarithm. |

Applying Lemma 2.4.2, the MMSE sum-rate satisfies
SRutvise (P) > SRunise(p;B) = G1(p) — (G2(p) + VGa(p) (P —P)).

where SRyivise (p; p) is concave in p.
Let the denominator be

K
D(p) = 2 Hk,eqPk + Peeq,
k=1

]‘k,@q ‘“k llk IIk'Y 7 IC,Eq R 'y IC‘

Since D(p) is affine and positive, the power subproblem at each iteration of
SFP is

max SRuwvise (p; P) (2.4.15a)
P D(p)
st 0< pe < Praxer k=1,...,K (2.4.15b)

Problem (2.4.15) constitutes a pseudo-concave fractional program, where
the surrogate numerator is concave, the denominator is positive and affine,
and the feasible region is convex. As a result, each SFP iteration can attain
the global optimum efficiently by employing Dinkelbach’s algorithm.

Proposition 2.4.4 (Convergence of power update). Algorithm 5 generates a
sequence of GEE values that is monotonically non-decreasing and convergent. The
limiting point reached by the algorithm satisfies the first-order optimality conditions
of the power subproblem (2.4.15).
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Proof. The approximation used in (2.4.15) remains locally tight and preserves
the gradient of the original objective at the reference point p. These features
meet the requirements of the sequential fractional programming framework,
which guarantees that each iteration produces an improvement (or leaves
the value unchanged) in the objective function. Because every fractional
subproblem is solved to global optimality, the sequence of objective values
converges, and the final iterate naturally satisfies the first-order optimality
conditions of the original power optimization problem. u

2.4.2.3 Overall procedure, convergence, and complexity

The embedded-MMSE algorithm alternates between optimizing the RIS co-
efficients (Algorithm 4) and updating the transmit powers (Algorithm 5). At
each outer iteration, one variable block is optimized while the other remains
fixed, and each subproblem is solved to global optimality within its concave
surrogate through sequential fractional programming. As a result, the global
energy efficiency (GEE) value obtained at each iteration never decreases.
Because the GEE is naturally upper-bounded by system limitations such
as finite bandwidth and transmit power budgets, the sequence of objective
values generated by the algorithm is guaranteed to converge. Let {J(1)}
denote the sequence of GEE values produced by Algorithm 6. Then, for all
iterations ¢,

JED > g0,

with {J(!)} converging to a finite limit point J*. It is also important to note
that, while the alternating structure does not guarantee global optimality
due to the inherent non-convexity of Problem (2.4.11), it does ensure a
monotonic improvement and convergence in the objective value. The final
point reached by the algorithm satisfies the first-order optimality conditions
of the embedded-MMSE GEE maximization problem. The computational
complexity of the overall framework can be expressed as

C2 = O(L(L2(N+1)* + La(K+1)F) ),

where I is the number of outer iterations, I, > and I, are the iteration counts

for the RIS and power updates, and «, B € [1,4] describe the polynomial

order of the inner convex solvers.*

4As discussed in Sec. 2.4.1.4, these exponents depend on the chosen solver type (e.g.,
interior-point versus first-order methods) and on the sparsity of the optimization structure. In
practice, the number of iterations reported in Table 2.5.3 remains modest, confirming that the
method is computationally practical.
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Algorithm 6 GEE maximization with embedded MMSE (overall procedure)

Input: Feasible initialization (%, p); tolerance € > 0.
repeat
Jin < GEE(%,p).
RIS step: Run Algorithm 4 with p = p to obtain ¥.
Power step: Run Algorithm 5 with v = 4 to obtain p.
]Out — GEE(’?/ f’)
until |]0ut - ]in| <e
Post-processing: Compute MMSE filters ¢ = ,/px M;lAk'y for all k.

The complete algorithm is summarized in Algorithm 6. After both the RIS
and power variables have been optimized, the corresponding MMSE receive
filters are recovered in closed form from (2.4.9), preserving the consistency
between the embedded formulation and the original system model.

Proposition 2.4.5 (Convergence of Algorithm 6). The GEE values obtained
through Algorithm 6 form a monotonically increasing sequence that converges to
a finite limit. At convergence, the pair (v*, p*) fulfills the first-order stationarity
conditions of Problem (2.4.11). Additionally, the MMSE receive filters ci calculated
in the final stage are fully compatible with the embedded formulation, ensuring that
the algorithm’s results align with the original signal model.

Remark 2.4.2 (Sum-rate specialization). If the denominator terms in (2.4.14a)
and (2.4.15a) are omitted, Algorithm 6 specializes to the case of sum-rate
maximization under global reflection constraints. In this scenario, each
subproblem features a concave objective with affine constraints and can
therefore be solved to global optimality using standard convex optimization
techniques.

2.5 Numerical Results

This section provides an in-depth numerical evaluation of the proposed
global energy efficiency (GEE) optimization frameworks, considering both
single-user and multi-user uplink scenarios. The numerical simulations
follow the system and channel models detailed in Sections 2.2-2.2.1, which
account for distance-dependent path loss, Rician block fading, and the global
reflection behavior of the RIS.

Unless otherwise stated, each reported value represents an average over
a large number of independent realizations of small-scale fading and ran-
domly generated user positions within the coverage area. This approach
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ensures statistical reliability of the presented results. Also, the iterative
algorithms are initialized using the random RIS configuration and uniform
power allocation schemes, which guarantee feasibility while avoiding bias
toward specific channel conditions. In selected cases, a warm-start strategy is
also employed, using the converged solution from a previous setup as the
starting point to accelerate convergence.

Two representative scenarios are examined. First, a single-user con-
figuration isolates the inherent effects of global reflection and highlights
the fundamental differences between global and local reflection models re-
garding received SNR, achievable rate, and overall energy efficiency. This
baseline eliminates multi-user interference and clarifies the physical im-
plications of global reflection in a controlled setting. The second scenario
analyzed involves a multi-user uplink, where multiple users communicate
with a multi-antenna base station through an RIS. This setup creates an
interference-limited environment, serving as a realistic testbed to evaluate
the convergence, scalability, and performance of the resource allocation algo-
rithms (Algorithms 3-6). The parameters used in the simulation are outlined
in Table 2.5.1. In addition, the noise power over the system bandwidth B is
given by

Pn = NoB x NF, (2.5.1)

where Ny = —174 dBm/Hz denotes the thermal noise power spectral density
at room temperature, and NF is the receiver noise figure, which accounts
for both thermal and circuit-related contributions. We also modeled the
large-scale fading as

L(d) = Bo (;O) " (252)

where d is the propagation distance, d the reference distance, B the path-
loss at dy, and n the path-loss exponent. Distinct path-loss exponents are
used for the user—RIS and RIS-BS links in the single-user scenario, while a
common exponent 7 is adopted in the multi-user case. Small-scale fading
follows a block Rician model. In line with typical deployment layouts, the
RIS-BS link is characterized by a stronger line-of-sight (LoS) component than
the user—RIS links, with Rician factors (K¢, K;) = (4,2). This asymmetry
accounts for the fixed, mutually visible positions of the RIS and BS in contrast
to mobile users affected by shadowing. It is worth noting, however, that
the RIS-BS channel is not constrained to be purely LoS and may display a
higher effective rank depending on the propagation environment.
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TABLE 2.5.1: Simulation parameters for single-user and
multi-user scenarios.
Parameter Single-User Multi-User
Setup K=1,Nr =1,N =100 K=4Ng =4 N =
100
Bandwidth B =20MHz B =20MHz
Noise —174dBm/Hz, NF= 5dB —174dBm/Hz,
NF= 10dB
Topology RIS-BS 50m; user < 30m RIS-BS 50m; users <
from RIS; heights: user 100m from RIS; heights:
[0,2.5] m, RIS 10m, BS 10 m users [0,5] m, RIS 15m,
BS10m
Path-loss n, = 4 (UE—RIS), ng = 2 17 = 4 (unless varied)
(RIS—BS)
Rician Ki=4K =2 Ki = 4, K, = 2; also
K =K, € {2,4}
RIS type Nearly-passive (global) Active /  Nearly-
passive (global); local
(unit-modulus) base-
line
Active RIS power - Prmax = 10dBW;
P9 = 30dBm;
PC(,';,) = 20dBm (swept)
Passive RIS power PP = 20dBm; P} = PR =  20dBm;
0dBm p%) = 0dBm
Other static Py = 40 dBm Py = 40dBm
Algorithms SNR/EE/SE global vs.local ~ Alg. 2.1, Alg. 2.2; sum-

rate variants

2.5.1 Single-User Insights: Global versus Local Reflection

To build intuition before addressing the multi-user setting, we first isolate
the single-user case with K = 1 and Ny = 1. This simplified configuration
removes the effect of multi-user interference and allows us to directly quan-
tify the physical gains afforded by global reflection in comparison with the
conventional local (unit-modulus) model. Unless otherwise specified, the
simulation parameters follow Table 2.5.1.

Energy efficiency and spectral efficiency versus transmit budget. Fig-
ures 2.5.5 and 2.5.2 illustrate the behavior of the global energy efficiency
(GEE) and spectral efficiency (SE) as functions of the maximum user transmit
power P; max. As anticipated, the GEE initially rises with increasing transmit
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FIGURE 2.5.1: Achieved GEE versus P;max. Single-user
case with K=1, Ng=1, N=100, nj,=4, ng=2.

power but eventually reaches a plateau, reflecting the well-known unimodal
nature of energy efficiency: once the transmit power exceeds a certain thresh-
old, additional power primarily increases consumption without yielding a
comparable gain in rate. By contrast, the SE grows monotonically with P; max.
In both cases, the configuration based on global reflection provides consis-
tently higher performance than the local model. This advantage stems from
the relaxed feasibility region of the global constraint, which treats the RIS
as a single energy-balanced surface rather than a collection of independent
unit-modulus elements. This means that it allows for the flexible redistri-
bution of reflection amplitudes across surface elements, enabling the RIS to
better adapt to variations in cascaded channel gains. The results obtained
under practical propagation conditions align with the theoretical analysis in
Section 2.3.

SNR gain versus Rician factor. The SNR gain factor 7, defined in (2.3.12),
is depicted in Figure 2.5.3 and measures the ratio of achievable SNR between
global and local reflection in relation to the Rician factor. The simulations
indicate that the benefits of global reflection are most apparent at low Ri-
cian factors, where multipath fading causes greater variability among the
RIS elements. In this regime, the cascaded magnitudes {z,} are highly
uneven, and the global reflection model can reallocate amplitude toward
the dominant components, enhancing the overall received power. As the
Rician factor increases, the channel magnitudes become more uniform and
the propagation tends toward a deterministic LoS condition; consequently,
the relative benefit of global reflection diminishes and # approaches unity.
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FIGURE 2.5.3: SNR gain 7 (§2.3) versus Rician factor K.
K=1,Ng =1, N =100, Pt max = 40 dBm.

These findings fully agree with the majorization-based theoretical analysis
presented in Section 2.3.

Impact of RIS placement. Figure 2.5.4 illustrates the impact of RIS place-
ment along the BS-UE axis on the overall system performance. Two op-
erational regimes can be clearly distinguished. When the user—RIS link is
subject to stronger attenuation, positioning the RIS closer to the user helps
counteract the higher path-loss and leads to a noticeable improvement in
energy efficiency. Conversely, when the RIS-BS link dominates the total
attenuation, placing the surface nearer to the BS leads to better performance.
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The observed trend arises from how the two path-loss components, Lyr and
Lgp, combine multiplicatively, as noted in Remark 2.2.2. Hence, the best
placement of the RIS cannot be described by a fixed geometric proportion;
it varies according to the relative propagation behaviour of the two links.
Furthermore, the global reflection model increases this adaptability: by redis-
tributing reflection amplitudes across the surface, the RIS can dynamically
adjust to different placements, thereby enlarging the performance advantage
over the local reflection scheme.

To conclude, the single-user study indicates that RISs governed by global
reflection constraints achieve superior performance compared with those
restricted by local rules, regardless of the transmit power range, fading
environment, or deployment geometry. The benefit of global reflection is
most evident under challenging conditions—such as channels with small
Rician factors or unbalanced path-loss, where traditional RIS designs tend
to lose efficiency. The results closely align with the theoretical insights
presented in Section 2.3 and offer practical recommendations for configuring
and placing RISs in real-world systems.

2.5.2 Multi-User Results: Active versus Nearly-Passive RIS

We now focus on the multi-user uplink scenario with K = 4 users, N = 4
receive antennas at the base station, and a reconfigurable intelligent surface
(RIS) consisting of N = 100 reflecting elements, as detailed in Table 2.5.1.
The goal here is to evaluate and compare the two proposed optimization
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strategies: Algorithm 3, which relies on alternating optimization, and Al-
gorithm 6, which embeds the MMSE receiver design under both active and
nearly-passive RIS operation, while enforcing the global reflection constraint.

Unless noted otherwise, all results represent averages over many random
realizations of user positions and Rician fading conditions.

Energy and spectral efficiency versus transmit power. Figures2.5.5and 2.5.6
show how the global energy efficiency (GEE) and spectral efficiency (SE)
vary with the maximum per-user transmit power Pnax. Five strategies are
examined: (a) Algorithm 3 optimized for GEE, (b) Algorithm 6 optimized
for GEE, (c) Algorithm 3 optimized for sum-rate, (d) Algorithm 6 optimized
for sum-rate, and (e) a baseline with uniform power allocation and random
RIS phases.

The results point to several trends. Algorithm 6 achieves higher efficiency
than Algorithm 3, showing that embedding the MMSE structure directly
in the optimization strengthens the interaction between transmission and
reception. Both GEE-oriented methods (a) and (b) also deliver clear gains
over the baseline (e), highlighting the benefit of jointly optimizing transmit
powers, RIS coefficients, and receive filters. When sum-rate maximization is
used instead, the achievable data rate improves, but at the cost of noticeably
lower energy efficiency as Pmax increases. This outcome demonstrates the
non-linear behavior of the GEE. Once the transmit power exceeds a specific
threshold, the increase in energy consumption outweighs the improvements
in data rate, resulting in a plateau in efficiency.

The flattening of the GEE curves at high Pmayx indicates the operational
limit, beyond which any further increases in power yield minimal benefits.

Active versus nearly-passive RISs. Figure 2.5.7 compares the global en-
ergy efficiency achieved by active and nearly-passive RISs using Algorithm 6.
The analysis varies the per-element static consumption Péil) of active ele-
ments, while the passive case is fixed at PC(]Z) = 0dBm. When the static cost
PC(,ZZ) is low, active RISs provide clear advantages by compensating for the
double-fading loss through analog amplification. As PC(,‘;) increases, however,
the additional circuit power gradually offsets these gains, and the nearly-
passive configuration becomes more energy-efficient. As the number of
reflecting elements N grows, the point at which active and nearly-passive
RISs achieve the same efficiency shifts to lower values of PC%). This behavior
is intuitive: larger surfaces require a greater number of active components,
which in turn raises the overall static power consumption. A comparable
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pattern is observed in Figure 2.5.8. When Pc(ﬁl) is fixed, the energy efficiency
of active RISs shows a gradual drop as the number of reflecting elements N
increases. In comparison, nearly-passive configurations maintain a steadier
performance as the array grows. From a design standpoint, active RISs are
generally preferable for medium-sized deployments or in scenarios where
efficient, low-power amplifiers can be used. In contrast, nearly-passive sur-
faces become more suitable for larger installations, where low circuit power



2.5. Numerical Results 71

x107

w

e GEE Algorithm 6 - passive (N = 100)
= GEE Algorithm 6 - active (N = 100)
GEE Algorithm 6 - passive (N = 150)
==GEE Algorithm 6 - active (N = 150)
=GEE Algorithm 6 - passive (N = 200)
GEE Algorithm 6 - active (N = 200)

\_ ~~—(Pcn = 17 dBm, N = 200)

Pcn = 19.5 dBm, N = 150)

N
o
T

)

. ~(Pcn =22.5dBm, N = 100)

-
T

Energy Efficiency EE-(bit/J)
o

4
2
T

0 | | | | | | |
0 5 10 15 20 25 30 35 40

RIS static power consumption per element Pcn-(dBm)

FIGURE 2.5.7: GEE versus per-element static power P

on

for active RIS and passive RIS baselines. K=4, Nr=4,
N € {100,150,200}, with P})=0dBm, P{}s=20dBm,
(a) _
Py ris=30 dBm.

6% 10°
GEE Algorithm 6 - Passive
= GEE Algorithm 6 - Active

-

Energy Efficiency EE-(bit/J)
> ® © o =

-

0 50 100 150 200 250 300
Number of RIS Reflection elements (N)

N

FIGURE 2.5.8: GEE versus number of RIS elements N
under active and nearly-passive operation. K=4, Nr=4,

PC([,? =20 dBm; other parameters as in Fig. 2.5.7.

consumption is a significant consideration.

Global versus local reflection. Figure 2.5.9 compares how the proposed
global reflection approach performs against the standard local (unit-modulus)
model for two Rician factor cases, (K¢, K;) = (2,2) and (K;, K;) = (4,4). The
global model yields higher global energy efficiency (GEE) since it relaxes
the element-wise amplitude limits and provides a broader range of feasi-
ble reflection coefficients. The advantage becomes more noticeable when
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the Rician factors are small, as more substantial variations appear across
the cascaded user—RIS-BS channels. As discussed in Section 2.3, the same
advantage of global reflection observed in single-user cases also appears
in multi-user systems, even when interference is present. Both active and
nearly-passive RISs show similar trends, with performance gains mainly re-
sulting from replacing individual element constraints with a single condition
on the total reflected power across the surface.

Algorithmic convergence and complexity. Tables 2.5.2 and 2.5.3 report the
average convergence times and iteration counts obtained for Algorithms 3
and 6 under both active and nearly-passive RIS setups. All simulations were
executed on a workstation running an AMD Ryzen 9 processor, with convex
subproblems handled through the CVX toolbox. The numerical results reveal
two notable tendencies. Active RIS configurations take noticeably longer
to converge, mainly because the associated optimization problem (2.2.24)
involves more coupled variables and a higher computational load. While
the two algorithms converge in roughly the same number of iterations, each
iteration of Algorithm 6 is computationally heavier and therefore takes
longer. This added effort is a direct consequence of the MMSE embedding:
each iteration requires handling larger matrices and solving more involved
convex problems, as described in Sections 2.4.1.4-2.4.2.3. In terms of practical
use, Algorithm 3 offers a good balance between speed and performance,
making it suitable for time-sensitive applications. When accuracy and energy
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TABLE 2.5.2: Convergence time ratios of Alg. 3 and Alg. 6
with active and nearly-passive RIS.

P, max [dBW] T3,11/ T3,p T6,u/ T6,p T6,p/ TB,p T6,a/ T3,a

—35 1.89 227 18.3 219
—20 1.41 2.01 24.5 23.9
5 1.18 242 224 45.9
10 1.19 1.14 30.44 27.81

TABLE 2.5.3: Average number of iterations to converge
for Alg. 3 and Alg. 6.

Pmax [dBW]  Alg. 3 (Passive) Alg. 3 (Active) Alg. 6 (Passive) Alg. 6 (Active)

—35 1.3 1.8 1.3 1.6
—-20 2 2 2 2
-5 2 2 2 2
10 2 2 2 2

efficiency are the primary concerns, Algorithm 6 provides better overall
results, albeit at a higher computational expense.

Initialization strategies. All algorithms were initialized with random RIS
coefficients and uniform power allocation to ensure feasible starting points
while maintaining statistical fairness across different channel realizations.
Furthermore, we investigated a warm-start approach for the alternating
optimization process, utilizing outcomes from a previous experiment as
the starting point for the subsequent one. This approach notably reduced
the number of iterations required for convergence, without influencing the
final energy efficiency, and proved particularly effective in large or repeated
simulation runs.

Overall, the multi-user results point to three central insights. The first is
that including the MMSE receiver directly within the optimization frame-
work (Algorithm 6) yields the highest global energy efficiency, though it
requires additional computational resources. Second, the advantage of active
RISs over nearly-passive ones depends strongly on hardware efficiency, i.e.,
amplification is beneficial only when the associated circuitry operates with
low power consumption. Third, using a global reflection constraint yields a
clear performance advantage over the conventional local model, and this
improvement remains evident even under interference-limited multi-user
conditions.
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Chapter 3

Secrecy Energy Efficiency in
RIS-Aided Networks

This chapter refers to articles published in the 2024 IEEE 25th International
Workshop on Signal Processing Advances in Wireless Communications (SPAWC),
in the 2024 IEEE International Conference on Communications (ICC), and in the
IEEE Transactions on Information Forensics and Security (TIFS), (Early Access,
doi: 10.1109/TIFS.2025.3620227) 2025.

3.1 Introduction

This chapter focuses on secrecy energy efficiency (SEE), defined as the amount
of confidential information transmitted per unit of consumed energy. In RIS-
assisted wireless networks, secrecy is a critical concern due to the broadcast
nature of the wireless medium and the potential presence of passive or active
eavesdroppers. While physical-layer security (PLS) techniques can enhance
confidentiality at the waveform level, they often incur additional power
consumption (e.g., artificial noise generation), which directly impacts energy
efficiency and motivates the use of SEE as a joint performance metric.

Although nearly-passive RISs are inherently energy-efficient, their ef-
fectiveness in secure communications is often limited by the multiplicative
fading of cascaded channels, which can severely weaken the received signal
at legitimate users. Active RIS architectures have recently been proposed
to mitigate this limitation by enabling reflection-type amplification at the
surface elements. However, such amplification introduces additional power
consumption and noise, raising the fundamental question of whether and
under which operating conditions active RISs can provide higher secrecy
energy efficiency than nearly-passive designs.
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To address this question, this chapter develops a unified SEE maximiza-
tion framework under global reflection constraints, encompassing both
active and nearly-passive RIS architectures as special cases. The proposed
formulation enables a fair and systematic comparison of different RIS oper-
ating regimes while explicitly accounting for transmit power, circuit power,
and RIS-related energy consumption.

3.1.1 Prior Works

The concept of secrecy energy efficiency (SEE) captures the trade-off between
confidential throughput and total energy consumption and has recently
attracted growing interest in RIS-assisted wireless networks.

Early studies primarily focused on secrecy rate or secrecy outage opti-
mization, often neglecting the impact of circuit power and RIS-related energy
consumption. As a result, these works provide limited insight into the net en-
ergy efficiency of secure RIS-assisted systems. These include STAR-RIS [48],
[64], [98], discrete phase-shift RISs [78], [87], and configurations involving
aerial eavesdroppers or wireless-powered nodes [15], [40], [49], [82], [88],
[101]. Although previous studies have enhanced the understanding of secure
transmission through Reconfigurable Intelligent Surfaces (RISs), they mainly
concentrated on secrecy capacity and largely overlooked the associated en-
ergy expenditure. More recent research has started explicitly investigating
the Secrecy Energy Efficiency (SEE) by employing techniques such as deep
reinforcement learning and alternating optimization frameworks. Despite
these advances, the existing analyses remain confined to nearly-passive RIS
designs, leaving the role of active RIS architectures in SEE optimization
largely unexplored. Only a few studies have investigated secrecy perfor-
mance with active RISs, for instance, in wiretap or satellite communication
settings [57], [81]. In summary, while RIS-assisted systems have been widely
studied from both secrecy and energy-efficiency perspectives, a unified
treatment of secrecy energy efficiency that explicitly compares active and
nearly-passive RIS architectures under a common power-consumption and
reflection model remains largely unexplored. This chapter addresses this
gap by developing a global-reflection-based SEE optimization framework
that enables a fair and systematic comparison across different RIS operating
regimes.
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3.1.2 Contributions

Motivated by the above gaps, this chapter investigates the uplink of a cellular
network in which multiple users communicate with a base station (BS)
through an RIS in the presence of a potential eavesdropper. The objective is
to maximize the system SEE, jointly capturing energy efficiency and physical
layer security under global reflection constraints. The main contributions of
this chapter can be summarized as follows:

* Two resource-allocation algorithms are proposed to jointly optimize
the users’ transmit powers, the RIS reflection coefficients, and the BS
receive filters to maximize the system-wide secrecy energy efficiency
(SEE).

* Both perfect and statistical channel state information (CSI) for the
eavesdropper’s link are investigated, thereby addressing ideal and
practically relevant operating conditions.

* The developed framework includes both active and nearly-passive RIS
architectures as specific cases of a unified formulation, enabling a fair
comparison of their performance in terms of SEE.

¢ Unlike many current studies, we adopt the global reflection model [21],
broadening conventional per-element constraints and offering better
design flexibility.

Chapter Roadmap

The remainder of this chapter is organized as follows. Section 4.2 presents the
system model and formulates the secrecy energy efficiency (SEE) maximiza-
tion problem. Section 3.3 develops the proposed optimization framework
under the assumption of perfect channel state information (CSI) for the
eavesdropper, while Section 3.4 extends the analysis to scenarios with sta-
tistical CSI. Finally, Section 3.5 reports numerical results and discusses the
main trade-offs between active and nearly-passive RIS architectures in terms
of secrecy energy efficiency.
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3.2 System Model and Problem Formulation

3.2.1 System Model

We consider the uplink of a cellular network where K single-antenna users
transmit information to a legitimate receiver, for instance, a base station (BS),
equipped with Np antennas. The transmission is assisted by a reconfigurable
intelligent surface (RIS) composed of N reflecting elements. Within the same
coverage area, a single-antenna eavesdropper is considered. This node
may correspond to a legitimate terminal that inadvertently receives the
transmitted signals, or to a malicious device intentionally attempting to
intercept the confidential information. The overall system configuration is
shown in Fig. 3.2.1.
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FIGURE 3.2.1: RIS-aided wireless network scenario with
K users, a multi-antenna legitimate receiver, and a single-
antenna eavesdropper.

Each user k transmits with power py. The RIS is described by its reflection-
coefficient vector y = (1,..., 'yN)T € CN*1, The channel between the k-th
user and the RIS is denoted by h; € CN*1, that between the RIS and the
BS by Gg € CN8*N, and that between the RIS and the eavesdropper by
g € CNxL,

Under this notation, the received signal-to-interference-plus-noise ratios
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(SINRSs) for user k at the legitimate receiver and the eavesdropper are respec-
tively expressed as

cHA 2
SINRgp = — Pi ek’ Acr] — (3.2.1)
e Wek + Ltk Pm |Ck Am')’|
HH 2
SINR ;. = pi|8" Hicy| (32.2)

2/
02+ 0% gHITHG + ¥, i |8 Hiny |

where Ay = GpHj with Hy = diag(hy), and ¢, denotes the linear receive
filter applied by the BS for user k. The covariance matrix representing the
overall noise at the base station (BS) is expressed as follows:

W = 03I, + 0,sGsITH GY, (3.2.3)

where I' = diag(7) and 03, denotes the noise variance introduced by the
active RIS.

The system secrecy sum-rate (SSR) is then defined as

K
SSR = ) " [log, (14 SINRy 5) — log, (1 + SINRx )], (3.2.4)
k=1

where the operating point is assumed to ensure non-negative secrecy rates
for all users, since otherwise the system would be of limited practical signifi-
cance.

Active versus nearly-passive RIS: This work considers active and nearly-
passive RISs under a global reflection constraint. Active RISs are equipped
with analog amplifiers that can increase the incident signal’s radio-frequency
(RF) power. In contrast, nearly-passive RISs adjust only the signal phase
with negligible static power consumption. The constraint applies to the
entire surface rather than individual elements within the global reflection
model. Specifically,

* Nearly-passive RIS: Pyt < Py, i.e., the total reflected power cannot
exceed the incident power.

o Active RIS: Poyt < Pip + PR max, Where Pr max represents the maximum
additional RF power supplied by the RIS amplifiers.

This model generalizes the traditional local reflection constraint, which limits
each element individually, e.g., |7,|* < 1.
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For an active RIS, the net RF power consumption corresponds to the differ-
ence between its output and input powers, which can be expressed as [28]

2
Pl Bl —‘712215N

K
=1

K
Pout — Pip = tr ( Y piThyy T + ‘TJZUSITH> -
k=1 k

- tr[(wH - IN)R}, (3.2.5)
where R = YK | pcH Hy + 0% s Iy. Accordingly, the total system power
consumption is given by

K
Pot = ti] (197 = )R] + Y pic+ P, (3.2.6)
k=1

where P. = NP, + Pyris + Pp accounts for the static hardware power
consumption.

Remark 3.2.1. For nearly-passive RISs, (3.2.6) simplifies to

K
Prot = 2Pk+Pc/
k=1

as Pout < Pin and no amplification occurs. In this case, both P, and PyRris
assume smaller values than in the active configuration, reflecting the reduced
hardware complexity.

Finally, the system secrecy energy efficiency (SEE) is defined as

SEE = SSR , (3.2.7)

tr[(wH - IN)R} + Yk Hpi + P

where i represents the inverse of the power amplifier efficiency for user k.

3.2.2 Problem Formulation

The objective of this chapter is to maximize the SEE of the described system.
Two scenarios regarding channel state information (CSI) are considered.
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3.2.2.1 Perfect CSI

All wireless channels are assumed to be perfectly known at the BS. The
user—RIS and RIS-BS channels can be accurately estimated using conven-
tional pilot-based training procedures. In contrast, perfect CSI for the RIS-
eavesdropper channel reflects a scenario in which the eavesdropper is not a
concealed adversary but instead a legitimate terminal within the network
(for example, a cell-edge user served by another BS) that unintentionally in-
tercepts part of the transmitted signal. Based on this premise, we can outline
the task of optimizing secrecy energy efficiency (SEE) in the following way:

max SEE(«, p,C) (3.2.8a)

¥.p.C

s.t. tr (R) < tr(Ryy™) < Pryax +1r (R), (3.2.8b)
0< pk < Puarir Vk=1,...,K, (3.2.8¢)

where C = [cy, ..., ck] collects the BS receive filters. Feasibility is always
guaranteed, since setting |y,,| = 1 for all n satisfies the constraints.

3.2.2.2 Statistical CSI

In more adversarial or realistic scenarios, the RIS-eavesdropper channel
cannot be estimated perfectly. However, it can be statistically estimated,
with the statistical expectation following a mean-feedback model described
below as:

g§=8+9, (3.2.9)

where g denotes the estimated mean channel, and § ~CN (0, aé% Iy ) captures
the random estimation error. The variance ng reflects the level of uncertainty:
higher values indicate less accurate channel knowledge, whereas 0’§ =0
corresponds to the perfect CSI case.
Remark 3.2.2 (Colored estimation errors). The isotropic error model § ~
CN(0, 0’§I N) is adopted for analytical clarity and to capture the average
impact of channel uncertainty. Nevertheless, the proposed framework read-
ily extends to the more general case of colored estimation errors, where
5 ~CN (0, Cs) with a non-diagonal covariance matrix C; reflecting spatially
correlated uncertainty (e.g., due to angular correlation, hardware impair-
ments, or biased estimation).

In this case, the expectation operators involved in the SEE formulation
remain tractable, since the relevant terms depend on second-order moments
of quadratic forms in complex Gaussian vectors. The resulting expressions
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can be obtained by replacing (73%1 N with C; in the corresponding derivations,
without altering the structure of the optimization problem or the solution
methodology developed in the following sections.

Under this model, the secrecy energy efficiency (SEE) maximization problem
is formulated as

max Es[SEE(y,p,C)], (3.2.10a)

vpC

st tr(R) < tr (RWH) < PRomax + tr(R), (3.2.10b)
0< P < Pty Yhk=1,...,K. (3.2.100)

In this formulation, the objective function is represented as the expected
value of the SEE, averaged over the random channel error é.

Remark 3.2.3. The proposed framework can be extended to multi-cell scenar-
ios where inter-cell interference is treated as additional noise. In such cases,
the only modification involves including the out-of-cell interference terms
in the summations defining SINRy g, SINR g, and Pyot. The optimization
strategies introduced in the following sections remain directly applicable
without structural changes.

3.3 Optimization with Perfect CSI

This section addresses Problem (3.2.8) under the assumption that all wireless
channels are perfectly known at the BS. Owing to the intrinsic non-convexity
of the fractional objective function and the strong coupling among the opti-
mization variables, the problem is tackled using an alternating maximization
strategy. Specifically, the optimization is performed cyclically over three
variable blocks: the RIS reflection coefficients v, the users’ transmit power
vector p, and the linear receive filter matrix C. Each subproblem is solved

within the framework of sequential fractional programming (SFP), which itera-
tively replaces the original non-convex objective with locally tight concave
or pseudo-concave lower bounds. This approach guarantees monotonic
improvement of the objective value across iterations and convergence to a
stationary point that satisfies the Karush-Kuhn-Tucker (KKT) optimality
conditions.
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3.3.1 Optimization of ¢y
With (p, C) held fixed, the RIS design subproblem reads

K

3 (log, (1+ SINRy ) — log, (1 + SINR ) )
max =1 (3.3.1a)
¥ tr(R'y'yH ) + Peeq
s.t. tr(R) < tr(R'y'yH) < PR max + tr(R), (3.3.1b)

where P;eq = Yk pikpi + Pe — tr(R). The problem is non-convex because the
objective is not concave in v and the lower global-reflection bound in (3.3.1b)
is itself non-convex.

To make the dependence on v explicit, note that
cf Wep = ogllex|® + ogps v Uy, g"TTHg =[|Gy|?,  (332)

with u, = GHey, Uy = diag(|ug1)?, ..., luen|?), and G = diag(gy, ..., gn)-

Define
2 2

xp=pelef Ay, xe = pilg" Hiy |, (333)
17T 2

ys = oBllerl> + s 1T 2y 12+ Y pu| et Any|) (3.3.4)

m#k

2

ye =Y. pulgTHuv|" + 015l Gyl (3.3.5)

m#k

Hence, the k-th secrecy rate can be written as

XB XE
RE:%SI — 10g2 (1 + y3> — logz <1 + :W—O’%)

= log, (1 + ;B> +log, (1 + (y;) + logz(U%) — 1Og2((7% + xg + yE).
B E

(3.3.6)

The second expression in (3.3.6) enables the use of the tight bounds (proved
in Appendix A.1.6: Lemmas A.1.1 & A.1.2).

x X X(2yx x+y
lo (1+)>lo (1+_)+_(—_ _—1), (33.7)
20Ty 2075 T \VE T E ey

o 1 x+y—x—7
lo (Tz—i—x—|— <lo (72+x+ 4+ -
8 (0E y) < log, (ot 7) In2 a§+x+y

) (3.3.8)
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which are exact at (x,y) = (X,7). Given a feasible reference point ¥, let

_ _ 2 _ _2

xp = pelef AY|T,  xe = pelgHA| (3.3.9)

_ ~ _ _12

75 = ollcil® + ores 1T+ Y punlef A, (3.3.10)

m#£k

_ _12 _

Ve = Y pul8"Hu?¥|” + oRysl| G| (33.11)
m#k

Substituting (3.3.3)—(3.3.11) into (3.3.6) and applying (3.3.7)—(3.3.8) yields

)

3

RPSSL(4) > log, (1 + J_CB) +log, | 1+ =5
’ YB Or

9_CB<2\/XB _xp+typ 1>
g\ vVXp Xp+Up
LU 2VYE  ye+0f 1
2 = - 2
o\ VYe Yptog
of _XEtYE—XE— Vg

(k)

0%+ Xg +

0%+ X+ 7

(3.3.12)

The only remaining non-concave terms are /xp and /vy, both convex in

v and admit first-order lower approximations at 4. By Introducing the

Hermitian PSD matrices
Mis = Al cret! Ay,

Mip =Y. puHNgg"Hy + 035GGH. (3.3.13)

m#£k

and linearizing them at ¥ yields

R{vHM, — 7 ~
5= P > i 2
k,BY
(3.3.14)
R{vHM, — 7 ~
VIYE = \/'YHMk,E’Y > \/’7HMI<,E'7+ 1 Mie(y _7)} =Ve(y)-
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Replacing /xp and /¥ in (3.3.12) gives the concave surrogate

RPSS(4) > RES™ (y )>log2(1—|—y >+<2x3 "B”B—1>
B

Yp\vXp XBTYp
2yE yE—l—(TE
+ log +ZE — — -1
2( %) (v Ve §p+op
2 _ = =
+ log, —xEJZyE_ "EYE _ RPCS(q). (33.16)
E+xE+1/E og+XE+ V¢

The non-convex lower global-reflection constraint is convexified via the
first-order bound of tr(Ryv') at 7:

t(Ryy™) > ¥Ry + 2R{(7"R(y — 7)}. (3.3.17)

Therefore, each SFP iteration solves

K
Z RPCSI ('Y)

max —=L 5 (3.3.18a)
T t(RyyH) + Peeq

s.t. YRy < Pgmax + t(R), (3.3.18b)

FHRY + 2R{F"R(y — 7)} > u(R). (3.3.18¢)

The numerator of (3.3.18a) is concave in 7, the denominator is convex (since
R~ 012{ 1sI = 0), and the constraints are convex. Hence, (3.3.18) is a pseudo-
concave fractional program, solvable by parametric (Dinkelbach) iterations.
Introducing 7 > 0, the inner loop solves

max P (y Z RSS! (y (tr(R'y'y )+PC(,‘2)(1) s.t. (3.3.18b)=(3.3.180),
v
(33.19)
and updates
Tk REH ()
tr(Ry*y*H) + Pc(?q

until convergence (see Appendix A.6.1). Problem (3.3.19) is a concave max-
imization over a convex set and can be handled by standard solvers. For
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implementation, one may use the Wirtinger gradient
- RPCSI
Voy®y(v) = Y, VR (v) — 1 Ry, (3.3.20)
k=1

where V- KE%SI(')/) follows directly from (3.3.16) (closed-form expressions
are provided in Appendix A.1.8), and Ry is the derivative of tr{ Ryy!?) with
respect to y*.

Algorithm 7 RIS optimization under perfect CSI

Input: feasible 7 (e.g., | yn| = 1), tolerances €, & > 0.
repeat B
Surrogate construction:  build RE%SI(')/) via (3.3.16) at ¥; lin-
earize (3.3.17).
Parametric FP: initialize > 0; repeat solve (3.3.19) for 7* and update
L RES ()
tr(Ry*H) + PLo)
Major update: set T = |SEE(y*) — SEE(%)| and 4 < 9*.
until T < €

[/

until |Ay| < e.

Proposition 3.3.1. Algorithm 7 produces a non-decreasing sequence of SEE values
and converges to a KKT point of (3.3.1). The claim follows from the SFP conditions
(tightness and first-order agreement of the surrogates, convex feasible set at each
step) and the optimality of Dinkelbach’s inner loop for pseudo-concave fractional
programs (Appendix A.6.1).

Remark 3.3.1 (Global-reflection feasibility and nearly-passive specialization).
Feasibility of (3.3.1) is ensured by selecting any < that satisfies the global
reflection constraint. For example, choosing |y,| = 1 for all n trivially
guarantees feasibility since it yields tr(Ryy!) = tr(R). The nearly-passive
case is obtained by setting Pr max = 0, for which (3.3.1b) reduces to

tr(R'y'yH) < tr(R) .

Under this global constraint, the magnitudes of the individual reflection
coefficients are not restricted to unity; some elements may exhibit |y, | > 1
as long as others satisfy |y,| < 1 such that the total reflected power remains
below or equal to the total incident power. This flexibility distinguishes the
global reflection model from the conventional local one, where each element
is constrained by |v,|? < 1. O
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3.3.2 Optimization of p

For fixed (v, C), optimizing the transmit powers constitutes the second
block of the alternating maximization. Because the secrecy rate and the total
consumed power depend nonlinearly on p, the problem is not concave in its
native form. To simplify the notation and clarify the structure, we introduce
below the auxiliary terms:

al) = |eH Awy 2, AP = cHwe,, (33.21)
E
o) = |g" Hin P, d) = o + ofys8HITg,  (33.22)

=1+t (vy" — INHHE],  Poeq = 0gys (71> = N) + Pe. (3.3.23)

(B)

k,m

(E)

Here, a,”’ and a ' represent the effective channel gains at the legitimate re-

ceiver and at the eavesdropper, respectively. d]EB) and d(E) are the correspond-
ing interference-plus-noise powers; y collects the effective per-user power
cost and Preq gathers circuit-related terms (including RIS-amplification

noise).

With these definitions, the power-allocation subproblem is

K (B) K (E)
Pray pPra
) log, <1 + @) @] ) — ) log, (1 + B k =
i k=1 dp "+ Yotk Py k=1 AW 43k Pmlm
2 Vo1 Pk + Peeq
(3.3.24a)
st. 0 < pr < Praxks k. (3.3.24b)

Due to the coupled interference terms, the objective function is non-concave
in p, so directly applying fractional programming is not feasible. We rewrite

the SEE as a difference of four terms:

SEE(p) = g1,8(p) — 82,8(p) — &1,e(p) + $2,6(P), (3.3.25)
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where

Y1 log, (dz(cB) + Lozt Pm"l(fni)

g15(p) = , (3.3.26)
lec(:l HkPk + Pc,eq
Zle log, (dl({B) + Lotk pma,(fni)
$5(p) = z , (3.3.27)
Z:k:l HkPk + Pc,eq
" f 1 log, (4 + TX_ pay’) 5328
SL,E\P) = , 3.
Z:II<<:1 HkPk + Pc,eq
Yt log, (d(E) + Limzk Pmﬂ}ﬂE))
$2,e(p) = . (3.3.29)

ZII<<:1 HiPk + Peeq

Here, g1 p and g, g are concave in p, whereas —g» p and —g; ¢ are not. Within
the SFP framework, the non-concave parts are replaced by first-order (tight)
approximations around the current iterate p. Let f, g and f; g denote the
numerators of g, g and g g, respectively. Then

B
Afp _ i (3.3.30)
ap; k#j d,((B) + Ltk Pmal(ﬁn '
9f1E “J(E)
£ . (3.3.31)
;i dE) +yK_ pald)

Substituting the linearizations at p into (3.3.25) yields the pseudo-concave
lower bound

SEE(p) > g1,8(p) + 82,e(p) — 82,8(P) — 81,£(P)

_ (Vhs) 0 =p) _ (VA) P P) g

Ykt HiPk + Peeq Yh_1 HkPk + Peeq

(3.3.32)

which is globally valid and tight at p = p. Thus, the SFP update solves

max SEE(p) (3.3.33a)
P
st. 0 < pr < Praxks vk. (3.3.33b)

The numerator of SEE(p) is concave and the denominator is affine, so (3.3.33)
is a pseudo-concave fractional program that can be solved efficiently and
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globally using standard fractional programming routines (see Appendix A.6.1).

Algorithm 8 Power optimization under perfect CSI

Input: feasible p, tolerance € > 0.
repeat
Solve (3.3.33) to obtain p*;
T = |SEE(p") — SEE(p)
Update p + p*;
until T < €

7

Proposition 3.3.2. Algorithm 8 yields a non-decreasing sequence of SEE values
and converges to a Karush—Kuhn—Tucker (KKT) point of problem (3.3.24). This
behavior arises from the standard properties of sequential fractional programming:
At each iteration, the constructed surrogate provides a global lower approximation
of the true objective while matching its value and local gradient at the current
iterate. In addition, the feasible region preserved by the update remains convex,
which ensures that the resulting sequence of iterates is well defined and monotonic.
Appendix A.6.1 includes a formal justification of these claims.

Remark 3.3.2 (Practical implications). The proposed method allocates the
available transmit power among users, while explicitly considering the
eavesdropper’s channel. In practice, the BS optimizes centrally in (3.3.33)
and communicates the resulting powers pj to each user. The overall com-
putational effort scales polynomially with the number of users K; further
complexity considerations are discussed at the end of Sec. 3.3. O

3.3.3 Optimization of C

For fixed (1, p), the receive filters influence only the numerator of the SEE,
that is, the achievable rates of the legitimate users. Because the received
signals are linearly separable across users, each user k can optimize its
filter independently. The optimal receive filter follows the linear minimum
mean-square error (LMMSE) design, which achieves the maximum signal-
to-interference-plus-noise ratio (SINR) among all linear receivers. A detailed
derivation of this result is given in Appendix A.1.1. The optimal filter is
expressed as

-1
¢ = m( Y pmAmyy AN+ w) Apy. (3.3.34)
m#£k
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Substituting ¢ into the SINR expression gives the corresponding closed-
form optimal SINR:

-1
SINRj 5 = p v Af! < Y. pmAwyy™ AR + W> Ary, (3.3.35)
m#£k

which is subsequently employed in the evaluation of the system SEE.

3.3.4 Overall Algorithm, Convergence, Complexity, and Im-
plementation

The three optimization modules developed in the previous sections—namely,
the RIS reflection coefficients, the user transmit powers, and the LMMSE
receive filters—are now integrated into an alternating maximization frame-
work. Each block update guarantees a non-decreasing trend in secrecy
energy efficiency (SEE) by following these steps:

(i) The optimization of the RIS is achieved using the SFP method. This
method creates a locally tight surrogate at each iteration.

(ii) The power allocation update also utilizes SFP, resulting in a pseudo-
concave subproblem.

(iii) The LMMSE filters are designed to maximize the legitimate SINR in
closed form.

As a result, iteratively cycling through these updates guarantees that
the overall SEE does not decrease. Algorithm 9 summarizes the complete
resource allocation procedure.

Algorithm 9 Overall resource allocation under perfect CSI

Input: feasible (p, 7), tolerance € > 0.
Compute C (LMMSE).
repeat
SEE;, < SEE(p, 7, C);
Update 4 using Algorithm 7;
Update p using Algorithm §;
Recompute C (LMMSE);
SEEout < SEE(p, %, C);
until |[SEEt — SEE;,| < €

Proposition 3.3.3. Algorithm 9 yields a sequence of SEE values that is mono-
tonically non-decreasing and converges to a finite limit. This behavior follows
directly from Propositions 3.3.1 and 3.3.2, as each block update either increases or
preserves the current SEE. At the same time, the overall sequence is bounded above
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by the physical power constraints of the system. A complete convergence analysis is
presented in Appendix A.6.2.

Remark 3.3.3 (SSR specialization). By setting the denominator in equation (3.2.8a)
to one, Algorithm 9 simplifies to maximizing the secrecy sum-rate (SSR). This
shows that the proposed framework integrates traditional SSR optimization
with the broader problem of maximizing the SEE. O

Computational complexity. Apart from the negligible cost of the closed-
form LMMSE update, the computational burden of Algorithm 9 is domi-
nated by the RIS and power-optimization stages. A pseudo-concave maxi-
mization in #n variables can be reformulated as a concave maximization in
n+1 variables, with polynomial complexity O((n 4 1)*), where « € [1, 4]
depends on the chosen convex solver [6]. Hence, the overall complexity of
Algorithm 9 can be expressed as

1 = 0(11(1%1(N+1)“ + Ip,l(K+1)ﬁ)), (3.3.36)

where I, 1, [,1, and I; denote the iteration counts associated with the RIS,
power, and outer loops, respectively.

Practical implementation. Algorithm 9 is executed centrally at the BS.
Once convergence is reached, the BS communicates the optimized reflection
vector (N coefficients) to the RIS controller over the dedicated control link
and distributes the optimized power levels (K values) to the users through
the uplink control channel. Thus, the signaling overhead grows linearly
with the number of RIS elements and users.

Prior to execution, the BS must obtain the relevant channel state infor-
mation. For the legitimate links, standard RIS-aided estimation techniques
can be used. These include blind or pilot-assisted schemes for acquiring the
composite channels Ay fork =1, ..., K (see, e.g., [13], [94]) and the BS-RIS
channel Gg, which is static since both nodes are fixed. Once Ay and Gg
are known, the diagonal user-to-RIS channel Hj can be reconstructed from
the relation Ay = GpHj. Regarding the eavesdropper’s channel g, under
the perfect-CSI assumption adopted here, the eavesdropper is modeled
as a legitimate terminal within the network (for example, a cell-edge user
served by a neighboring BS). Consequently, its channel can also be estimated
through standard procedures, ensuring that this node cannot decode the
confidential information. The total estimation overhead depends on the
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adopted training strategy but scales approximately with the number of coef-
ficients to be estimated, i.e., O(NNgK). Such scaling is typical of RIS-aided
systems and represents the main bottleneck in deploying very large surfaces.
Nevertheless, once the channels are acquired, the alternating optimization in
Algorithm 9 can be executed at moderate computational cost and updated
within the channel coherence interval.

3.4 Optimization with Statistical CSI

We now consider the practical scenario in which the BS does not have
perfect instantaneous CSI of the eavesdropper’s link. The design prob-
lem is given by (3.2.10), where the numerator involves the expectation
Es[log, (1 + SINRy £)]. Since no closed-form expression is available in gen-
eral, a tractable approximation is obtained via Jensen’s inequality. Because
x +— log, (1 + x) is concave for x > —1, we have

E[log, (1 + X)] < log,(1+ E[X]).

Replacing E(log, (1 + SINRy ¢)] with log, (1 + E[SINRy g]) therefore yields
an upper bound on the eavesdropper term. Consequently, the resulting secrecy
rate becomes a conservative estimate of the achievable performance, which is
desirable from a security standpoint.

Starting from
Es(log,(1 + SINRy )] (3.4.1)

K 2
log, (ff% + ohisgf T ge + 3 pu g Horr| )]
m=1

_]E5

2
log, <0% +ohisgE T ge + Y pur g Hu| ﬂ :
m#£k

and substituting gr = g + d with § ~CN(0, 0‘§I ), we move the expectation
inside the logarithm to obtain

(3.4.1) ~ log, (a% +E;

K 2
TRis8E T g + Y pu |gH Hurt| D
m=1

2
ORis8E T e + ék pon [gE Horr | D '
m

— log, <(7% +E;
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Form =1,...,K, direct computation gives

E||gf Hyy || = g Huyr L ge + 02 | Hyy |2

— Mgl (§E§§ + aglN)Hmy — |RY2H,y

2
7

E [gEHlTHgE} - 'YH (g\Eg‘g + (Té%IN)’Y = HR}E/Z’Y
where Rg = grgy + 07In. Hence,
Es[log,(1+ SINRy )] =~ log, (1 + S/I_NT{]C/E) ,
with

pe||RY *Hyy |

SRy ; —

Accordingly, the SEE in (3.2.10a) can be approximated as

K P
3 [10g, (1 + SINRy ) — log, (1 + SINR )|

SEE _ k=1
tr((’Y’YH —1Iy) R) + Yo e+ Pe

The corresponding optimization problem becomes
max SEE(, p, C)
s
st. tr(R) < tr(Ryy) < Prmax + tr(R),
0< Pk < Pmax,k/ Vk.

Yotk P RE *Hyuy||* + 025 | R || + 0%

2
7

93

(3.4.2)

(3.4.3)

(3.4.4)

(3.4.5)

(3.4.6)

(3.4.72)

(3.4.7b)
(3.4.7¢)

Problem (3.4.7) is solved through alternating optimization over the variables

v, p, and C, reusing the same sequential fractional programming framework
developed for the perfect-CSI case, with the substitution of SINRy ¢ for

SINR .
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3.4.1 RIS Optimization (sCSI)
For fixed (p, C), the RIS-design subproblem reads

[1og, (1+ SINRy ) — log, (1 + SINR )

g
T

3.4.8
m;ax Ry ) + Poog ( a)
s.t. tr(R) < tr(R'y'yH) < PR max + tr(R), (3.4.8b)

where Poeq = Y pikpk + Pe — tr(R). As before, we have ¢! Wey = o ei||* +
0%l LI]}/Z')/HZ and we reuse xp, i, ¥, J5 from (3.3.3)-(3.3.10). On the eaves-
dropper side (statistical CSI), we define

(3.4.9)
YE = Z PmH (3.4.10)
Je = Z P | RY2Huy|* + 0315 || RY 5% (3.4.11)

Following the same steps used for the perfect-CSI case (cf. (3.3.6)~(3.3.8)),
the k-th secrecy term admits the lower-bound structure

RSCSI( ) > log, (1 + ;2) + log, <1 + yE)

U
+(21/ xB+y3_1)

¥\ VXp  Xp+¥p
LI 2\/yTgiyE+o§-71

o\ VIE g +0?

o2 XE+YE—Xg— —sCsl

_|_10 E — E = R .

g2<a§+x,5+y5> 0% + X£ + g sk (7)

(3.4.12)

As in the perfect-CSI derivation, /xp and /yf are convex in 7 and we
linearize them at a feasible reference point %:

Vxg > Xg(y) asin(3.3.14), (3.4.13)
VIE =\ YIMey = |M{Z7]| > Je(7) asin(33.15),  (34.14)
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with the sCSI matrix

Mk,E = Z pmHnI;IREHm +0'12215RE- (3415)
m#£k

These redefinitions yield, for any feasible %, the following concave surrogate
(tight at v = ¥):

—=SCSI
RSESH(9) > Rop ()

Xp Xp (2Xp xp+yp
> lo <1+_>+_< — — —1>
&2 Yp ¥yp\vXp Xp+ip
Ve , Ve (20 YE+OR
+10g 1+7 +7 — — T —].
2( U%) U%(\/]/E g+ 0F
of XE+YE—XE— VY 5
+1o E _ E & RSCSI(, )
g2<0§+5cg+yE> o2+ %p + 75 sk (1)

(3.4.16)

The bound in (3.4.16) preserves both value and gradient at the expansion
point and is jointly concave in -y, which enables the ensuing fractional-
programming step.

By replacing (3.4.12) with its linearized counterpart (cf. (3.3.16)) and convex-
ifying the lower global-reflection constraint as in (3.3.17), the RIS update at
each SFP iteration becomes

K
Y R ()
m;;lx tr(};{:')lﬂyH) e (3.4.17a)
st. YRy < Prumax +t(R), (3.4.17b)
FHRY + 2R{¥"R(y — %)} > t(R). (3.4.17¢)

Problem (3.4.17) is a pseudo-concave fractional program with convex con-
straints and is solved by Dinkelbach iterations, exactly as in (3.3.19), upon
replacing EE%SI with ﬁ?%SI.

Proposition 3.4.1. Algorithm 10 produces a non-decreasing sequence of objective
values for (3.4.8) and converges to a Karush—Kuhn—Tucker (KKT) point. The proof
mirrors the perfect-CSI case and follows from the SFP conditions (tightness and first-
order agreement of the surrogates, convex feasible set) together with the optimality
of Dinkelbach’s inner loop; see Appendix A.6.1.
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Algorithm 10 RIS optimization under statistical CSI

Input: tolerance € > 0, feasible %.

repeat
Build EEJ,(IESI('Y) at l solve (3.4.17) (via Dinkelbach) for *;
T = |SEE(y*) —SEE(%)|; 4 <+ %

until T < e

3.4.2 Power Optimization (sCSI)

With (v, C) fixed, the power-update subproblem resembles the form of (3.3.24),
but the quantities related to the eavesdropper are substituted with their
statistical-CSI equivalents. By introducing

o) = |cH Awy |, dP) — cfwey, (3.4.18)
~(E 2 ~(E 2
5 = |RYHey |, A" = o2+ ok | |RY 4|, (3:419)

e =1+t (yy" — INH{HL], Peeq = 0y ([|7]]> — N) + P.. (3.4.20)
The sCSI power-allocation problem reads.

X piay K piay”
21°g2<1 G <B>) - 210%2(1 ) )
k=1 dy k=1

@)

_(E
+ Lotk Pmly = A"+ Lonzk Pmim
max X
4 Y1 HkPk + Peeq
(3.4.21a)
st. 0< pr < Paxkr VK. (3.4.21b)
As in the perfect-CSI case, we can write.
a fo(p)

SEE(p) = 81(p) = 828(P) =81p(P) + Zp(P), 8e(p) = 155

with a common denominator

K
D(p) = Z MkPk + Pc,eq/
k=1
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and numerators

K K
fup(p Z logz( +Yyora), ) =Y logy (47 + X pual),
i=1 k=1 mk
K K
f1 E 2 10g2( 2 szll(E))r fz,E(P) = Z log, (d(E) + ; mel;(nE)

The non-concave parts are — f, g and —]’1 - By linearizing these two numer-
ators at a feasible reference point p gives the SFP surrogate

)+ Fap(0) = (fos(P) + Vs (=) = (FLe(®) + V() (i~

SEE(p) = Dip)
(3.4.22)
with gradient components (evaluated at p)
2B
[Vp(P)]; = E L (3.4.23)
k?é] + Zm;ék pmak m
K a't)
[Vie@®)] =L ] (3.4.24)

k=1 d(E) +Zm 1f7mﬂ£f)

Note. The derivative of fl,E w.rt. p; depends on ﬁ](E)

the sum over k, since the inner argument of each logarithm is identical.

and is replicated across

The sCSI power-update step solves

max SEE(p) (3.4.25a)
p
st 0< pp < Poaxkr VK, (3.4.25b)

which is a pseudo-concave fractional program and can be solved globally by
standard fractional-programming methods (see Appendix A.6.1).

Algorithm 11 Power optimization under statistical CSI

Input: feasible p, tolerance € > 0.
repeat
Solve (3.4.25) to obtain p*;
= |SEE(p*) —SEE(p)|; p < p*
until T < €
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Proposition 3.4.2. Algorithm 11 generates a monotonically non-decreasing se-
quence of objective values for Problem (3.4.21) and converges to a solution that
satisfies the Karush—Kuhn—Tucker (KKT) conditions of (3.4.21).

Proof. The claim is a direct consequence of the properties of sequential frac-
tional programming (see Appendix A.6.1). At each iteration, the surrogate
in (3.4.22) is a global underestimator of the original objective, is tight at the
current iterate p, and matches the first-order behavior there. These prop-
erties guarantee monotonic improvement and ensure that any limit point
fulfills the KKT conditions of (3.4.21). ]

3.4.3 Optimization of C (sCSI)

In the statistical-CSI case, the receive combiners C influence only the legiti-
mate users’ rates and have no impact on the (approximated) eavesdropper
term. As a result, the optimization again decouples across users, allowing
each user k to determine its own filter independently. Under these condi-
tions, the LMMSE filter derived in Appendix A.1.1 remains the optimal
choice. Its expression is

—1
¢ = m( Y pmAmyy AL+ w) Apy. (3.4.26)
m#£k

3.4.4 Opverall Algorithm, Convergence, Complexity, and Prac-
tical Implementation

The AO framework established for the perfect-CSI scenario can be success-
fully applied to the statistical-CSI scenario. The main adjustment lies in
replacing the instantaneous secrecy-rate terms with their expected-value
approximations derived in Section 3.4. Although the overall structure of the
algorithm remains unchanged, i.e., by alternating between the RIS coeffi-
cients, transmit powers, and receive filters, the optimization now operates
on the surrogate objective SEE, which captures the ergodic secrecy perfor-
mance.

The essential difference arises in the handling of the eavesdropper’s channel.
Rather than depending on instantaneous CSI, which is rarely available in
practice, the optimization relies solely on the statistical characterization of
the channel. This substantially reduces the estimation burden and makes the
algorithm well-suited to scenarios with passive or hidden eavesdroppers,
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where perfect CSI cannot be acquired. The resulting iterative procedure is
summarized in Algorithm 12 below.

Algorithm 12 Overall resource allocation under statistical CSI

Input: feasible (p, ), tolerance € > 0.
Compute C (LMMSE, see Appendix A.1.1).
repeat

SEEn ¢ SEE(p, 7, C);

Update 4 using Algorithm 1;

Update p using Algorithm 11;

Recompute C (LMMSE);

SEEout + SEE(p, 7, C);

until |SEEyy — SEE,| < €

Proposition 3.4.3. Algorithm 12 generates a non-decreasing sequence of SEE
values and converges to a finite limit.

Proof. Propositions 3.4.1 and 3.4.2 ensure that every update step in Algo-
rithm 12 yields a surrogate objective value that never decreases. The se-
quence of SEE values is monotone and remains bounded above, owing
to the finite transmit-power and RIS-reflection limits. Consequently, the
iterations converge to a stationary point of Problem (3.4.7). u

Remark 3.4.1 (Ergodic SSR specialization). By setting the denominator in (3.2.10a)
to unity, Algorithm 12 reduces to an ergodic secrecy sum-rate (SSR) maxi-
mization procedure. In this way, the proposed formulation subsumes con-
ventional SSR optimization as a particular instance of the more general SEE
framework. O

Computational Complexity. The complexity analysis closely follows that
of the perfect-CSI counterpart. Each pseudo-concave fractional subprob-
lem can be reformulated as a concave maximization with one additional
variable and solved in polynomial time [95]. Let I, 2, I, and I, denote the
iteration counts of the RIS, power, and outer loops, respectively. The overall
computational complexity is then expressed as follows.

C=0 (12(1,,,2(1\1 + 1) 4 1o (K + 1)ﬁ)) , (3.4.27)

where «, € [1,4] depend on the underlying convex solver. As in the perfect-
CSI case, the total cost scales polynomially with both the number of RIS
elements N and the number of users K.
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Practical Implementation. The execution of Algorithm 12 is centralized
at the BS. Once convergence is reached, the BS forwards the optimized
reflection vector to the RIS controller and the transmit-power settings to
the users. Under the statistical-CSI model, the BS no longer needs an exact
estimate of the eavesdropper’s channel g; it only requires its mean g and
variance U;. This assumption is realistic in networks where the eavesdropper
is passive or only approximately located. In the limiting regime where (7§ >
|g]1?, no specific channel knowledge is needed at all, which eliminates any
estimation overhead and still maintains robustness in the SEE optimization.

Discussion. The perfect-CSI and statistical-CSI frameworks should be re-
garded as complementary baselines. The first framework represents an
optimistic setting, providing an upper bound on achievable SEE perfor-
mance when the eavesdropper’s channel is perfectly known. In contrast, the
second framework reflects a more realistic condition in which only statistical
or partial knowledge is available; it accounts for the uncertainties that typi-
cally arise in practical wireless environments. Taken together, Algorithms 9
and 12 provide a unified optimization framework that bridges idealized
and real-world conditions. The following section will explore their relative
performance and associated trade-offs through numerical results.

3.5 Numerical Analysis

This section evaluates the proposed algorithms’ performance under perfect
and statistical channel state information (CS) conditions. Unless indicated
otherwise, the main simulation parameters are given in Table 4.4.1. The
selected values correspond to a realistic cellular configuration, with a moder-
ately sized RIS and a multi-antenna BS, chosen so that both energy efficiency
and secrecy aspects remain non-trivial. The scenario is motivated by the
fact that the RIS and the BS are fixed and strategically placed to guarantee
favorable propagation conditions toward the legitimate receiver. By contrast,
the eavesdropper is modeled as another mobile node of the network, or as an
external intruder, which, owing to its random position and lower elevation,
is assumed to be in less favorable propagation conditions than the legitimate
receiver. This modeling choice reflects practical deployments, where the
legitimate infrastructure can be optimized while potential eavesdroppers
cannot. To guarantee statistical reliability, all numerical results are averaged
over 10° independent realizations of user positions and channel fading. In
the case of statistical CSI, the accuracy of the RIS-eavesdropper channel
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estimate is quantified through the normalized error variance (NEV), defined
as )
gy < EUO
E[llgl]?]

where § denotes the estimation error. Unless explicitly stated otherwise, we
adopt NEV = 0dB as the default operating condition.

3.5.1 SEE and SSR versus Transmit Power

The first set of experiments examines how the secrecy energy efficiency
(SEE) and secrecy sum-rate (SSR) vary with the maximum transmit power
Pt max. To provide a comprehensive comparison, several resource-allocation
strategies are evaluated:

(a) Algorithm 9 (perfect CSI, SEE maximization): optimized for maximum
SEE with complete channel knowledge.

(b) Algorithm 12 (statistical CSI, SEE maximization): the RIS coefficients,
transmit powers, and receive filters are optimized using only statistical
knowledge of g, whereas the achieved SEE is computed using the
actual channel realizations.

(c) Algorithm 9 (perfect CSI, SSR maximization): specialized for secrecy
sum-rate optimization, as described in Remark 3.3.3.

(d) Algorithm 12 (statistical CSI, ergodic SSR maximization): adapted
for ergodic SSR maximization according to Remark 3.4.1. Here, the
optimization relies on statistical CSI, but performance evaluation uses
the true channel states.

(e)—(f) Modified versions of Algorithms 9-12: the RIS reflection vector 7 is
refined through per-element alternating optimization following [86].
For each reflecting element n, both amplitude and phase of 7, are
tuned via exhaustive search.

(g) Heuristic approach: random RIS phases, uniform reflection ampli-

tudes, and uniform transmit-power allocation, i.e., |7,|?> = 1+ Pr max/ tr(R)

for all n, and px = Pt max/K for all k.

The corresponding results are depicted in Fig. 3.5.1. Designs that rely on
statistical CSI, namely schemes (b) and (d), attain slightly lower SEE com-
pared with their perfect-CSI counterparts (a) and (c). This reduction stems
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TABLE 3.5.1: Simulation parameters used in Section 3.5.
Unless otherwise stated, these values are fixed across ex-

periments.

Symbol Description Value
Network sizes and bandwidth

K Number of users 4

Np BS antennas 4

N RIS elements 100

B System bandwidth 20MHz
Geometry and placement

RIS/BS height Heights of RIS and BS 10 m (each)

User height User elevation range [1.5, 2.5]m

Eavesdropper height Eavesdropper elevation range [1.5, 2.5]m

User area User drop radius 50m

RIS guard distance Min user-RIS distance R, =20m

RIS-BS distance Horizontal distance 20m

Eavesdropper area Radius from BS 30m
Propagation (path loss and fading)

ny, Path-loss exp. (user—RIS) 4

NgE Path-loss exp. (eve—RIS) 4

g B Path-loss exp. (RIS—BS) 2

K; Rician K-factor (RIS—BS) 4

K, Rician K-factor (user/eve—RIS) 2
Noise and RF front-end

Ny Noise PSD —174dBm/Hz

NF Receiver noise figure 5dB

Power budgets and static consumptions

Pt hax Per-user max TX power swept in figures

Py Static (TX/RX other) 20dBm

Py ris RIS static (base) 30dBm

Pey RIS per-element static (base) 0dBm

PR max RIS RF amp. budget (active RIS)  as specified per figure

Eavesdropper CSI (statistical case)

g (75% Mean/channel error variance model in Sec. 3.4

NEV Normalized error variance 0dB (default)
Monte Carlo and evaluation

Nmce Number of trials 103

Metric Reported objective SEE (3.2.7), SSR (3.3.6)

Notes: (i) In active vs. nearly-passive comparisons (Figs. 3.5.3-3.5.4), we set PC(,’;,) = 0dBm,

P € [0,40] dBm,

P =20 dBm, and P =10dBm. (ii) In quantization experiments

O,RIS ™ ORIS

(Figs. 3.5.6-3.5.9), RIS phase/amplitude quantizers use 1-4 bits over the amplitude interval

derived from the global reflection constraint.
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from the uncertainty in the RIS—eavesdropper channel; however, the per-
formance loss remains minor. Even with statistical CSI, the SEE stays well
above 10 Mb/]J across the examined power range, confirming that secure
and energy-efficient operation is preserved despite imperfect information.

It is also evident that the SEE-driven schemes (a) and (b) consume con-
siderably less power than the SSR-oriented ones (c) and (d), especially at
higher P max. Maximizing SSR alone encourages excessive use of transmit
power, improving the achievable rates but degrading efficiency. In contrast,
SEE-oriented optimization promotes a more balanced operating point that
sustains high secrecy and low energy costs.

Finally, the heuristic and partially optimized baselines (e)—(g) exhibit much
poorer performance, often by a significant margin. These outcomes demon-
strate the necessity of a coordinated optimization across all design variables.
When the RIS coefficients, transmit powers, and receive filters are not jointly
optimized, energy efficiency and secrecy performance drop sharply, under-
scoring the advantage of the proposed framework.

x108
4 SEE by Algorithm 3 for SEE maximization

16 SEE by Algorithm 6 for SEE maximization . - *

SEE by Algorithm 3 for SSR maximization /
#SEE by Algorithm 6 for SSR maximization ;
»SEE by Algorithm 3 for SEE max. with AO of Vopt /

12 |+-SEE by Algorithm 6 for SEE max. with AO of ~

14

opt

) o SEE by random RIS phases, uniform o
% 10| Tx powers and RIS moduli
w
] 8
(7]
6
4
2
(Ve
-20 -10 0 10 20 30 40 50

Max Available Transmit power - Ptmax [dBm]

FIGURE 3.5.1: SEE versus P max for the schemes (a)—(g).
K:4,NB :4,N:100,1’lh :ng,E :4,ng,3 =2.

Figure 3.5.2 presents the secrecy sum-rate (SSR) obtained for the same
resource-allocation strategies considered in Fig. 3.5.1. As expected, when the
optimization directly targets SSR, the achievable rate increases steadily with
transmit power for both perfect and statistical CSI, showing the characteris-
tic monotonic growth typical of power-limited systems. In contrast, the SSR
curves corresponding to SEE-oriented designs exhibit an early saturation:
since these schemes limit the transmit power to maximize energy efficiency,
the rate eventually flattens once the optimum power balance is reached. This
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behavior explains why the gap between SSR- and SEE-driven allocations be-
comes smaller at high P; max, even though the underlying design objectives
differ.

A further observation is that all proposed optimization frameworks sub-
stantially outperform the heuristic baseline (g), which relies on random
RIS phases and uniform transmit power. That simple configuration yields
markedly lower SSR and SEE values across the entire range of transmit pow-
ers, confirming the importance of coordinated resource allocation among
the RIS, the users, and the BS.

Finally, the modified algorithmic variants (e)—(f), which refine the RIS coef-
ficients via exhaustive per-element search, attain performance levels very
close to those of the main proposed methods but at a considerably higher
computational cost. This trade-off highlights the efficiency of the proposed
optimization framework, which achieves nearly optimal results without
resorting to costly brute-force tuning.

25
<SSR by Algorithm 3 for SSR maximization

#SSR by Algorithm 6 for SSR maximization
SSR by Algorithm 3 for SEE maximization
#SSR by Algorithm 6 for SEE maximization

4SSR by Algorithm 3 for SSR Max.with AO Dwopt

-SSR by Algorithm 6 for SSR Max.with AO Of%pt

15 _SSR by random RIS phases, uniform
Tx powers and RIS moduli

N
o

SSR [bit/s/Hz]
o

-20 -10 0 10 20 30 40 50
Maximum available transmit power - Ptmax [dBm]

FIGURE 3.5.2: SSR versus P max for the schemes (a)—(g).
Parameters as in Fig. 3.5.1.

3.5.2 Active versus Nearly-Passive RIS

Figures 3.5.3 and 3.5.4 present a comparison of the secrecy energy efficiency
(SEE) obtained with active and nearly-passive RIS architectures under perfect
and statistical CSI, respectively. In the nearly-passive case, each reflecting
element operates with a fixed static power of Pc(,ﬁ) = 0 dBm.

For the active RIS, Pc(ﬁl) varies from 0 to 40 dBm, reflecting the extra
consumption introduced by the analog reflection amplifiers. The residual
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static power is set to (5,218 = 20 dBm for the active case and Pé,pR)IS = 10dBm
for the nearly-passive one, reflecting the additional circuitry required by the
amplification hardware. Simulations are performed for two surface sizes,
N =100 and N = 200 elements.

The results highlight a distinct trade-off between amplification benefits and
circuit-related costs. At low values of PC(,‘;), the active RIS achieves superior
SEE, since the additional reflected signal power more than compensates
for the slight increase in static consumption. As Pc(f,? grows, this advantage
gradually diminishes: the circuit losses start to dominate the energy budget,
and cause the overall efficiency of the active surface to fall below that of its
nearly-passive counterpart eventually.

The point at which this crossover occurs depends on the surface size:
for larger N, the threshold appears at lower values of PC(Z) because the total
static cost grows roughly linearly with the number of elements, making

active operation increasingly inefficient in very large arrays.

From a design standpoint, these findings emphasize the need to align the RIS
architecture with both the deployment scale and the underlying hardware
efficiency. Active RISs are especially attractive for compact or medium-
scale deployments, where their amplification capability can extend coverage
and improve secrecy. When implemented with highly efficient low-power
amplifiers, they deliver these gains without significantly burdening the
energy budget.

In contrast, as the array size increases, nearly-passive RISs become the
more attractive option—their negligible per-element power consumption
maintains superior SEE even without amplification. In conclusion, the opti-
mal RIS setup depends on the hardware’s efficiency and the deployment’s
scale. Designing the system with energy awareness is key to unlocking the
full advantages of active and nearly-passive RISs.

3.5.3 Impact of Channel Uncertainty

Figure 3.5.5 shows how channel uncertainty influences the secrecy energy
efficiency (SEE). The quality of the RIS-eavesdropper channel estimate is
measured by the normalized error variance (NEV). The analysis includes
Algorithm 9 (perfect CSI) and Algorithm 12 (statistical CSI), each tested with
RISs having N = 100 and N = 200 reflecting elements.

When perfect CSl is available, the SEE remains nearly constant across all
NEV values, resulting in flat curves that act as reference points. However,
when only statistical CSI is utilized, the SEE gradually decreases as the
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FIGURE 3.5.3: SEE (Algorithm 9, perfect CSI) for active
and nearly-passive RISs versus static element consumption.
N € {100,200}, Pt max = 30dBm.
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FIGURE 3.5.4: SEE (Algorithm 12, statistical CSI) for ac-
tive and nearly-passive RISs versus static element consump-
tion. N € {100,200}, P max = 30 dBm.

NEV increases. This decline occurs because the accuracy of the surrogate
SINR model diminishes at higher NEV values. For small or moderate un-
certainty levels (up to NEV = 0 dB), this degradation is barely visible, and
Algorithm 12 performs nearly the same as its perfect-CSI counterpart. This
confirms that the statistical design remains reliable under realistic estimation
errors. When the uncertainty becomes larger, the SEE declines faster, with a
stronger impact observed for N = 200. This suggests that bigger RIS arrays
are more exposed to channel mismatches. In practice, statistical CSI still per-
forms well under moderate uncertainty, but its advantage quickly fades as
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estimation errors grow. Accurate statistical modeling of the eavesdropper’s
channel is essential to preserve the benefits of secure and energy-efficient
operation.
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FIGURE 3.5.5: SEE versus NEV: Algorithms 9-12, N €
{100,200}. Ptmax = 30dBm.

3.5.4 Relaxation and Projection

In practice, RIS hardware cannot realize reflection coefficients with con-
tinuous phase and amplitude values. This constraint stems from the use
of finite-resolution phase shifters and discrete gain amplifiers, which to-
gether create a gap between the continuous-domain optimization model and
what the hardware can actually implement. Bridging this gap is crucial for
achieving RIS designs that are theoretically sound and feasible for practical
deployment.

A widely used remedy is the relaxation and projection approach. Here,
the optimization is first carried out in the continuous domain—as in Algo-
rithms 9 and 12 to exploit the analytical tractability of convex approximations
and sequential fractional programming. Once the continuous solution is
obtained, the reflection coefficients are projected onto the discrete feasible set
by quantizing both their amplitude and phase. This two-step process offers
a practical middle ground, preserving the efficiency of convex optimization
while remaining consistent with hardware limitations.

An added advantage of this approach lies in its computational scalability.
Because each of the N reflecting elements is quantized independently, the
complexity of the projection step grows only linearly with N.
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Combined with the fact that the proposed algorithms already scale poly-
nomially with surface size, the overall complexity remains polynomial. By
contrast, tackling the discrete resource-allocation problem directly would
lead to exponential complexity in N, making it impractical for large RIS
deployments.

Quantization strategy. Each reflection coefficient vy,, forn = 1,...,N,
has its phase uniformly quantized over the range [0,277). The amplitude
|'vn|, however, must be quantized more carefully to ensure that the overall
configuration satisfies the feasibility constraint

tr(RyyH) € [tr(R), Prmax + tr(R)]. (3.5.1)

which links all RIS coefficients through the global reflection constraint. A
naive setting such as |y,|?> € [0, tr(R) + PR max] would create an unnec-
essarily wide dynamic range and, as a result, lower the accuracy of the
quantization.
To derive a tighter bound, let R be diagonal with diagonal entries ;. It
follows that
Runinl[7]1* < tr(Ryy™) < Rmaxl 71/, (352)

where Rpin and Rmax corresponds to the smallest and largest diagonal
elements of R, respectively. Substituting this expression into (3.5.1) gives

< tr(R) + PR,max.

Rmin

(3.5.3)

If the reflection coefficients are approximately uniform, so that ||y||?> ~
N|n|?, then under this assumption, the admissible range for the amplitude
can be written as

tr(R) tr(R) + PR max
: ~1,...,N. 54
fval € \/RmaxN’ \/ RN |7 TN (359)

This interval is then uniformly quantized according to the desired num-
ber of bits for amplitude control.

Performance evaluation. Figures 3.5.6 and 3.5.7 display the resulting SEE
performance under perfect and statistical CSI, respectively, when the coeffi-
cients obtained from Algorithms 9 and 12 are quantized with 1, 2, 3, and 4
bits. The unquantized (continuous) outcome is also a reference upper bound.
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Across both CSI regimes, quantization with at least three bits yields the
same performance as the continuous solution, providing an effective balance
between energy efficiency and hardware cost. A modest but acceptable
degradation is observed with two bits, whereas one-bit quantization causes
a pronounced SEE loss. Interestingly, the performance loss due to quantiza-
tion is smaller under statistical CSI, since precise RIS tuning becomes less
critical when only statistical information about the eavesdropper’s channel
is available.

Figures 3.5.8 and 3.5.9 report the corresponding secrecy sum-rate (SSR)
results. The overall trend is similar: using three or more quantization bits
yields an SSR performance close to the continuous case, whereas a single-bit
resolution proves insufficient.

A small but measurable performance gap persists even with four-bit
quantization, especially at high P; max values in the perfect-CSI case. This
confirms that SSR maximization is inherently more sensitive to quantization
errors than SEE optimization, as secrecy rates depend more heavily on
accurate interference management.
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FIGURE 3.5.6: Quantized SEE (Algorithm 9, perfect CSI)
versus Prmax.

3.5.5 GEE-SR Operating Frontier

Figure 3.5.10 depicts the relationship between global energy efficiency (GEE)
and the achievable sum-rate (SR), obtained by jointly considering the allo-
cations that are optimal for SEE and for SSR. Each data point corresponds
to a specific value of the maximum transmit power P; max. For that power
level, Algorithm 9 (perfect CSI) or Algorithm 12 (statistical CSI) is executed
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FIGURE 3.5.8: Quantized SSR (Algorithm 9, perfect CSI)
versus Prmax.

twice—first to maximize the SEE and then to maximize the SSR. The result-
ing GEE from the SEE-optimal allocation is plotted on the vertical axis, while
the SR of the corresponding SSR-optimal solution is shown on the horizontal
axis.

As the transmit-power limit increases, the SR grows monotonically, since
the SSR-oriented design always exploits the entire available power budget.
The GEE, however, exhibits a different trend: it rises initially and then levels
off once the power surpasses the value that maximizes the SEE. Beyond
this point, additional transmit power does not change the optimal resource
allocation, and both the SEE and the resulting GEE remain nearly constant.
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This plateau behavior reflects the intrinsic unimodality of the SEE function
with respect to transmit power.

The obtained frontier makes the trade-off between energy-focused and
rate-focused operation explicit. Allocations that pursue higher rates continue
to improve SR but do so at the expense of energy efficiency. At the same
time, energy-optimal operation provides no further benefit once the SEE
peak has been reached. In practical terms, this curve offers guidance for
network operators. Depending on the traffic load and the available power
budget, they can choose to emphasize throughput or operate closer to the
energy-efficient point of the trade-off.
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Chapter 4

Dual-Metasurface-Aided
Networks: Secure Energy
Efficiency Maximization

This chapter refers to articles published in the EURASIP Journal on Advances
in Signal Processing (Open Access), 2025. https:/ /rdcu.be/eJURW

4.1 Introduction

Building upon the unified modeling framework and energy- and secrecy-
oriented design principles developed in the previous chapters, this chapter
investigates a dual-metasurface architecture for secure and energy-efficient
wireless communications. In particular, the focus is on combining a recon-
figurable holographic surface (RHS) integrated in the near field of the base
station (BS) with an environmental reconfigurable intelligent surface (RIS),
thereby enabling joint spatial control in both the transmitter domain and the
propagation environment.

Metasurface-assisted wireless systems have emerged as a promising al-
ternative to fully digital massive MIMO architectures, primarily due to their
ability to manipulate electromagnetic waves directly in the analog domain
while significantly reducing the number of energy-intensive RF chains. This
feature is particularly relevant in light of the growing energy consumption
of current 5G infrastructures, where large digital antenna arrays have led
to substantial static power overheads. By contrast, metasurfaces offer fine-
grained spatial control with a much lower energy footprint, making them
attractive candidates for sustainable 6G deployments.


https://rdcu.be/eJURW

4 Dual-Metasurface-Aided Networks: Secure Energy Efficiency

114 Maximization

Within this context, two complementary metasurface technologies have
attracted considerable attention. Environmental RISs are typically deployed
to create or enhance propagation paths, while RHSs are integrated in the
near field of the BS antenna array to enable holographic beamforming with
reduced digital complexity. The operating characteristics of these surfaces
depend on their hardware realization: nearly-passive designs consume min-
imal control power but are affected by multiplicative fading over cascaded
links, whereas active metasurfaces can partially mitigate this effect through
reflection-type amplification at the cost of additional power consumption
and noise. The dual-metasurface architecture considered in this chapter
leverages the strengths of both approaches by jointly shaping the transmit-
ted wavefront and the wireless environment.

In addjition to energy efficiency, secure communication is a fundamental
requirement for future wireless networks. Physical-layer security (PLS) pro-
vides an attractive complement to conventional cryptographic techniques
by exploiting the physical properties of the wireless channel to ensure
confidentiality with limited processing overhead. When combined with
metasurface-assisted transmission, PLS techniques enable spatially selec-
tive enhancement of legitimate links while suppressing information leakage
toward unintended receivers.

Motivated by these considerations, this chapter studies a downlink mul-
tiuser multiple-input single-output (MISO) system in which a BS commu-
nicates with multiple legitimate users through a dual-metasurface config-
uration comprising an RHS at the transmitter and an RIS deployed in the
environment, in the presence of a passive eavesdropper. The objective is to
maximize the minimum secrecy energy efficiency (SEE) across users, defined
as the number of securely transmitted bits per unit of consumed energy,
subject to constraints on transmit power, quality of service, and metasurface
reflection coefficients. This formulation enables a unified evaluation of the
trade-offs between energy efficiency, secrecy performance, and hardware
complexity in dual-metasurface-assisted networks.

41.1 Prior Works

To jointly account for energy efficiency and physical-layer security, the no-
tion of secrecy energy efficiency (SEE) has been introduced. It measures how
much confidential information can be reliably transmitted for each joule
of consumed energy [92]. Despite this unified perspective, most studies
on metasurface-aided wireless networks have addressed either secrecy or
energy efficiency in isolation.
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Secrecy-oriented research. The study of RIS-assisted physical-layer security
has gained significant attention. Prior work includes secrecy-outage analyses
for RIS-based NOMA systems [48], [64] and investigations of discrete-phase
RIS architectures [78]. Scenarios with multiple eavesdroppers were investi-
gated in [87], and worst-case secrecy formulations for NOMA-based schemes
were proposed in [98]. Beyond these, several works have focused on spe-
cific scenarios: secrecy-outage analysis with wireless power transfer [101],
secrecy-rate optimization for space-ground communications [40], and multi-
user secrecy improvement [49]. In addition, the authors of [88] examined
how different channel conditions influence RIS-aided secrecy.

Energy-efficiency-oriented research. Most investigations targeting EE have
not incorporated secrecy constraints. Examples include vehicular networks
assisted by omnidirectional RISs [16], and joint power minimization and
sum-rate maximization in RIS-aided MISO systems [103]. The study in [51]
explored how different interconnection structures — fully connected versus
sub-connected affect the performance of active RISs. Building on this line
of work, [59] focused on multi-user EE optimization with QoS guarantees,
applying fractional programming techniques [73]. In [65], the authors in-
vestigated hybrid metasurface architectures that integrate both passive and
active elements to improve design flexibility and efficiency. In [35], the
authors developed resource-allocation methods that improve multi-user
energy efficiency in RIS-assisted systems. The study in [81] examined how
bounded channel uncertainties affect the secrecy of satellite networks em-
ploying active RISs.

Secrecy energy efficiency (SEE). Only a few studies have treated SEE
explicitly. Recent efforts such as [39], [55], [97] have focused mainly on
nearly-passive RIS architectures, adopting machine-learning or alternating-
optimization methods to maximize SEE. However, these contributions do not
account for hybrid setups combining RIS and RHS, nor do they incorporate
active metasurfaces. Evidence from visible-light communication studies [74]
indicates that RISs can enhance secrecy and authentication, reflecting the
broad applicability of metasurface-based secure links.

4.1.2 Contributions

In light of the above, this work presents a unified framework that jointly ad-
dress both energy efficiency and physical-layer security in a dual-metasurface
MISO system. The main contributions are summarized as follows:
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¢ A downlink MISO configuration is investigated in which a multi-
antenna base station (BS) serves multiple single-antenna users through
two distinct metasurfaces. A reconfigurable intelligent surface (RIS)
is placed in the propagation environment to improve the channel
conditions. In contrast, a reconfigurable holographic surface (RHS)
is integrated in the near field of the BS array to provide additional
analog beamforming control. The BS transmits artificial noise further
to reduce information leakage toward potential eavesdroppers [37].

¢ The optimization goal is to maximize the minimum secrecy energy
efficiency (SEE) across users. This requires the joint design of the BS
beamforming vectors, the covariance matrix of the artificial noise, and
the reflection coefficients of both metasurfaces. Because the resulting
formulation is non-convex and fractional in nature, it cannot be solved
directly. A convergent algorithmic framework is therefore developed,
combining the generalized Dinkelbach method with sequential convex
approximation, Schur complement transformations, and an alternating
optimization structure.

* The performance of the proposed dual-metasurface system is exam-
ined through a set of numerical experiments. The analysis compares
the design with two benchmark configurations: one incorporating a
single RIS and another relying on conventional digital beamforming.
The results show that coordinated operation of the RHS and RIS pro-
vides marked gains in secrecy energy efficiency (SEE), particularly

under practical power constraints.

Chapter Roadmap

The remainder of this chapter is divided into three main parts. Section 4.2
outlines the dual-metasurface downlink MISO system, describing the chan-
nel setup, the signal representation, and the main sources of power con-
sumption. It also introduces the formulation of the secrecy energy-efficiency
(SEE) maximization problem and its related constraints. Section 4.3 outlines
how the optimization problem is solved. The method brings together the
generalized Dinkelbach approach, sequential convex approximation, and
Schur-complement tools, which are applied within an alternating optimiza-
tion loop. Section 4.4 follows with the simulation outcomes, highlighting
the main SEE performance trends and concluding the chapter with a brief
discussion of the key observations.
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4.2 System Model and Problem Formulation

This study examine a downlink multiple-input single-output (MISO) setup
in which a base station (BS) equipped with M antennas transmits confi-
dential information to K legitimate single-antenna users, while a passive
eavesdropper attempts to intercept the communication. To enhance the
received signal quality and reinforce physical-layer security, the BS operates
together with two metasurfaces:

* A reconfigurable holographic surface (RHS) is installed close to the BS an-
tenna array, operating in its near field. It contains N; tunable elements
that allow the transmitted wavefront to be shaped before it leaves the
array.

* A reconfigurable intelligent surface (RIS) is placed farther away, along
the wireless path between the BS and the users and it is loaded with
N; adjustable reflectors that modify the path and timing of incoming
signals, enhancing the channel conditions for users.

The overall arrangement is shown in Figure 4.2.1, which offers a schematic
representation. The RHS, positioned directly in front of the BS array, inter-
acts with the outgoing electromagnetic field immediately after transmission,
providing an additional layer of analog beam control in the near field. The
RIS, situated at a strategically chosen location, redirects the incident waves
to improve the effective propagation paths toward the intended receivers.
In this dual-surface arrangement, both legitimate receivers and the eaves-
dropper observe superimposed signals that may experience one or two
reflections. Each transmitted waveform can either (i) pass through the RHS
alone before reaching its destination, or (ii) be successively reflected by both
metasurfaces. Through joint control of the RHS and RIS, the BS can focus
energy toward the legitimate users while weakening the signal intercepted
by the eavesdropper, thereby improving both efficiency and confidentiality.

Channel Model

Let Q; € CNo*M denote the channel between the BS and the RHS, and
Q, € CN*Ni the channel from the RHS to the RIS. The channels from the
RHS and the RIS to the k-th legitimate user are denoted by h;; € CN**! and
h,; € CN*1 respectively. In the same way, g; € CNt*! and g, € CN<!
describe the corresponding channels leading to the eavesdropper.
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FIGURE 4.2.1: Dual-metasurface system model: an RHS is
co-located with the BS antenna array to provide near-field
holographic beamforming, while an RIS is deployed in the
environment to further shape the propagation toward the
users. Both the legitimate users and the eavesdropper are
affected by signals reflected from the RHS and RIS.

Both metasurfaces work in a nearly passive configuration where each ele-
ment changes only the phase of the incident signal and does not introduce
any active amplification. The overall behavior of the two surfaces can be
represented by the following diagonal reflection matrices:

I’t = diag(,Bt,lr ey ,Bt,Nt)r (421)
l“r = diag(ﬁrrl, ooy ﬁr,N,)r (4.2.2)

with the elements satisfying the unit-modulus conditions

‘ﬁt,n :1, n:1,...,Nt, ‘ﬁr,n

=1, n=1,...,N,. 4.2.3)

Based on these definitions, the effective downlink channel seen by user k
can be expressed as

H
heff — (hg(l"tQt—i-hfkl"rer"tQt) ) (4.2.4)

and the corresponding effective channel at the eavesdropper is given by

H
geff = (g{*rtQt +gffer,rtQt) . (4.2.5)
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Transmit Signal Model

For additional protection against eavesdropping, the base station includes
artificial noise (AN) along with the useful information signals [37]. The

transmitted signal is written as

X =

K
WSk + z, (4.2.6)

k=1
where w;, € CM*1 denotes the beamforming vector of user k, s; is the

data symbol with E[|s;|?] = 1, and z represents the artificial noise, whose
covariance is given by C, = [E[zz"].

Because both the BS-RHS and BS-RHS-RIS links carry the artificial noise, it
appears in all effective channels, including that of the eavesdropper. When
the transmit beamformers, metasurface reflection coefficients, and artificial-
noise covariance are optimized together, most of the unwanted energy can
be directed toward the eavesdropper while its influence on legitimate users
remains small. The use of two metasurfaces gives the system extra spatial
degrees of freedom compared with a conventional single-RIS design, making
it possible to reinforce the intended signals and at the same time disturb the
eavesdropper’s reception.

Achievable Rates and Secrecy Rate

For user k, the received waveform is corrupted by signals from other users,
the intentionally injected artificial noise, and thermal noise 1,  ~CN' (0,02 ).
Taking these effects into account, the achievable rate of user k is expressed as

(u)
() _ S
R, = log, <1(“)> , 4.2.7)
k
where
(u) X £f £
S = Y Ihg" w2+ ne gt 4 o2 (4.2.8)
j=1
1" = Y e 2 e netf 1 o2 (4.2.9)
j#k

The eavesdropper receives all transmitted signals together with the artificial
noise and its own disturbance n, ~ CN(0,02). Its achievable rate when
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trying to decode user k is
0 gle)
RY =log, ( ) (4.2.10)
k
with
K
S(E) — Zlgeff,ij|2 + geff,HCdeff + 0.62, (4211)
j=1
I,Ee) _ Elgeff,ij|2 + gt C,geff 4 o2, (4.2.12)
j#k
The achievable secrecy rate for user k is then given by
Reeck = [RV = R+ 42.13
sec,k [ k k } ’ ( el )

where the operator [ - | enforces that the secrecy rate remains non-negative.
For clarity in later derivations, this operator is omitted, assuming that after
optimization all users achieve positive secrecy rates.

Power Consumption Model

Recall that the SEE for user k is defined as the ratio between its achievable
secrecy rate and the total power consumed during transmission, which can
be expressed as:

R
= PSL" (4.2.14)
total k

Here, the total consumed power comprises two main components: the
radiated transmit power and the static hardware power. The transmit power
associated with user k can be written as

[wil|* + wg Tr(C2), (4.2.15)

where wy denotes the fraction of artificial-noise (AN) power allocated to
user k. Therefore, to distribute the artificial-noise (AN) power fairly among
users, a softmax-based weighting function is adopted:

exXp (/\Rmin,k )
E]K: 1 €Xp ( )\Rmin,j )
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where A > 0 controls the sensitivity of the power allocation to each user’s
minimum rate target.

The static part of the overall power consumption is modeled as follows:
P, static = MP Tx,static + NtP RHS,static + N;P RIS, static + P others (4-2-17)

where Pry giatic is the per-antenna static power at the BS, Prysstatic and
PRris static denote the per-element static power consumptions of the RHS
and RIS, respectively, and Py accounts for additional circuitry and control
overhead.

By combining the radiated and static contributions, the total power associ-
ated with user k becomes

Protarx = ||WkH2 + Wi (Pstatic + Tr(Cz)) . (4.2.18)

Substituting (4.2.18) into (4.2.14), the SEE expression is obtained as

Rsec k
= . . (4.2.19)
Te = Twil2 + i (Pegatic + Tr(C2))

Optimization Problem

The design objective here is to maximize the minimum secrecy energy effi-
ciency (SEE) among all users, while satisfying the system’s quality-of-service
(QoS) requirements, transmit-power limitations, and metasurface reflection
constraints. The resulting optimization problem is then formulated as:

max min 4.2.20a
whenr,r, kT ( )
s.t. Rl(c 2 2 Rmm ks vk, (4.2.20b)

K
Z [Wiell* + Tr(Cz) < Prax, (4.2.200)
Binl =1, n=1,...,Ny (4.2.20d)
=1, n=1,...,N. (4.2.20e)

Problem (4.2.20) is inherently non-convex due to the fractional SEE objective
and the coupling among the beamforming vectors, artificial-noise covari-
ance, and metasurface reflection coefficients. To obtain an efficient and
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convergent solution, the following sections develop a structured optimiza-
tion framework that combines fractional programming, sequential convex
approximation, and alternating optimization techniques.

4.3 Proposed Solution Method

Solving Problem (4.2.20) directly is challenging due to several structural
factors that render the optimization problem highly non-convex:

* The objective (4.2.20a) is a non-differentiable max—min fractional expres-
sion. As a result, traditional fractional programming cannot be applied
directly because the design variables’ secrecy-rate terms (numerators)

are non-concave.

* The coexistence of two metasurfaces (RHS and RIS) further complicates
the optimization. The reflection matrices are coupled through the
intermediate channel Q,, so the overall response cannot be reduced to
a single equivalent surface variable.

¢ The quality-of-service (QoS) constraints are non-convex, since the achiev-
able rates of the legitimate users are not concave functions of the
optimization parameters.

To address these challenges, an alternating-optimization framework is de-
veloped. The procedure iteratively updates three blocks of variables:

(i) the transmit covariances, including the beamforming vectors and
artificial-noise covariance;

(ii) the reflection coefficients of the RHS;
(iii) the reflection coefficients of the RIS.

Each subproblem is reformulated using appropriate convex-approximation
techniques to ensure tractable updates. The remainder of this section focuses
on step (i), while the optimization of the metasurface reflections is presented
in the subsequent subsections.

4.3.1 Optimization of Beamforming Vectors and AN Covari-
ance

In this subproblem, the metasurface reflection matrices I'y and I'; remain
fixed, while the optimization focuses on the transmit beamforming vectors
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{wy} and the artificial noise (AN) covariance C,. The problem can then be
formulated as

ma min 4.3.1a
T (4.3.1a)
s.t. R;E”) > Rminks Yk, (4.3.1b)

K
Z ||wk||2 + TI'(CZ) < Prmax, C: =0 (4.3.1¢)

k=1

Generalized Dinkelbach reformulation. Let

filiw}, C2) £ Reeckr  8k({wi}, Cz) = [ Wil|? + i (Pstasic + Tr(C2)).

The optimization in (4.3.1) involves maximizing the minimum across a set
of fractional objectives. To handle this class of problems, the generalized
Dinkelbach procedure [95] extends the well-known single-ratio approach to
the multi-ratio case. At iteration 7, the method solves

e min{ fi ({w;}, C:) = A7 gi({w;}, C:) } (4.3.2a)

st. RY > Royng, Ve Y [ Wil + Tr(C2) < Pouax, C2 = 0,
k
(4.3.2b)

and updates the parameter

| folfw,C)
)\(z+1) = mi ]7. 4.3.3
M (Wi, ) (#33)

Algorithm 13 Generalized Dinkelbach Algorithm for (4.3.1)

Input: tolerance ¢ > 0; feasible initialization ( {w](co) I3 CEO)) ;set A0 = 0.
repeat

Solve (4.3.2) = ({w;}, C).

Update A(+1) using (4.3.3); set A < AU+ — A(),
until |A| < ¢ or no further improvement is observed.

Discussion. At every iteration, Algorithm 13 replaces the fractional struc-
ture with a difference formulation parameterized by A(). The parameter A ()
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represents the current estimate of the minimum SEE that can be attained
under the existing beamforming and AN configuration. In this sense, it acts
simultaneously as an optimization variable and a running lower bound on
the achievable SEE.

Remark 4.3.1 (Monotonic behavior). When each instance of subproblem (4.3.2)
is solved exactly, the sequence {A1} produced by the generalized Dinkel-
bach method increases monotonically and converges to the optimal solution
of (4.3.1). In practical implementations, where the inner problems are solved
approximately, the same upward trend persists until the numerical tolerance
is reached; at this point, successive updates naturally flatten out.

Proposition 4.3.1 (Convergence of the generalized Dinkelbach method). If
Problem (4.3.2) is solved to global optimality at every iteration, Algorithm 13 attains
the global solution of (4.3.1) within a finite number of iterations. In cases where the
subproblems are solved only approximately, the sequence { A} remains monotonic
and the procedure converges to a stationary point of the relaxed formulation.

Implementation notes.

0)

e Initialization: setting A(?) = 0 ensures that the procedure starts from a

feasible point and establishes a valid lower bound for the SEE metric.

* Stopping rule: the algorithm’s progress can be tracked through the quan-
tity A = A1 — A0 Since the sequence {A()} is non-decreasing, A
provides a simple and reliable indicator of convergence.

¢ Computational aspects: relative to bisection-based search methods, the
generalized Dinkelbach procedure generally converges in fewer iterations
and does not require multiple feasibility evaluations at each step.

Despite this reformulation, the inner problem (4.3.2) remains non-convex
because the optimization variables’ secrecy-rate functions are not concave.
To address this difficulty, a concave surrogate is constructed using matrix
lifting and first-order majorization, as discussed in the following section.

Lifting and DC structure. To simplify the non-convex beamforming sub-
problem, a lifting reformulation is adopted. In this approach, each transmit
beamforming vector is replaced by a Hermitian positive semidefinite ma-
trix Wy = wkw{j = 0, which captures the second-order structure of the
transmitted signal. For convenience, we also define the rank-one channel

matrices
eff __ ypeffyeffH eff _ _eff effH
H;" = hi"hi™, G =g g™
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These matrices represent the effective channels seen by the legitimate users
and the eavesdropper, respectively. Based on these definitions, the received
signal and interference components can be written as

S = LEE W+ C) + ol 1Y = Y T(HE(W 4+ ) + ol

j j#k
SO =Y Tr (G W+ C.)) +02, 1) = Y Tr(GH (W, + C.)) + o2
j j#k

(4.3.4)

The corresponding user and eavesdropper rates can then be rewritten as

R,(:') =log, S,(C”) —log, I,E”), R,(f) = log, st — log, I,Ee), (4.3.5)
——— —— —— N —
(1) (1) (e) (e)
81k 82k 81 &2k
Roeck = (811 +88) — (853 +817), (43.6)

which reveals a difference-of-concave (DC) structure in the variables ({W;}, C;).

Let ({W](n)},an)) denote the current iterate. Since — gg;() and — g%e) are
convex functions, their first-order Taylor expansions act as global underesti-

mators:
(u) (u) (u)(m) 1 off (n)
-9, = —log, '’ > —log, I - |2R Tr(HY (W, — W:)
2k 82 Ik 82 Ik IIEM)(”) n2 ];( ( e (W) j )
+ m{ Tr(H;ff(cz—CQ”U)H 2 g, 437)
o0 _ (€ > _ @m ___ 1 eff . _ W
gl log, S > —log, S ETOT [25)%{ ;H(G (W;— W, ))}

+ 2?]%{ Tr(Geff(CZ _cg">>) H 2 59 438

Based on these approximations, the secrecy rate can be bounded as

Ksec,k = 8&) + gg]z + SNETQ + SNP S Rsec,k/

and likewise ﬁl(:’) = gguk) - §2uk) < R,((”).

Lemma 4.3.1 (Tightness at the expansion point). For every user k, the sur-

rogate functions satisfy ﬁsec,k = Rgec k and ﬁ,((u) = R,((u) at the expansion point
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({W](.”)},an)). Furthermore, Reee k < Reec and ﬁ]({u) < R,((”) hold for all feasible

Replacing the secrecy-rate and QoS terms with their concave surrogates
yields the following optimization problem:

w, g(}?XC <o Inkin { ﬁsec,k({w]'}/ CZ) - /\old [Tr(wk> + wk(Pstatic + TI'(CZ))] }
k—VYyg, z

(4.3.9a)
st. RUY({W},C.) > Ruings VK, (4.3.9b)
ki Tr(Wy) + Tr(Cz) < Prmax, (4.3.9¢)

=1
rank(Wy) =1, k=1,..., K (4.3.9d)

Problem (4.3.9) would be convex were it not for the rank-one restrictions
in (4.3.9d), which ensure that each Wy corresponds to a valid beamforming
vector wy. Because these constraints make the problem non-convex and
challenging to solve directly, a spectral penalty method is introduced in the
following section to handle them efficiently.

Rank-one enforcement via spectral penalty. The lifted variables Wy =
wiwH = 0 must satisfy the implicit rank-one condition rank(Wy) = 1 in
order to represent valid beamforming vectors. Enforcing this property di-
rectly makes the optimization problem non-convex and challenging to solve.
A common workaround involves the use of semidefinite relaxation (SDR).
In this approach, the explicit rank constraint in the original formulation
is relaxed, and the resulting convex problem is solved to obtain a feasi-
ble approximation of the optimal solution. After obtaining the resulting
high-rank covariance matrices, we recover the rank-one solutions through
post-processing techniques, such as Gaussian randomization or eigenvalue-
based rank reduction.

Although simple to implement, this method provides no optimality
guarantee and can lead to significant performance loss, especially when the
underlying channels are highly correlated.

To address this limitation, a penalty-based method is adopted instead.
Rather than explicitly forcing the matrices to be rank-one, a continuous
penalty term is added to the objective so that, as the penalty weight increases,
the feasible matrices automatically converge toward a rank-one structure.
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For a Hermitian positive semidefinite matrix Wy with eigenvalues y; >
Mo > - -+ > up > 0, a useful measure of its deviation from rank-one is

ME

P(Wi) = Tr(Wi) — Amax (Wi) = Y 11 (Wy). (4.3.10)

=2

By definition, p(Wy) > 0 becomes zero only when all eigenvalues except
the largest vanish. Hence p(Wy) can be interpreted as a smooth indicator of
how far Wy, is from being rank-one.

Lemma 4.3.2 (Rank-one penalty). Let Wy = 0. Then p(Wy) = 0 if and only if
rank(Wy) = 1. Moreover, p(Wy) is convex and 1-Lipschitz continuous.

Sketch of proof. Since Tr(Wy) = Y_; u;(Wy), the difference p(Wy) = Tr(Wy) —
Amax(Wy) reduces to Y~ #i(Wi). This term is nonnegative and equals
zero only when all eigenvalues except the largest are zero, corresponding
to Wy having a single nonzero eigenvalue (i.e., rank one). The convexity
and Lipschitz continuity of p(Wj) follow directly from the convexity of the
spectral norm Amax(Wy) and the linearity of the trace operator. u

Including p(Wy) in the objective, weighted by a coefficient a > 0, yields
a differentiable penalty term that progressively drives the solution toward
the rank-one manifold. For sufficiently large «j, the matrices Wy obtained
from the optimization are practically rank-one, allowing the corresponding
beamforming vectors to be recovered by eigen-decomposition.

Convex surrogate formulation. The penalized subproblem becomes

w :—I(}?XC -0 Inkin {ﬁsec,k({wj}/ CZ) - /\old( TI‘(Wk) + Wi (Pstatic + TI'(CZ))) }
kY, ez

K
+ Y i (Amax(Wy) — Tr(Wy)) (4.3.11a)
k=1
st R ({W;},C2) 2 R VK, (4.3.11b)
K
Y- Tr(Wi) + Tr(Cz) < Prax.
k=1

The only non-convex element in (4.3.11a) is the spectral norm Amax (Wy).
To preserve the concavity of the objective, this term is replaced by its first-
order Taylor approximation evaluated at the current iterate W,En):
Amax (Wk) > Amax (W]((n)) +2 %{TI‘ (ur(lqla)xur(ngx (W W( ))> } £ ék(wk)r
(4.3.12)
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where ur(ggx is the principal eigenvector of W]((n). Substituting Gy (Wy) into (4.3.11)

produces the convex surrogate

w E(S?XC 0 n'}(in {ﬁsec,k({wj}/ CZ) - /\old( (Wk) + wk( static 1 TI'(CZ))) }
k=Yg, ez

i 1 (Gr(Wy) — Tr(Wy)) (4.3.13a)

({W;},Cz) > Ruing, Yk, (4.3.13b)

.

s.t.

R
k
K
Z Wk —|—TI' Cz) < Pmax-

At this stage, the optimization becomes convex, which means it can be solved
directly with standard semidefinite programming tools. In practice, the
optimization problem is solved iteratively. After each iteration, the variables
{W¢}, C;, and the expansion point W,((n) are updated, and the problem is
addressed again using these new values. As the iterations continue, the
matrices gradually approach a rank-one structure, while the overall SEE
keeps increasing until it reaches convergence.

Remark 4.3.2 (Convexity of the surrogate). The optimization problem in (4.3.13)
is convex. Its objective is the minimum of several concave functions com-
bined with linear terms, while all constraints preserve convexity. As a result,
the problem admits a globally optimal solution that can be obtained using
conventional semidefinite or conic optimization solvers. The associated com-
putational cost grows polynomially with the system dimensions, making
the approach tractable for practical problem sizes.

Although (4.3.13) provides a convex formulation, it remains a local surro-
gate of the original non-convex problem (4.3.2). This stems from the fact that
the concave lower bounds ﬁsec,k and ﬁ]((u) are constructed through first-order
linearization at the current operating point. To gradually tighten these ap-
proximations and approach a stationary solution of the original difference-of-
convex (DC) formulation, the convex surrogate is placed within a Sequential
Fractional Programming (SFP) loop. In each iteration of the SFP process, the
surrogate model is updated around the latest estimate, solved to optimality,
and then used as the basis for the next linearization step. The process is re-
peated until the improvement between consecutive steps becomes negligible.

The resulting procedure is outlined in Algorithm 14.
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Algorithm 14 Sequential Fractional Programming (inner loop for (4.3.2))

Input: tolerance ¢ > 0, initial feasible point ({W } C ) and corre-
sponding eigenvectors ur(ggx.
repeat

Solve (4.3.13) to obtain ({Wj}, Cz);

Update the dominant eigenvectors ur(nax from {W 15

Compute the change Err < |F({W;},C}) — ({W } C )|, where F
denotes the objective in (4.3.13);

Set {W Uy (wr, ")
until Err < ¢
Recover beamformers wy, as the principal components of Wy.

Remark 4.3.3 (Gradients in (4.3.7)—(4.3.8)). The gradients used for the first-
order expansions are Vw].SI((”) = Hf, Vw, I,E”) = Hf1 (i£k} Vw].S(e) — Geff
and Vw].I]EE) = Geffl{#k}. Similarly, VCZSI(CH) = Hiff and VCZS<E) = Gf,
These expressions lead directly to the trace formulations in (4.3.7)—(4.3.8).

Proposition 4.3.2 (Monotonicity and convergence of the inner loop). If the
surrogate functions are tight at their respective linearization points (as stated in
Lemma 4.3.1) and each subproblem in (4.3.13) is solved exactly, then Algorithm 14
produces a non-decreasing sequence of the minimum SEE surrogate values which
converges to a stationary solution for the DC-approximated problem. Combined
with the outer Dinkelbach iterations in Algorithm 13, the resulting SEE sequence
remains non-decreasing until convergence.

Remark 4.3.4 (Implementation considerations). To enhance numerical sta-
bility and improve convergence behavior, it is often beneficial to include a
small regularization term in the initialization of C;. In practical implementa-
tions, initializing the covariance matrices with heuristic precoders such as
maximume-ratio transmission (MRT) or zero-forcing (ZF) generally provides
a good starting point. Furthermore, gradually increasing the penalty weights
a whenever the rank-one indicator p(Wy) ceases to decrease has been found
to yield faster convergence and more stable updates. Detailed parameter
settings and numerical configurations used in the simulations are provided
in Appendix A.2.
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4.3.2 Optimization of the RHS Reflection I';

In this stage, the reflection matrix of the RHS is optimized while keeping
the transmit covariances and the RIS configuration fixed. Let the matri-
ces {Wk}le, C., and I'; be given. The RHS reflection matrix is given as
Iy = diag(Bt1, - -, BN, ), where each element satisfies |B;,| = 1. The corre-
sponding effective channels depend on I'; as

hiffH = hf’IkrtQt + hffkerrrtQt/ geffH = gz{_]rtQt + gflerfrtQt'

Since the denominator of the SEE expression does not depend on T},
the RHS update reduces to maximizing the secrecy rate under QoS and
unit-modulus constraints:

max  min Reee (4.3.14a)
s.t. Rl(cu) > Riminks Yk, (4.3.14b)
Btn| =1, n=1,...,N. (4.3.14¢)

(1)

Problem (4.3.14) is non-convex, as neither Rg.x nor R, is concave in
I't. To proceed, we introduce a lifted formulation that replaces the unit-
modulus variables with a Hermitian semidefinite matrix representation. Let
Yt = [Bi1,---, BN, )T and define X; = 4] € CN*Ne. The unit-modulus
conditions imply [X¢|;» = 1 and rank(X;) = 1.

Next, define the auxiliary matrices

B, £ Qf diag(g: + Q/'T}'g;), By = Qf' diag(h;x + Q/'T/'h, ).

These matrices compactly describe how the reflected signals depend on
the RHS coefficients. The received signal power terms can then be written
hefiw,|” = Tr(B;X,BIW,) and
hgffH Czhiff = Tr(ByX;B{C;), with similar expressions for the eavesdropper

as quadratic forms in X;; for instance,

using Be.
Substituting these relations into the rate definitions gives
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agls

Ry = log, ( ) Tr(BXB'W)) + Tr(BX:B{!C:) + 02 )

j=1
£ %)
— log, ; Te(BOUBIW)) + Tr(BXGBIIC.) +02,),  (43.15)
j#k
A3 x)

and similarly for the eavesdropper,

K
Rl(ce) = logz( Tr(BeXtBEWj) + Tr(BeXtBECz) + UL’Z)
i=1

A7)
— log, ; Te(BX/BEW)) + Tr(BXBIIC,) +07) . (43.16)
j#k
£l

Hence, Rgec k = R](C”) — R](f) =( fl(L;C) + fz(ek)) —( fZ(L;C) + fl(e)) can be expressed
as a difference of concave functions in X;. This motivates the use of a sequen-
tial convex approximation strategy, where the convex parts are linearized at

(n)

the current iterate X; /. The resulting first-order approximations are

2 ~
~ A (X)) > —log, 1" — 00 1 R{Te((Vi ) 6 = X))} 2 A %),
k
(4.3.17)
e)(n 2 H %
—F9X) > —log, S — SO N2 §R{Tr((vgse)(n)) (X —XEH)))} 2 f9(X)
(4.3.18)
where the gradients are given by
v = Y BI'WB, + BI'C.By, (4.3.19)
7
K
v — y" BHW,B, + B C.B.. (4.3.20)

j=1
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Defining Reec i (Xi) = fl(L;c) + fz(ek) + Ay;() + fle) and ﬁ](c”) (X¢) = fl(b;() +j?§;?,
we obtain the following convex surrogate problem:

max  min Reec (X¢) (4.3.21a)
t
st. RU(X:) > Rynger VK, (4.3.21b)
[Xt]nn = 1, n = 1, ey Nt, (4321C)
rank(X;) = 1. (4.3.21d)

To handle the rank constraint, a spectral penalty formulation is used instead
of standard semidefinite relaxation. Let

p(xt) = Tr(xt) - /\max(xt) = g/\j(xt) Z 0,

which equals zero if and only if X; has rank one. Using the convexity of
Amax(+), its affine lower bound at Xg”) is
)\max(xt) Z /\max(xgw) +2 9%{Tr(Vr(rrlla)xvr(r?a))fl(Xt - Xgn))) } £ Ft (Xt)/
(4.3.22)
where vfﬁgx is the principal eigenvector of Xgn) . Adding this term as a penalty
with weight & > 0 yields the convex subproblem

max  min {ﬁsec,k(xt) +a(B(X) - Tr(X))) } (4.3.23a)

t
st. RM(X:) > Ropingr VK, (4.3.23b)
[Xt]nn = 1, n = 1, ooy Nt. (4323C)

This subproblem is convex and can be efficiently solved with semidefinite
programming solvers. The overall RHS optimization is carried out through
the sequential convex approximation (SCA) procedure summarized below.
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Algorithm 15 SCA for RHS reflection (surrogate of (4.3.14))

Input: tolerance € > 0; feasible XEO) with [XEO)] nn = 1.

repeat
Compute gradients (4.3.19)—(4.3.20) at XEH) ; build F;(X¢) via (4.3.22).
Solve convex program (4.3.23) — Xj.
Err«+|T(X}) — T(XE”)) |, where T(+) is the objective in (4.3.23).
X\ o xx

until Err < ¢

Recover RHS phases: 7y; < e/“(Vmax(X{)); set T; = diag(ys).

Remark 4.3.5 (Unit-modulus recovery). The diagonal constraints ensure
[Xt]un = 1, so taking the dominant eigenvector of X} and extracting its
element-wise phases always produces a feasible reflection vector with |B; | =
1 for all n.

Lemma 4.3.3 (Per-iteration complexity). When the matrices By and B, are
precomputed, evaluating the gradients in (4.3.19)—(4.3.20) requires O(KN?) oper-
ations. The semidefinite program (4.3.23) can be solved in polynomial time using
interior-point methods, and the eigenvector recovery step has a worst-case cost of
O(N?), which can be reduced with iterative eigensolvers.

4.3.3 Optimization of the RIS Reflection I',

This subsection addresses the optimization of the RIS reflection matrix while
keeping the transmit covariances and the RHS configuration fixed. Let
{Wk}llle, C., and I'; be given. The RIS is expressed as

I, =diag(Br1,---,BrN,),

=1

where each reflection element satisfies the unit-modulus constraint | B;
for all n.
Under these definitions, the RIS subproblem can be expressed as

max mkin Rgec (4.3.24a)

r

s.t. Rl(cu) > Rumink, Yk, (4.3.24b)
|Brul=1, n=1,...,N. (4.3.24¢)

This formulation mirrors the RHS optimization problem, but the coupling
introduced by Q, between I'; and I', prevents the two metasurfaces from



4 Dual-Metasurface-Aided Networks: Secure Energy Efficiency

134 Maximization

being combined into a single equivalent reflection matrix. As a result, the
RIS must be optimized separately.

Lifting and quadratic reformulation. To derive a tractable surrogate, we

lift the RIS coefficients. Define the augmented vector 7, = [} 1]T €

C(N-+1)x1 where the last entry serves as a normalization factor to resolve
PPN

global phase ambiguity. Let X, = 77! and X, = 7547 The user and
eavesdropper channel matrices are defined as

C. = [QfTiQidiag(hs) QFTFhy|,  C. = [QFTiQliding(e) QI'Tlg].

Using these definitions, the achievable rates can be rewritten as Hermitian
quadratic forms in X;:

K
1og2(2 H(CX CHW)) + Tr(CX,CfIC:) + 2 )

3 o)
—log, ( 1 Tr(CX CHW)) + Tr(CX,CfIC:) + 02, ), (43.25)
7k
AR %)

K
R = log, ( Y Tr(CX,CHW,) + Tr(C.X,CHC,) + 03)

j=1
A %)
—log, ( Y- Tr(CX,CI'W) + Tr(CX,CIC,) + 03) . (4326)
iZk
A5

It follows that
Rueck = R =R = (A + £53) = (8 + A7),
which has the structure of a difference of concave (DC) functions in X;.

Concave surrogate construction. To handle this DC structure, the convex
terms —( fZ(L;() + f1(6>) are linearized around the current point )A(En). This leads
to concave lower bounds:
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u u)(n 2 u)(n)\H n u) o
- 2(k)(xr) > —log2 IIE g )_ I(u)(n)l %{ Tr((vgk)( )) (X X( )))} 2 Zk)(xr)/
P n2
(4.3.27)
e) B (e)(n) _ 2 (e)(n)\H 15 (n) s F(e)
A9%X) > —log, S g R Te((V )X X)) | 2 A%,
(4.3.28)

where the gradients are defined similarly to (4.3.19)—(4.3.20). Using these
bounds, we define the concave surrogates ﬁsec,k = fl(l,i) + fz(";() + fzbli) + fle)

and ﬁ,(cu) = fl(L,? + f;l]i) The corresponding convexified problem becomes

~

max min Reecr(X;) (4.3.29a)
X0 kK '
st. RY(X) > Ryimer VK, (4.3.29b)
Xl =1, n=1,...,N,+1, (4.3.29¢)
rank(X,) = 1. (4.3.29d)

Spectral penalty and convex relaxation. As in the RHS optimization, the
rank-one constraint is promoted through a spectral penalty term p(X,) =
Tr(f(r) — Amax()A(r). Linearizing Amax(-) at >A<£”) gives

F O/Zr) = Amax ()’Zgn)> +2 %{ Tr (Vglngﬁr?a)f (f(r - )’Zﬁn)» }/

where vﬁﬁgx is the dominant eigenvector of f(ﬁ”). This leads to the following

convex subproblem:

max mkin Reecr (Xr) + w(F X;) — Tr()A(r)) (4.3.30a)

Xy
st. RM(X) > Ryinpr VK, (4.3.30b)
X =1, n=1,...,N,+1. (4.3.300)

Sequential optimization procedure. The Sequential Convex Approxima-
tion (SCA) algorithm used for updating the RIS reflection coefficients follows
the same structure as in the RHS case and its algorithm is outlined below.



4 Dual-Metasurface-Aided Networks: Secure Energy Efficiency

136 Maximization

Algorithm 16 SCA for RIS reflection (surrogate of (4.3.24))

Input: tolerance ¢ > 0; feasible )A(ﬁo) with [)?ﬁ")}m =1.
repeat

Compute gradients and F,(X;) at )A(ﬁn).

Solve convex program (4.3.30) to obtain )/Z;‘

Evaluate error Err + |R(X}) — R()A(ﬁn))|, where R(+) is the objective
in (4.3.30).

Update )A(£n+l) — X
until Err < ¢
Recover %, from )A(f via the principal eigenvector, enforce 7,(N, +1) =1,
and set I', = diag(r).

Remark 4.3.6 (On coupling and phase ambiguity). Due to the presence of
Q; between I'; and I';, the two metasurfaces cannot be merged into a single
equivalent phase vector. The alternating optimization strategy captures
this interaction by recomputing the effective channels after each update.
Furthermore, %; is only determined up to a global phase factor, since both
7 and eje'% yield the same )A(r. To remove this ambiguity, the normalization
7r(Ny + 1) = 1 is enforced.

Lemma 4.3.4 (Per-iteration complexity). With precomputed Cy and C,, the
gradient computations in (4.3.30) require O(K (N + 1)?) operations. Solving the
convex subproblem via an interior-point method scales polynomially with N,+1,
while eigenvector recovery has complexity O((Ny + 1)3) in the worst case (lower
for iterative eigensolvers). Thus, each RIS update remains computationally feasible
for moderately large surfaces.

4.3.4 Overall Algorithm and Convergence Analysis

This section combines the individual update procedures developed ear-
lier into a unified alternating optimization framework for solving Prob-
lem (4.2.20). The algorithm proceeds iteratively by updating three groups of
variables:

(A) the transmit covariance matrices, including the user beamformers
{W¢} and the artificial-noise covariance C;;

(B) the reflection matrix of the reconfigurable holographic surface (RHS),
I's;

(C) the reflection matrix of the reconfigurable intelligent surface (RIS), I';.
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At each step, the other variable blocks are held constant, and the corre-
sponding subproblem is solved using the sequential convex-approximation
techniques introduced in Sections 4.3.1, 4.3.2, and 4.3.3.

Algorithmic structure. The complete alternating routine is summarized in
Algorithm 17. The outer loop cycles through the three update blocks until
the overall change in the minimum SEE objective becomes smaller than
a predefined tolerance. Within each iteration, block (A) is handled using
the generalized Dinkelbach method (Algorithm 13) combined with the SFP
routine (Algorithm 14), while blocks (B) and (C) are updated according to the
Majorization-Minimization (MM) principle, or equivalently, through SCA-
based procedures as implemented in Algorithms 15 and 16, respectively.

Algorithm 17 Alternating optimization for Problem (4.2.20)

Set tolerance ¢ > 0, iteration index n = 0.
Initialize feasible {W,SO) }szl, C§°>, 1"50), and 1"50).
repeat

n<n+1

(A) Covariance update: Given I’Enil) and I’£
(with inner SFP, Algorithm 14) to obtain {W,((")} and Cg").

(B) RHS update: With {W]((n) I ¢!, and "V fixed, apply Algo-
rithm 15 to obtain l"gn).

(O) RIS update: Using {W,((") }, an), and FE"), execute Algorithm 16

to update rS").

n—1)

, run Algorithm 13

(Outer convergence check):
Err « [o({W\"}, e, 1\, i) —o(qwl™ 1y, Y, ri Y plnty |

where O(-) denotes the objective of Problem (4.2.20).
until Err < ¢

Convergence behavior. The convergence of Algorithm 17 is a direct con-
sequence of the monotonic nature of its block updates. Each subproblem
is solved using a convex surrogate that satisfies three key properties: (i) it
forms a global lower bound of the true objective; (ii) it is tight at the current
iterate; and (iii) it is maximized at each step. This guarantees non-decreasing
improvement of the surrogate objective, placing the method within the
framework of majorization—minimization (MM) algorithms. Since the SEE
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is bounded above by the feasible power budget, the sequence of objective
values is monotone and convergent.

Theorem 1 (Monotonic improvement and convergence). If each subproblem
(A)—(C) is solved using the sequential convex-approximation procedures described
in Sections 4.3.1-4.3.3, the sequence of minimum SEE values generated by Algo-
rithm 17 is monotonically non-decreasing. Moreover, every accumulation point of
this sequence corresponds to a block-wise stationary point of Problem (4.2.20).

Sketch of proof. Each update step solves a convex surrogate whose objective
majorizes the true non-convex function at the current iterate. Because the
surrogate is tight at the expansion point, the updated variables cannot
reduce the value of the true objective. Thus, monotonicity follows directly
from the MM principle. The transmit-power and reflection constraints
guarantee the boundedness of the SEE sequence, and standard results on
block-MM convergence ensure that any limit point is a block-wise stationary
solution. |

Numerical stability. For numerical robustness, all effective channels are
normalized at each iteration, and the QoS constraints are evaluated using
a logarithmic (dB) scale to improve conditioning. To mitigate potential ill-
conditioning in the covariance-related log-determinant expressions, a small
regularization term is added to the artificial-noise covariance matrix:

C; =4I, 0<ékl

This adjustment improves numerical stability during matrix inversion oper-
ations, while its effect on the overall system performance remains negligible.

Remark 4.3.7 (Extension to secrecy-rate maximization). The alternating opti-
mization framework presented here can be directly applied to secrecy-rate
maximization. By omitting the power-consumption term in the denominator
of (4.2.19), the objective function reduces to the minimum secrecy rate. At
the same time, the structure of all subproblems and their corresponding
solution methods remain unchanged. As a result, Algorithm 17 preserves
both its procedural form and convergence guarantees under this alternative
formulation.
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Computational Complexity

The total computational load of Algorithm 17 can be expressed as
Cart = O Lt (Coink + Cr + Cx) ), (43:31)

where I,;; denotes the number of outer iterations required for convergence,
and Cpink, Cr, and CR represent the computational costs of the covariance,
RHS, and RIS updates, respectively.

Complexity of inner blocks. Each sub-algorithm requires solving a se-
ries of convex optimization problems through interior-point methods. The
computational effort of these solvers grows polynomially with the number
of optimization variables and approximately linearly with the number of
iterations needed for convergence. Following standard complexity estimates
from [6], the computational cost of each update block can be approximated
as:

Cpink = O(IDink Lseq [M(M + 1)]4), (4.3.32)
Cr < O(IT [N:(N; — 1)/2]4), (43.33)
Cr < O(IR (N, +1)N, /2]4). (4.3.34)

Here, Ipjnk and Iseq denote the iteration counts of the generalized Dinkel-
bach algorithm (Algorithm 13) and its inner sequential-fractional routine
(Algorithm 14), respectively. Each instance of Problem (4.3.13) optimizes
two M x M Hermitian matrices—{W;} and C,—which yield M(M + 1)
real variables after symmetry reduction. The terms Ct and Cr correspond
to the RHS and RIS updates, whose main variables are Hermitian matri-
ces of dimensions Ny x N; and (N;+1) x (N,+1), respectively, each with
unit-diagonal constraints.

Discussion. Therefore, the overall complexity of Algorithm 17 grows polyno-
mially in the system dimensions M, N;, and N,. This starkly contrasts with
the exponential complexity resulting from brute-force joint optimization. In
typical configurations, the iteration counts Iy, Ipink, Iseq, IT, and I remain
moderate, making the algorithm practically viable even for large-scale 6G
deployments.
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4.4 Numerical Results

This section evaluates the performance of the proposed optimization frame-
work through extensive simulations in a multiuser downlink scenario. The
scenario is supported by two metasurfaces: a reconfigurable holographic
surface (RHS) integrated with the base station (BS) and an environmental
reconfigurable intelligent surface (RIS). The study aims to accomplish three
main objectives: (i) to quantify the secrecy energy efficiency (SEE) gains
achieved by metasurface-assisted transmission relative to conventional ar-
chitectures; (ii) to examine how transmit power and quality of service (QoS)
constraints shape the SEE-SR operating frontier; and (iii) to investigate
the convergence behavior and robustness characteristics of the alternating
optimization algorithm.

Simulation Environment

Unless stated otherwise, all simulations are based on the configuration sum-
marized in Table 4.4.1. The scenario corresponds to a single-cell deployment
with a 50 m radius. A four-antenna BS is placed at an elevation of 11 m and
serves K = 4 single-antenna users randomly distributed within the coverage
area, while one passive eavesdropper is also present. The RIS is mounted at
a height of 10 m and positioned 50 m away from the BS, whereas the RHS is
installed immediately adjacent to the BS antenna array.

The propagation environment follows a mixed deterministic—stochastic
model. The BS-RHS channel is described using a spherical-wave formu-
lation [19], [25], capturing near-field coupling effects. All other links ex-
perience distance-dependent path loss with exponent 2 and Rician fading.
A Rician factor of K = 10 is assigned to the RHS-RIS link to represent its
strong line-of-sight (LoS) condition, while a smaller factor of K = 5 is used
for the remaining connections.

Thermal noise is computed from a power spectral density of —174 dBm/Hz
combined with a receiver noise figure of 5 dB, yielding a noise variance of
approximately ¢? ~~ —96 dBm per user. Static power consumption at each
metasurface element is set to 1 mW, the BS radio-frequency chains draw
251 mW each, and an additional fixed overhead of 2.0 W accounts for digital
processing and cooling. All these contributions are explicitly incorporated
into the denominator of the SEE expression in (4.2.19).
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TABLE 4.4.1: Simulation Parameters (Baseline unless oth-

erwise stated)

Parameter Symbol / Value Notes

Cell radius 50m Uniform UE/eavesdropper
drops

BS height / UE 11lm/15m -

height

RIS elevation / 10m / 50m Building /rooftop mounting

BS-RIS distance

Carrier frequency
/ Bandwidth

Noise PSD / NF

RHS / RIS ele-
ments

BS digital anten-
nas

Metasurface static
power

BS per-chain static
power

Other static power

Path-loss expo-
nent

Rician K-factors

QoS thresholds

3.5GHz / 20 MHz

—174dBm/Hz /
5dB

Ny =N, =64

M = 4 (with RHS),
M = 32 (no RHS)
P RHS,static —

P RIS, static — 0dBm
P Tx,static — 24 dBm

Pother = 33dBm
2

K = 5(gen-
eral), K = 10
(RHS+RIS)

Rmin,k

Mid-band 5G setting
Implies 02 ~ —96 dBm
Unless varied

Per scenario

1mW per element

~ 251 mW per chain

~20W

All links but BS—RHS determin-

istic
Linear scale

Common Rin when enforced

Baseline Policies

To assess the benefits of the proposed dual-metasurface architecture, its
performance is compared with several alternative transmission and re-
source-allocation strategies. The comparison is designed to disentangle
three key factors: (i) the contribution of using both metasurfaces jointly
(RHS and RIS) versus relying on a single or no surface; (ii) the difference
between optimizing for secrecy energy efficiency (SEE) and for secrecy rate (SR)
alone; and (iii) the impact of the number of digital RF chains at the BS, which
directly influences static power consumption.

Six representative baseline configurations are examined:
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Dual metasurface, min-SEE (proposed): This configuration corre-
sponds to the complete version of Algorithm 17. It jointly optimizes
the user beamforming matrices {W;}, the artificial-noise covariance
C;, and the reflection matrices of both metasurfaces, I'y (RHS) and T',
(RIS). The BS employs a compact four-antenna digital array, while the
RHS and RIS each contain Ny = N, = 64 reflecting elements. This
setup highlights how large, low—power metasurfaces can compensate
for a smaller active array at the transmitter.

Dual metasurface, min-SR: The same hardware configuration as in
(a) is used, but the optimization objective is changed to maximize the
minimum secrecy rate. This variant ignores the power—consumption
denominator in (4.2.19), focusing purely on the achievable secrecy
throughput. Comparing (a) and (b) shows that accounting for power
consumption in the optimization changes the preferred operating point
at high transmit powers.

RIS only, min-SEE: Here, the RHS is deactivated, and only an environ-
mental RIS is optimized along with ({Wy}, C;). To offset the missing
near—field aperture, the BS array is expanded to M = 32 antennas,
while the RIS retains N, = 64 elements. The optimization follows
the SEE criterion using Algorithm 17, excluding the RHS—-update step.
This configuration quantifies whether a dual-surface setup can replace
a larger fully—digital array in terms of energy efficiency.

RIS only, min-SR: This case uses the same hardware configuration as
(c) but focuses on maximizing the secrecy-rate objective. The compari-
son with (b) helps assess how the absence of the RHS affects system
performance when the design is purely rate-driven.

No metasurface, min-SEE: In this benchmark, both metasurfaces are
omitted, and the BS operates as a conventional fully digital array with
M = 32 antennas. The optimization is limited to the beamforming
vectors and artificial noise covariance, aiming to maximize the SEE.
This configuration represents the traditional massive-MIMO baseline
used to quantify the performance and energy-efficiency gains provided
by metasurface-aided networks.

No metasurface, min-SR: This case employs the same fully digital con-
figuration as (e), but the optimization objective is changed to maximiz-
ing the minimum secrecy rate. It serves as a purely digital, SR-oriented
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benchmark, providing a reference point for evaluating the benefits of
metasurface-assisted designs.

Together, these six cases provide a comprehensive basis for comparison.
Contrasting (a) with (c) and (e) highlights the incremental advantages of
adding an RHS at the BS and/or an RIS in the environment. Comparing
the SEE—-oriented variants (a, ¢, ) with their SR—focused counterparts (b, d,
f) exposes the effect of the chosen optimization metric. Finally, differences
between (a) and (e) indicate how a small BS array combined with an RHS
compares to a conventional large fully-digital system.

Implementation Complexity and Runtime Analysis

Implementation complexity is discussed in terms of the runtime required by
the proposed optimization framework to reach convergence for the different
architectures under consideration. The observed execution times for archi-
tectures supported by metasurfaces and fully digital baselines are shown in
Fig. 4.4.1.

The runtime values refer to the total execution time of Algorithm 17. Iden-
tical channel realizations, secrecy constraints, and convergence tolerances
are used throughout the comparison. For the fully digital configurations,
the parametric baseband power and processing model described in Ap-
pendix A.2.2 is applied so that the computational effort reflects the scaling of
digital processing with the number of RF chains and the adopted baseband
optimization.

The figure considers three transmit-power levels, namely Ppax = —30 dBm,
Pmax = 0 dBm, and Ppax = 30 dBm. For each operating point, the overall
runtime is divided into the contributions associated with BS beamforming
and artificial noise optimization, RHS updates, and RIS updates. This separa-
tion allows the contribution of digital processing to be examined separately
from that of the metasurface updates.

The dual-metasurface configuration (RHS and RIS) has a higher computa-
tional load per iteration than the single-surface and small fully digital cases.
Several optimization steps are carried out at each iteration. The transmit-side
variables are updated first, followed by separate updates of the RHS and
RIS reflection coefficients. All updates are handled within an alternating
procedure, which increases the per-iteration workload when compared with
simpler architectures.

The runtime measured for the dual-metasurface configuration is compa-
rable to that of fully digital baselines with a larger number of RF chains, and
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is lower in several cases. The computational cost increases at different rates
for the architectures considered.

In fully digital systems, increasing the number of RF chains directly
increases the size of the beamforming vectors and covariance matrices. As a
result, the matrix operations required in the Dinkelbach and SCA updates
become significantly more expensive as the number of antennas grows.

By contrast, the dual-metasurface architecture operates with a small
digital front-end. Although the RHS and RIS introduce additional variables,
their dimensions remain limited and do not grow with the number of BS
antennas. The corresponding SCA updates therefore remain manageable,
even when the transmit-power budget is increased. In practice, the reduction
in BS-side digital dimensionality compensates for the additional metasurface-
related computations.

The runtime trends also reflect the number of outer iterations required
for convergence. In the dual-metasurface case, the coupling among the
three variable blocks typically leads to a moderate increase in the number of
iterations. This effect is reduced by using a warm-start strategy, where the
solution obtained at a given transmit-power level initializes the optimization
at the next power point. Warm-start initialization limits the growth in
iteration count at higher values of Ppnax and avoids a sharp increase in total
runtime.

In summary, these findings clearly demonstrate a trade-off. The dual-
metasurface framework requires a more complex optimization process and
has greater complexity per iteration, but it allows for operation with sig-
nificantly fewer RF chains at the base station. In contrast, fully digital
systems employ a simpler optimization framework; however, their compu-
tational demands increase sharply as the number of antennas rises. From
this perspective, the combination of metasurface-assisted transmission and a
compact digital front-end presents a scalable and efficient solution for secure
and energy-saving wireless systems.
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FIGURE 4.4.1: Average runtime of the alternating opti-

mization algorithm for different architectural baselines and

transmit-power regimes. The total runtime is decomposed

into the contributions of the BS beamforming and artificial-

noise optimization block, the RHS update block, and the
RIS update block.

Global Energy Efficiency versus Transmit Power

Global energy efficiency is evaluated for different values of the maximum
transmit power Pnax and for the architectural configurations considered in
this chapter. The numerical results corresponding to this study are presented
in Figure 4.4.2.

Table 4.4.1 lists the parameters used in the simulations. Some values
are changed when required. The dual-metasurface case uses M = 4 RF
chains at the BS. Two metasurfaces are included, each with N; = N, = 32
elements. The RIS-only case also uses M = 4 RF chains. The RIS size is set
to N, = 64 elements. The fully digital cases do not use metasurfaces. Two
configurations are considered, with M = 8 and M = 16 RF chains.

Rician fading is considered for all wireless links, with different K-factors
assigned to each case. The link between the two metasurfaces uses Ko, =
10 dB. For the metasurface-to-user and metasurface-to-eavesdropper links,
K-factors are set between 0 and 4 dB.

For fully digital configurations, the baseband power terms are taken
from the formulation in Appendix A.2.2. A static baseband power of 33 dBm
is used. Additional contributions arise from stream processing, RF-chain
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interfacing, bandwidth-related processing, and linear precoding. The same
parameter values are used for all fully digital configurations.

Figure 4.4.2 reveals a characteristic unimodal behavior of the GEE as
a function of Pnayx for all architectures. At low values of Pnax, the GEE
increases. As Pmax becomes larger, the GEE reaches a maximum. For SEE-
oriented optimization, the GEE does not increase further at higher transmit-
power levels, whereas for SR-oriented optimization, the GEE decreases as
the transmit power increases. This behavior is observed for all considered
architectures.

Higher GEE values are observed for the dual-metasurface configuration
under SEE-oriented optimization. This configuration operates with a limited
number of RF chains at the BS and includes both the RHS and RIS, whereas
lower GEE values are observed for fully digital baselines as the number of
RF chains increases.

On the other hand, SR-oriented optimization favors higher transmit
power levels. As a consequence, secrecy rates increase while GEE decreases,
especially at large values of Pnax. This trend is common to both metasurface-
assisted and fully digital configurations.

The comparison between SEE-oriented and SR-oriented designs further
highlights the role of the optimization objective. SR-maximizing schemes
tend to exploit the full transmit-power budget, which yields higher secrecy
rates at large Prmax but leads to a pronounced degradation in GEE. In contrast,
SEE-oriented designs converge to an energy-efficient operating point and
avoid unnecessary power expenditure, resulting in superior performance in
terms of bits per joule.

A similar trend is observed for RIS-only and fully digital architectures. As
the number of RF chains increases in fully digital systems, the improvement
in GEE obtained by increasing Pmax becomes progressively smaller, and
the optimal operating point shifts toward lower transmit powers. This
behavior reflects the growing dominance of static and baseband power
consumption, as captured by the model in Appendix A.2.2. Metasurface-
assisted architectures, on the other hand, maintain a higher GEE over a
broader transmit-power range, demonstrating improved scalability with
respect to hardware complexity.

Overall, Figure 4.4.2 shows higher GEE values for metasurface-assisted
architectures with a small number of RF chains. Fully digital configurations
exhibit a stronger sensitivity to hardware power consumption.
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FIGURE 4.4.2: Global energy efficiency versus maximum
transmit power for metasurface-assisted and fully digital
architectures under SEE- and SR-oriented optimization.

Sum Rate versus Transmit Power

Figure 4.4.3 shows the achievable sum rate at the legitimate receivers as a
function of the maximum transmit power Pmax for the considered architec-
tures. Results are reported for both secrecy-rate—oriented and secrecy energy
efficiency—oriented optimization objectives.

At low values of Pmay, the sum rate increases for all configurations. As
Prmax becomes larger, the increase in sum rate gradually slows down. The
same pattern appears across the considered architectures.

SR-oriented optimization produces larger sum-rate values over the con-
sidered transmit-power range. The difference becomes more pronounced
in fully digital configurations with a greater number of RF chains. In these
setups, the larger digital dimension is linked to higher achievable rates.

In optimization that focuses on SEE, there are limits on transmit power.
As the maximum power, Pnax, is raised, the increase in the sum rate becomes
gradual and ultimately levels off. This operating behavior differs from that
observed under SR-oriented optimization.

Metasurface-assisted configurations are evaluated with a reduced num-
ber of RF chains at the BS. The dual-metasurface case achieves sum-rate
values nearly reaching those of fully digital baselines while maintaining
moderate antenna dimensions. Both the RHS and RIS are active in this

configuration.



148 4 Dual-Metasurface-Aided Networks: Secure Energy Efficiency
Maximization

The RIS-only configuration provides higher sum-rate values than a no-
metasurface baseline with the same number of RF chains. When compared
with fully digital architectures employing a larger number of RF chains,
however, the RIS-only configuration achieves lower sum rates. This differ-
ence arises from the double-fading characteristic of RIS-assisted links, which
limits the multiplexing capability in comparison to fully digital systems with
additional spatial degrees of freedom.

Differences are observed between SR-oriented and SEE-oriented opera-
tion, and between metasurface-assisted and fully digital architectures. Fully
digital configurations with a larger number of RF chains exhibit higher
sum-rate values at high transmit-power levels. Metasurface-assisted con-
figurations operate with fewer RF chains and reach comparable sum-rate
levels under lower hardware and power requirements. These trends com-
plement the GEE results in Fig. 4.4.2, confirming that the operating points
that maximize secrecy throughput do not, in general, coincide with those
that optimize energy efficiency, particularly at high transmit-power levels.
results shown in Fig. 4.4.2.

50

T T T T T

¥ (a) RHS with RIS - Sum Rate with SR Max. (M=4, Nt=32, Nr=32) ‘

45 [#=(b) RIS with no RHS - Sum Rate with SR Max. (M=4, Nr=64) /v'c'

“-(c) No RHS no RIS - Sum Rate with SR Max. (M=8) ) S
(d) No RHS no RIS - Sum Rate with SR Max. (M=16) 7Y

“#(e) RHS with RIS - Sum Rate SEE Max. (M=4, Nt=32, Nr=32) 7
(f) RIS with no RHS - Sum Rate with SEE Max. (M=4, Nr=64) y~

[ 1#(g) No RHS no RIS - Sum Rate SEE Max. - (M=8) Z

#=(h) No RHS no RIS - Sum Rate with SEE Max. (M=16)

40

L
¥

Sum Rate (bits/s/Hz)
3 N W [
(=} wn (=]
T T T

)
T

o Caxagind i i i i
-30 -20 -10 0 10 20 30 40 50
Maximum Transmit Power — Py (dBm)

FIGURE 4.4.3: Achievable sum rate of the legitimate re-

ceivers versus maximum transmit power for metasurface-

assisted and fully digital architectures under secrecy-
oriented optimization objectives.

Performance versus Transmit Power

Figure 4.4.4 shows how the minimum secrecy energy efficiency (SEE) varies
with the maximum BS transmit power Pnax, under the assumption of no
QoS constraint (Rmin = 0). Several key trends can be observed.
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First, the proposed dual-metasurface, SEE-oriented configuration (case (a))
consistently provides the highest performance across the entire transmit-
power range. Notably, with only M = 4 digital antennas, the joint use
of an RHS and an RIS achieves higher SEE than a fully digital BS with
M = 32 antennas and no metasurface support (case (e)). This behavior
arises from two complementary mechanisms: (i) the RHS increases the
effective aperture of the transmitting array without incurring extra RF-chain
power consumption, and (ii) the RIS provides an environmental degree of
freedom that enhances spatial selectivity—concentrating energy toward the
intended users while deflecting artificial noise from the eavesdropper.

Second, the comparison between cases (a) and (c) demonstrates the benefit
of including the RHS. Although the RIS-only setup already improves energy
efficiency relative to the no-metasurface baseline, jointly employing both
surfaces yields additional gains—even when the BS operates with a substan-
tially smaller digital array. This confirms that near-BS and environmental
metasurfaces can act cooperatively: the RHS enhances the effective radiated
power per RF chain, while the RIS exploits spatial diversity in the channel.

Third, SR-oriented policies (cases (b), (d), and (f)) show markedly lower
SEE performance at medium-to-high transmit powers. This follows from
the intrinsic behavior of the SEE metric, which is unimodal with respect to
radiated power. Once the transmit power surpasses the level that maximizes
the secrecy-rate-per-joule ratio, additional power increases primarily affect
the denominator of (4.2.19), with only marginal rate gains. Consequently, the
SEE declines—sometimes sharply—especially in fully digital configurations,
where SR-oriented optimization keeps raising transmit power beyond the
efficient operating point.

Finally, SEE-driven allocations (cases (a), (c), and (e)) exhibit the expected
saturation pattern: after reaching the optimal operating point, the SEE stabi-
lizes. This plateau indicates that the algorithm successfully balances radiated
and static power consumption, preventing inefficient over-allocation. From
a practical standpoint, this demonstrates that SEE-optimized designs sustain
stable and power-aware performance even when the available transmit budget
significantly exceeds the level required for optimal operation.

Impact of RF-Chain Hardware Power Consumption

Figure 4.4.5 shows the minimum secrecy energy efficiency (SEE) as a function
of the RF-chain hardware power consumption Prg. The results correspond
to SEE-oriented optimization.
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FIGURE 4.4.4: Minimum SEE versus maximum transmit
power for different resource allocation policies.

Unless stated otherwise, the simulations use the baseline parameters in
Table 4.4.1. The transmit power budget is fixed, and the RF chain power
consumption is varied. The total power consumption includes RF-chain
power, static overheads, and baseband processing power. Baseband power
follows the formulation given in Appendix A.2.2.

For all configurations, the SEE decreases as Prp increases. This behavior
is observed across the full range of RF-chain power values considered.

Higher SEE values are observed for the dual-metasurface configuration
over a broad range of Prg. This configuration uses a limited number of RF
chains at the BS and includes both the RHS and RIS.

The RIS-only architecture and the fully digital baseline with M = 8 RF
chains exhibit an interesting trade-off behavior. At low values of Pry, the
fully digital configuration achieves a higher SEE, benefiting from its larger
number of RF chains and enhanced spatial multiplexing capability. In this
regime, the secrecy-rate gains provided by the additional digital degrees
of freedom outweigh the associated circuit-power cost. As Prp increases,
however, a crossover point emerges at which the RIS-only architecture with
M = 4 RF chains and N, = 64 reflecting elements outperforms the fully
digital baseline with M = 8. Beyond this point, the accumulated RF-chain
and baseband power consumption of the fully digital system dominates the
SEE denominator, leading to a faster efficiency degradation. By contrast,
the RIS-only configuration benefits from its reduced number of RF chains
and maintains a higher SEE despite the inherent double-fading nature of the
RIS-assisted link.

For the fully digital configuration with M = 16 RF chains, the SEE
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decreases more rapidly as Prr increases. In this case, the total power con-
sumption is dominated by RF-chain and baseband power terms.

Overall, the results in Fig. 4.4.5 show differences in SEE behavior across
architectures as RF-chain power consumption varies. Metasurface-assisted
configurations operate with fewer RF chains, while fully digital configura-
tions exhibit stronger sensitivity to RF-chain power consumption.
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FIGURE 4.4.5: Minimum secrecy energy efficiency versus
RF-chain hardware power consumption for SEE-oriented
designs under different architectural configurations.

Performance versus QoS Constraints

The results in this section shows how enforcing minimum-rate constraints
influences the minimum secrecy energy efficiency (SEE). As shown in Fig-
ure 4.4.6, the SEE is plotted against a uniform QoS target Ryin = Rpyjn x for
all users, with a fixed BS transmit power of Ppax = 40 dBm.

To isolate the role of QoS, the comparison focuses on the SEE-oriented
designs: the dual-metasurface configuration (case (a)), the RIS-only system
(case (c)), and the no-metasurface baseline (case (e)).

The results reveal several key insights. First, the dual-metasurface setup
consistently achieves the highest SEE across the entire QoS range, despite
operating with only four RF chains at the BS. This outcome highlights the
ability of the combined RHS-RIS architecture to preserve energy efficiency
even under demanding rate constraints. The RHS effectively enlarges the
transmit aperture, while the RIS refines the propagation environment, allow-
ing user-rate targets to be met without significant power increases.
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When the RHS is removed (case (c)), the SEE drops markedly—even
though the BS array is expanded to M = 32 antennas and the RIS remains
active. This demonstrates that the near-field contribution of the RHS cannot
be entirely replaced by digital beamforming alone, underscoring the com-
plementary benefits of combining both metasurfaces. In the extreme case
without any metasurface (case (e)), the SEE deteriorates further, confirm-
ing the high energy cost of only meeting QoS requirements through digital
transmission.

All three configurations display the same qualitative pattern: as Rpin
increases, the feasible design region for beamforming and reflection coef-
ficients contracts. As a result, the minimum SEE declines and eventually
vanishes once Rpin exceeds the system’s achievable secrecy-rate boundary.
If infeasibility occurs, the algorithm terminates and reports the last feasible
iterate as the final outcome. This outcome exemplifies the feasibility—efficiency
tradeoff outlined in Chapter 4.2, since tighter QoS requirements reduce de-
sign flexibility and limit achievable efficiency.

Finally, the decline of SEE with growing R, is noticeably slower in
the dual-metasurface system than in the other two baselines. These results
show that metasurfaces improve system performance in unconstrained and
QoS-limited regimes, offering robustness that is especially valuable for 6G
networks aiming to ensure efficiency, reliability, and fairness jointly.
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FIGURE 4.4.6: Minimum SEE versus QoS constraint for
SEE-optimized policies.
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Convergence Behavior

The convergence performance of the alternating optimization framework
is evaluated in this section. Figure 4.4.7 presents the variation of the mini-
mum secrecy energy efficiency (SEE) with the iteration count. The iteration
count includes both the outer updates of Algorithm 17 and the inner loops
carried out by the generalized Dinkelbach procedure (for transmit covari-
ance optimization) and the SFP/SCA-based routines used to update the
right-hand side (RHS) and reflections of the RIS. The evaluation focuses
on the case Rpyin = 0 and considers three representative configurations: a
dual-metasurface setup (case (a)), a single-RIS arrangement (case (c)), and
a fully digital baseline without metasurfaces (case (e)). For each setup, we
report convergence under two transmit power limits: Ppax = —30dBm
(low-power) and Ppax = 0 dBm (moderate-power).

Across all scenarios, the proposed algorithm demonstrates rapid and
stable convergence. In the RIS-only and no-metasurface baselines, the SEE
reaches a steady value within only a few outer iterations, indicating that
when fewer coupled variables are present, the update dynamics are almost
immediate. For the dual metasurface configuration, convergence proceeds
more gradually, as both T'; and I', must be optimized jointly with the trans-
mit covariances, creating stronger inter-block dependencies. Even so, the
minimum SEE stabilizes after approximately 30 total iterations, a count that
already includes all inner steps of the Dinkelbach and SFP/SCA procedures.

Two main conclusions can be drawn. First, the alternating optimiza-
tion scheme is computationally efficient: despite the non-convex fractional
structure and the coupling among multiple variable blocks, the use of con-
vex surrogates and spectral penalties guarantees monotonic improvement
and reliable stabilization. Second, the additional complexity introduced
by optimizing both metasurfaces jointly remains modest. Although the
dual metasurface setup requires more iterations than the RIS-only or fully-
digital counterparts, the difference stays within a single order of magnitude,
keeping the overall computational cost practical.

Overall, these results confirm that Algorithm 17 achieves consistent con-
vergence behavior and can be deployed in dynamic wireless environments
where rapid reconfiguration and periodic re-optimization are required.

Impact of Initialization

An important practical consideration is the sensitivity of the alternating
optimization algorithm to its initial point. For this test, we set N} = N, = 32
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FIGURE 4.4.7: Convergence behavior of Algorithm 17:
minimum SEE versus iteration count under different meta-
surface configurations and transmit power levels.

and Pmax = 30dBm, while the other parameters adhere to those specified in
Table 4.4.1.

Figure 4.4.8 traces the evolution of the minimum SEE across the outer it-
erations of Algorithm 17 for eight different initialization strategies. These
strategies are formed by combining three design choices:

* Metasurface phases: either random initialization with phases drawn
uniformly from [0, 27t], or SVD-based initialization where I'; and T, are
aligned with the dominant eigenmodes of the BS-RHS and RHS-RIS
channels, respectively.

* Beamforming: maximum ratio transmission (MRT) or regularized
zero-forcing (RZF).

* Artificial noise (AN): isotropic distribution (scaled identity) or projec-
tion into the null-space of the user precoder matrix W = [wy, ..., wg].

The complete set of initialization combinations is listed in Table 4.4.2.

Across all configurations, the algorithm converges quickly, typically within
fewer than ten outer iterations, and the resulting SEE levels are nearly in-
distinguishable once convergence is reached. The only noticeable deviation
occurs in Case 5 (SVD, MRT, isotropic AN). In this setting, aligning both
metasurfaces with the dominant singular vectors, while simultaneously
using MRT and isotropic artificial noise, concentrates transmit energy too
narrowly and fails to suppress leakage toward the eavesdropper adequately.
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TABLE 4.4.2: Initialization strategies used in Fig. 4.4.8.

Case Metasurface phases Beamforming Artificial Noise (AN)

1 Random MRT Isotropic
2 Random MRT Null-space
3 Random RZF Isotropic
4 Random RZF Null-space
5 SVD-based MRT Isotropic
6 SVD-based MRT Null-space
7 SVD-based RZF Isotropic
8 SVD-based RZF Null-space

When null-space AN is employed instead (Cases 2, 4, 6, and 8), the leakage
is effectively mitigated, and the optimal SEE is recovered.

Overall, the alternating framework demonstrates strong robustness with
respect to initialization, with only minor variations in convergence speed or
final SEE under specific configurations. This property is important for real-
world implementations, where accurate or carefully engineered warm-starts
are often impractical due to rapid channel variations. For reproducibility, the
analytical expressions used to construct the initial metasurface phases, linear
precoders, and AN covariances in Fig. 4.4.8 are provided in Appendix A.2.2.

Min. SEE [Mbits/J]

“Random RHS/RIS, MRT; Isotropic AN
“#Random RHS/RIS; MRT; Null space AN
Random RHS/RIS; RZF; Isotropic AN
“@-Random RHS/RIS; RZF; Null space AN

-#SVD RHS/RIS; MRT; Isotropic AN
SVD RHS/RIS; MRT; Null space AN

“¥=SVD RHS/RIS; RZF; Isotropic AN

4-SVD RHS/RIS; RZF; Null space AN

1 2 3 4 5 6 7 8 9 10

AO lteration

FIGURE 4.4.8: Minimum SEE versus outer iterations of
Algorithm 17 under different initialization strategies (see
Table 4.4.2).

Key Takeaways. The numerical analysis presented in this chapter provides
several key insights that clarify the effects of dual metasurfaces and the
efficiency of the proposed optimization algorithms.
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4 Dual-Metasurface-Aided Networks: Secure Energy Efficiency
Maximization

A base station equipped with only a small number of RF chains, when
complemented by a transmit-side RHS and an environmental RIS,
can achieve higher SEE than a considerably larger fully digital array.
This demonstrates that metasurface assistance can substantially re-
duce hardware complexity and power demand without compromising
performance.

Explicitly optimizing for SEE proves essential. When the design tar-
gets only secrecy rate, the transmitter often operates near its power
limit, which lowers overall efficiency at higher power levels. By con-
trast, SEE-oriented optimization naturally converges to an operating
point that balances secrecy performance with power consumption,
sustaining both energy efficiency and secure throughput.

The proposed alternating optimization framework exhibits rapid and
stable convergence across all scenarios tested. Typically, a few tens
of iterations are sufficient for the objective to settle, even in cases
with strong coupling between the metasurface and transmit variables,
which makes the algorithm practical for real-time adaptation.

The method also shows strong robustness to initialization. Only
minor variations in performance appear under specific, unfavorable
settings. Notably, employing null-space artificial noise improves ro-
bustness in line-of-sight conditions by suppressing unintended signal
leakage toward the eavesdropper, while maintaining the data rates of
legitimate users.

Taken together, the results establish the dual-metasurface configuration

as a practical and effective solution for energy-efficient and secure 6G

wireless communication. It enables a favorable balance between spectral

efficiency, energy usage, and physical-layer confidentiality, making it a

practical foundation for future green and secure wireless networks.
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Chapter 5

Conclusions and Future
Directions

5.1 Summary of Key Findings

This dissertation has explored optimizing energy and secrecy energy efficiency
in wireless networks assisted by reconfigurable metasurfaces. Across three
principal research axes, the thesis has contributed new models, algorithms,
and insights that advance both the theoretical understanding and the practi-
cal viability of metasurface technologies for future 6G systems.

EE with Active and Nearly-Passive RISs (Chapter 2). The first line of in-
vestigation addressed the maximization of EE in uplink multi-user networks
aided by active and nearly-passive RISs, under the novel framework of global
reflection constraints. To this end, provably convergent and low-complexity
algorithms were developed, revealing that global constraints enlarge the
feasible design space of reflection coefficients and thus enable significant
performance gains compared to classical local models. The numerical and
theoretical analysis has shown that active reconfigurable intelligent surfaces
(RISs) provide energy efficiency (EE) benefits only when the additional static
power needed for amplification is kept moderate. In contrast, nearly-passive
RISs present a more reliable and scalable energy profile. This distinction,
therefore, provides a solid basis for evaluating different hardware options
using realistic power consumption models.

SEE in RIS-Aided Networks (Chapter 3). The second contribution focused
on the joint optimization of secrecy and energy efficiency in RIS-assisted net-
works. Under both perfect and statistical CSI assumptions, two algorithms
were proposed for allocating user transmit powers, RIS reflection coefficients,
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and receive filters. The findings indicated that: (i) active Reconfigurable
Intelligent Surfaces (RISs) do not always surpass nearly-passive RISs, as the
extra circuit power they demand can offset any potential gains in data rates;
and (ii) statistical channel state information (CSI) is sufficient for sustaining
high secrecy energy efficiency (SEE) performance, highlighting the resilience
of the proposed approaches against imperfect knowledge of the eavesdrop-
per’s channel. These results confirm that integrating physical-layer security
into energy-efficient metasurface-assisted architectures is feasible. [32].

Dual-Metasurface Architectures (Chapter 4). The final research focused
on a downlink Multiple Input Single Output (MISO) system enhanced by a
dual metasurface architecture. The objective was to solve the problem of a
passive eavesdropper while optimizing the minimum users’ SEE. This prob-
lem was solved using various methods, such as sequential convexification,
generalized fractional programming, and alternating optimization. Numeri-
cal simulation results showed that dual metasurface designs significantly
increase SEE while lowering the need for expensive RF chains at the base
station. According to this, RHS-RIS collaboration is a prospective facilitator
of secure and sustainable 6G networks [31].

These three research lines provide a coherent picture of how metasurfaces
can be designed and optimized to deliver energy- and secrecy-efficient
communication. They collectively advance the case for RISs and RHSs
as practical foundations for the smart radio environments envisioned in
beyond-5G and 6G systems.

5.2 The Big Picture: RIS Viability for 6G

The results of this dissertation collectively support the idea that reconfig-
urable metasurfaces, in both nearly passive and holographic forms, are not
just minor improvements to existing technologies but rather key architec-
tural enablers for the sixth generation of wireless systems. In contrast to
the transition from 4G to 5G, which introduced massive MIMO technology
that delivered unprecedented throughput gains but also significantly in-
creased circuit and processing demands, the metasurface approach offers
an entirely different pathway;, i.e., it facilitates the development of wireless
infrastructures that are greener, more secure, and more flexible.

The contributions highlighted in this work emphasize three key aspects of
this paradigm shift. First, global reflection engineering shows that metasur-
faces can be treated as a unified reflective entity instead of merely a collection
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of separate elements. This approach expands the possible design options for
reflection profiles and enables the system to achieve additional efficiency
gains that are impossible with traditional local reflection models. In practical
terms, this results in reduced transmission costs per bit and ultimately allows
for the support of ultra-dense and heterogeneous networks without exces-
sive energy consumption. Second, integrating physical-layer security with
energy-efficient optimization illustrates that security and efficiency need
not be competing objectives. By embedding secrecy constraints within the
optimization of RIS-aided systems, this dissertation shows that metasurfaces
can simultaneously enhance the reliability of confidential communications
and sustain favorable bit-per-Joule operating points. This perspective is par-
ticularly relevant in the 6G context, where the proliferation of machine-type
and IoT devices will exacerbate energy scarcity and exposure to adversarial
threats.

Third, the investigation of dual-surface cooperation through the joint
use of an RHS at the transmitter and an RIS in the environment reveals that
metasurfaces are not confined to auxiliary roles. Instead of relying on large
arrays of expensive and power-hungry RF chains, we can actively redesign
transceivers. Dual-surface architectures can significantly reduce static power
consumption while maintaining high performance levels by offloading some
of the beamforming functionality to nearly passive holographic structures,
which therefore presents a novel design principle: future systems could
leverage metasurface technology as a substitute for the ongoing scaling of
digital hardware, thereby attaining a more sustainable equilibrium between
complexity and performance.

Taken together, these advances support the positioning of RISs and RHSs
as cornerstone technologies for smart radio environments in beyond-5G and 6G
networks [30], [33]. They point to a future where the radio environment
becomes an active, programmable network infrastructure component. This
shift aligns seamlessly with the vision of 6G as a platform for ubiquitous,
secure, and sustainable connectivity.

5.3 Limitations and Assumptions

The findings presented in this thesis show that metasurfaces have the po-
tential to improve significantly both energy efficiency and communication
security in emerging 6G networks. Even so, the analytical framework de-
veloped here depends on simplifying assumptions introduced to keep the
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mathematical analysis manageable. While these choices enabled the devel-
opment of rigorous and convergent optimization methods, they also restrict
the immediate transfer of the results to practical deployments.

To begin with, the designs presented throughout this dissertation assume
idealized control and synchronization of the metasurface elements. This sug-
gests that the reflection coefficients for Reconfigurable Intelligent Surfaces
(RISs) and Reconfigurable Holographic Surfaces (RHSs) can be updated cen-
trally, instantly, and without errors. However, in practice, control signaling
demands bandwidth and energy resources, and dealing with reconfiguration
delays and imperfections in hardware interfaces can adversely affect perfor-
mance. Addressing such issues will be critical in assessing the real-world
viability of global reflection control strategies.

Second, the electromagnetic models employed in this work adopt a global
reflection abstraction that treats the metasurface as a perfectly programmable
entity subject to energy conservation. The model explains how power is
generally redistributed across the surface. However, it does not capture
several practical effects—coupling losses, fabrication imperfections, and
nonlinear behaviors often appearing in large metasurface arrays. It also
leaves out hardware limits such as phase quantization and the restricted
dynamic range of amplifiers used in active designs.

A significant drawback concerns the modeling of adversarial actions,
since the analysis mainly focuses on a passive eavesdropper who experiences
less favorable propagation conditions than the legitimate receiver. Although
this assumption is consistent with much of the existing literature on physical-
layer security, it does not account for more aggressive attack models that
may arise in practical deployments. These include active eavesdropping
strategies, pilot contamination attacks, and coordinated adversarial behav-
iors.

Moreover, while the thesis considers artificial noise generation as an
effective means to impair eavesdropping, it does not explicitly address
other active physical-layer security techniques such as intentional jamming
or cooperative jamming by friendly nodes. Such approaches can further
enhance secrecy by deliberately degrading the eavesdropper’s reception
at the cost of additional power consumption and potential interference to
legitimate users. Incorporating active jamming strategies within an energy-
or secrecy-energy-efficiency framework would therefore require a careful
redesign of the optimization objectives to explicitly balance secrecy gains
against the increased energy expenditure and interference footprint.
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The analysis in this thesis also assumes the availability of ideal or statis-
tical channel state information (CSI). While the inclusion of statistical CSI
improves robustness, the cost associated with estimating and feeding back
this information has not been explicitly modeled. In fast-varying networks,
especially those operating in the near-field regime, obtaining accurate CSI
can introduce substantial signaling overhead, which may reduce both the
achievable data rate and the system’s overall energy efficiency.

In this study, artificial noise improved the security of multi-user networks
by making eavesdropping more difficult. Even so, an important area that
remains only partially explored is how these techniques interact with other
network layers. In reality, a base station must juggle limited resources
among several coexisting services—such as enhanced mobile broadband,
machine-type communications, and integrated sensing, naturally leading to
new trade-offs. Understanding these interactions requires moving beyond
the single-objective models used in this thesis and exploring them more
thoroughly in future studies.

In summary, these limitations do not reduce the value of the work pre-
sented here; instead, they help define the boundaries within which the
results should be interpreted. They also underscore the gap between theoret-
ical modeling and practical implementation, pointing toward clear directions
for future investigation.

5.4 Industrial Perspectives and Practical Use Cases

Beyond their theoretical interest, the results developed in this thesis pro-
vide concrete insights for the design and deployment of energy-efficient
and secure wireless systems in practical industrial scenarios. By jointly ac-
counting for realistic power-consumption models, propagation conditions,
and physical-layer security requirements, the proposed frameworks yield
actionable guidelines that support informed architectural choices rather than
isolated algorithmic solutions.

Dense urban cellular networks. In dense urban environments, such as
city centers and smart-city deployments, the results of Chapters 2 and 3
indicate that nearly-passive RISs can deliver substantial energy-efficiency
gains when favorable propagation geometries are available (e.g., short Tx—
RIS and RIS-Rx distances and moderate-to-strong line-of-sight components).
In these scenarios, fagade-mounted or lamppost-integrated RISs can be
deployed to reshape propagation with minimal circuit power consumption,
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offering a low-cost and scalable alternative to increasing the number of
active base-station antennas. When secrecy constraints are present, the SEE-
oriented designs developed in Chapter 3 further show that RIS-assisted
spatial shaping can enhance confidentiality without incurring the energy
overhead typical of purely transmit-side security mechanisms.

Coverage extension in energy-constrained or harsh environments. In
scenarios characterized by weak cascaded channels or unfavorable geome-
tries—such as rural areas, industrial plants, tunnels, or large indoor fa-
cilities—the double-fading bottleneck severely limits the effectiveness of
nearly-passive RISs. The analysis in Chapter 2 demonstrates that active
RISs can provide tangible energy-efficiency improvements in these regimes
by partially compensating for severe path-loss through reflection-type am-
plification. These results suggest that active RISs are particularly suitable
for targeted coverage extension, where modest amplification budgets can
translate into significant performance gains, provided that the additional
circuit power and noise are properly accounted for at the system level.

Secure wireless access for mission-critical services. The secrecy energy ef-
ficiency framework developed in Chapter 3 is directly applicable to mission-
critical services requiring intrinsic confidentiality, such as industrial au-
tomation, healthcare monitoring, vehicular communications, and private
wireless networks. The results show that RIS-assisted physical-layer security
can achieve meaningful secrecy gains while controlling energy expendi-
ture, enabling secure-by-design wireless access without relying exclusively
on higher-layer cryptographic mechanisms. The comparative analysis be-
tween nearly-passive and active RISs further clarifies under which operating
conditions enhanced security justifies the additional power consumption
associated with active hardware.

Energy-aware base-station architectures with dual metasurfaces. The
dual-metasurface architecture studied in Chapter 4 highlights a promis-
ing direction for reducing the energy footprint of future base stations. By
combining a reconfigurable holographic surface (RHS) in the near field of
the base station with an environmental RIS, the proposed design achieves
fine-grained spatial control while significantly reducing reliance on energy-
intensive digital RF chains. This architecture is particularly attractive for
private 6G deployments and green cellular infrastructure, where operational
expenditure and sustainability are primary concerns. The demonstrated
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gains in both energy efficiency and secrecy energy efficiency suggest that
dual-metasurface solutions can serve as practical enablers for scalable and
sustainable high-capacity networks.

Opverall, these use cases illustrate that the methodologies and insights devel-
oped in this thesis are not limited to abstract optimization problems but can
directly inform real-world deployment strategies. By linking architectural
choices to propagation conditions, power budgets, and security require-
ments, the proposed frameworks provide a valuable foundation for the
design of energy-efficient and secure wireless systems beyond 5G.

5.5 Future Research Directions

The results of this dissertation open several promising avenues that ex-
tend beyond algorithmic optimality toward deployable, standards-oriented
solutions. The prospective research agenda spans multiple levels of in-
vestigation, ranging from hardware and electromagnetic (EM) modeling
to learning-driven resource orchestration and, ultimately, to integrating
metasurface-assisted systems with sensing functions and large-scale cellular
infrastructures.

(i) Hardware-realistic metasurfaces and EM-compliant modeling. One
promising research avenue is to narrow the gap between abstract reflection
theories and metasurface devices that can be built in practice. Making this
transition calls for models that include real electromagnetic effects such as
coupling between elements, material losses, discrete phase tuning, and the
limited speed of tunable components. Promising approaches include the
development of hybrid active—passive architectures with adaptive amplifier
duty-cycling, as well as control interfaces constrained by bandwidth and
quantization limits. At the same time, the development of electromagnetically
compliant global reflection models is essential for accurately capturing non-ideal
radiation efficiency and the coupling effects that occur among elements in
dense metasurface arrays. Several recent works [20], [38], [72], [77] combine
circuit modeling and full-wave simulations, allowing researchers to test ana-
lytical predictions against results obtained under real-world conditions. A
practical next step for this line of research is hardware-in-the-loop testing, in
which algorithmic updates are repeatedly evaluated against electromagnetic
simulators or experimental prototypes to keep theoretical results aligned
with physical behavior.
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(ii) Reconfigurable holography under near-field operation. Reconfig-
urable holography plays a key role in lowering the number of required
RF chains while maintaining the array gain offered by large apertures. Fu-
ture work in this area should address two main priorities. Progress in this
area depends first on near-field channel models that correctly represent
array geometry and metasurface layout, minimizing errors in the Fresnel
zone. It is equally important to develop practical algorithms for updat-
ing the RHS and RIS coefficients that remain stable under real hardware
conditions—most notably, limited phase precision and nonlinear amplifier
behavior [30], [33]. One direction worth exploring is the use of stacked intelli-
gent metasurfaces (SIMs) in place of single-layer holographic panels. When
multiple layers operate together, they can shape beams more precisely and
increase spatial multiplexing near the transmitter, which also makes rank
adaptation in MIMO links easier to manage. Recent studies [2], [3], [18], [63]
highlight their potential and provide useful models for future holographic
and codebook-based precoding work.

(iii) AI-driven resource allocation under partial and delayed CSI. In fu-
ture wireless systems, channel state information (CSI) will frequently be
incomplete, quantized, or outdated, especially in networks where multi-
ple reconfigurable intelligent surfaces (RIS) or reconfigurable holographic
surfaces (RHS) interact with mobile terminals that have limited energy re-
sources. In such situations, conventional optimization methods that depend
on perfect CSI become impractical. A promising research direction is using
learning-based controllers capable of adapting to uncertain and time-varying
environments. Using only limited feedback, model-based reinforcement
learning and policy optimization with embedded safety mechanisms can
effectively identify near-optimal operating points along the energy and se-
crecy efficiency tradeoff frontier. In this framework, RIS and RHS control
can follow a two-timescale learning process: the surface parameters evolve
gradually, whereas the digital beamforming and power allocation adjust
more rapidly in response to channel variations. Prior knowledge derived
from electromagnetic models or physics-informed neural surrogates can fur-
ther guide the learning process toward physically consistent solutions [43],
[91], [100].

(iv) Integration with ISAC: joint sensing, security, and efficiency. An
immediate direction for future work lies in extending the SEE-oriented
framework toward Integrated Sensing and Communication (ISAC). In such
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systems, metasurfaces can be tuned to form beampatterns that detect and
track targets and support secure data transmission. Work on RIS-aided
ISAC has already shown that reliable sensing does not have to come at the
expense of throughput, provided that the available degrees of freedom are
carefully managed [17], [50]. Future research could extend this work by com-
bining secrecy-oriented features like eavesdropper beam suppression with
sensing metrics that capture detection reliability and estimation accuracy.
Bringing these goals together with energy-efficiency optimization in a single
framework would be a natural next step, building directly on the modular
alternating algorithms established in this thesis.

(v) Network-level design and standardization alignment. At the network
level, future studies need to examine RIS and RHS architectures operating
in multi-cell settings. In such environments, user association, scheduling,
and backhaul signaling interact in ways that can strongly affect control rates
and energy budgets. To obtain an accurate understanding of system perfor-
mance, future experiments and large-scale simulations should examine how
energy and secrecy efficiency change once practical factors such as channel
estimation, feedback signaling, and surface reconfiguration are considered,
particularly in user mobility or signal blockage settings.

From a regulatory and societal perspective, electromagnetic field (EMF)
exposure constraints are also expected to play a central role in the deployment
of large-scale RIS- and RHS-assisted networks. Although metasurfaces are
typically passive or low-power devices, dense deployments and active con-
figurations may locally alter field distributions in ways that must comply
with exposure limits defined by international guidelines and standardization
bodies. Incorporating EMF-aware constraints into network-level optimiza-
tion—such as exposure-aware beam shaping, surface activation policies, and
user scheduling—represents an important direction for aligning metasurface-
assisted systems with health, safety, and regulatory requirements in future
6G networks.

An JoT-oriented perspective on energy neutrality and self-organization [93]
offers valuable insight into scalable, plug-and-play deployment models and
control sparsification strategies such as clustering or hierarchical coordi-
nation among surfaces. In addition, bringing metasurface control in line
with current communication standards is essential for practical adoption.
This effort combines codebook-based precoding, numerology design, and
control-plane signaling elements highlighted in [79] to help move metasur-
face technologies from laboratory experiments toward standardized and
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scalable 6G systems.

In all these directions, the methodological pillars of this dissertation—global
reflection engineering, dual-surface cooperation, and SEE-aware optimiza-
tion remain central. While the optimization framework developed in this
thesis primarily relies on alternating optimization and SCA /MM-based sur-
rogate constructions, future research could explore complementary solution
paradigms better suited to large-scale, uncertain, or decentralized deploy-
ments. These include stochastic optimization methods for long-term average
SEE maximization, robust and chance-constrained formulations to account
for CSI uncertainty, hardware impairments, and EMF exposure limits, as
well as game-theoretic and distributed optimization approaches for multi-
cell or multi-operator scenarios. In addition, learning-assisted and hybrid
model-driven/data-driven techniques may enable fast, low-overhead adap-
tation of RIS and RHS configurations under partial or delayed CSI. Such
paradigms would complement the analytical tools developed in this thesis
and further enhance scalability, robustness, and real-time applicability in
future 6G networks.

5.6 Concluding Remarks

This dissertation has shown that secure and energy-efficient wireless com-
munication can be achieved and scaled through the intelligent use of recon-
figurable metasurfaces. The research lays a foundation for developing 6G
networks that are sustainable, secure, and adaptive to their environments
through the combined study of global reflection design, physical-layer secu-
rity, and holographic beamforming.

Some practical issues persist, such as non-ideal hardware and large-scale
coordination among programmable surfaces. Nevertheless, the proposed
models and optimization strategies advance how these networks can be
analyzed and engineered. These findings are important for bridging elec-
tromagnetic modeling, algorithmic design, and system-level performance
evaluation.

Looking ahead, RISs and RHSs should not be viewed merely as acces-
sories to existing infrastructure but as core components of future smart
radio environments. Once integrated, these technologies could turn wire-
less channels into programmable, energy-efficient entities that adapt to the
environment. In doing so, they would guide the evolution of future commu-
nication systems toward sustainability, security, and ubiquitous connectivity.
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Appendix A

Appendix: Technical
Derivations and Proofs

This appendix collects detailed derivations, proofs, and complementary
results that support the main analysis presented in Chapters 2— 4.

A.1 Derivations of Key Results

A.1.1 Derivation of the MMSE Receive Filter

For completeness, this section derives the closed-form expression of the lin-
ear minimum mean-square error (MMSE) receive filter used in Section 2.2.2
for detecting the symbol of user k.

System model recap. The received signal at the BS is:

K
r =Y \/PuAwysm + GIn + w, (A1.1)

m=1
where s;;, denotes the normalized symbol of user m, A, = GH,,, and v
collects the RIS reflection coefficients. The vectors n ~ CN (0, 0%,Iy) and

w~CN(0,0%Iy, ) model the thermal noise introduced by the RIS and the
BS, respectively.

MMSE criterion. Let ¢, € CNk denote the linear combining vector em-
ployed to detect s;. The decision variable is 1, = cllj r. The MMSE receive
filter minimizes the mean-square error:

= argmin B [|sk — c,{irﬂ . (A.1.2)
k
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Error expansion. Expanding the objective in (A.1.2) gives
E [\sk - c,fjrﬂ = E[|s¢|?] — 2 R{TE[ser]} + T E[rr]cs
=1-2R{c/'dy} + cf'Ruecy, (A.1.3)
where
dy £ E[spr] = /pr Avy, (A.1.4)

K
Ry 2 E[rr] = Y pu Anyy" AR + 03 sGITAGH + 0?1y, (A.15)

m=1

Wiener solution. Minimizing the quadratic form above yields the well-
known Wiener filter

¢ =R d; = /Pr Ry Ay (A.1.6)

Simplified formulation. To obtain a more compact expression, the received
covariance can be decomposed as

Ree = pr Aryy7Af + M, (A.1.7)
where

Mi = Y pw Anyy"AR +W, W =02y, +03sGITIGY. (A18)
m#k

Applying the matrix inversion lemma (Woodbury identity) gives

-1 _ _ _ _ -1 _
(Me+ pe Ay TAR) T = M - M Ay (! P ATM Ay ) ATV

(A.1.9)
Multiplying both sides by ,/px Ay yields
HAHpn—1
_ _ TIAL Mk Ay
¢ = VP M Agy — M Ay — -
|: k k pkl+,yHAII;IMk1Ak,Y:|
1 -1

=,/ M, "Apy. A.1.10

Since the scalar prefactor does not affect the SINR (it cancels in both
numerator and denominator), the filter can be expressed up to a scaling
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factor as

¢ = P M, 'Apy. (A.1.11)

Remark A.1.1 (Scale invariance of the MMSE filter). The MMSE receiver
derived from the Wiener solution is proportional to

C; x Mk_lAk'y,

up to a positive scalar factor introduced by the matrix inversion lemma.
However, since the signal-to-interference-plus-noise ratio is invariant to
such scaling, i.e.,

prlcl?let Agy]?
c[? C;{{( Yotk PmAmyyH AL 4 W>Ck

SINRk(CCk) = = SINRk(Ck),

the scalar can be omitted without loss of generality. For notational simplicity,
the canonical representation

¢ = PeM; Ay

is adopted throughout the thesis.

A.1.2 Derivation of the Net Amplification Power

The net amplification power at the RIS corresponds to the difference between
the radiated and the incident powers. Starting from (2.2.14) and (2.2.15), this
quantity can be written as

K

Pout — Pn =)  px ( tr(Hk'y'yHH,Ij) — tr(HkH,Ij)) + 01 ( tr(yyH) — N).
k=1

(A1.12)

By applying the cyclic property of the trace operator, tr(AB) = tr(BA),
we can move v to the left of H,Ij Hj, which gives

K
Pout — P = Y pic tr[(vy" — IN)HTHE] + 0ggs tr(vy™ —In).  (A.113)
k=1
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To simplify notation, define the positive-semidefinite matrix

K
R£ Y pHHg + oggs I (A.1.14)
k=1

Substituting this definition into (A.1.13) yields the compact form

Pout — Pin = tr[ (7" — IN)R]. (A.1.15)

This expression shows that yy! — Iy captures how far the surface opera-
tion departs from the purely passive case, where |y,| = 1 for all elements.
When the trace in the boxed equation is positive, the RIS introduces a net
amplification; when it is zero or negative, the surface behaves as a passive
or lossy reflector.

A.1.3 Derivation and Projection for the Global-Reflection
Constraint

This appendix develops the global-reflection formulation employed through-
out the thesis and derives the corresponding Euclidean projection operator
used in the y-block updates of the AO/SCA framework (see Sec. 1.4). The
discussion proceeds in three parts: (i) derivation of the power-balance rela-
tion defining the constraint, (ii) comparison with the standard element-wise
(local) model, and (iii) exact projection onto the resulting ellipsoidal feasible
set. The material follows standard convex-optimization notation (cf. [12,
Sec. 8.1.2]) but is restated here for completeness.

Power balance at the metasurface (global model). Let R > 0 denote the
covariance of the impinging field at the surface, and let

I = diag(y) € CNV*N

collect the complex reflection coefficients. The incident and re-radiated
(aperture) powers are

Py = tr(R), (A.1.16)
Pout = tr(RITH). (A.1.17)
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Energy conservation for a nearly-passive surface requires
Pout — Pn = tf(ITT" — )R] <0 <<= u(RITH) <tr(R), (A.118)

whereas an active surface endowed with an RF amplification budget Pg max >
0 satisfies

tr(R) < to(RITH) < tr(R) + PR max- (A.1.19)

Since T' is diagonal,

N
tr(RITH) = Z an |1l = 9Dy, D 2 diag(diag(R)) = 0. (A.1.20)

Hence the feasible sets are origin-centred ellipsoids:

Gpass = {1 € CV: /"Dy < (R)}, (A121)

Gact = {’y eCN: "Dy < r(R) + PR,maX}. (A.1.22)

From local to global: strict inclusion. Under per-element limits |y,| <1,
one obtains for each n

2Pk|hk 2 val? < 2Pk|hk ()],

k=1
and summing over all n gives tr(R[TH) < tr(R). Thus, Fiocal < Flobal-

Proposition A.1.1 (Global constraint strictly generalizes local). Let Fiocq =
{v: |l < 1,Yn} and Fyopa = {7 : t(RITH) < tr(R)}. Then Fioca &

I global*

Proof. Inclusion follows by summation. For strictness, take N = 3, K = 2,
p1=p2=1,and

1 0
hi=1|j|, ha=| 0 |, ogg=0.
0 2ei/5



172 A Appendix: Technical Derivations and Proofs

Then diag(R) = (|1/%,]j]%,0) + (0,0, |2?) = (1,1,4), so D = diag(1,1,4)
and tr(R) = 6. Choose
ﬁe]’n/s
Y= 0
e—jn/7

Hence y"Dy = 1-2+4+1:0+4-1 = 6 = tr(R), s0 v € Fyiopa, While
|’71‘ = \6 > 1implies y & Fiocal- Therefore Fioca & F, global- n
Projection onto the global-reflection set
Given 4 € CV, the AO/SCA algorithm requires the Euclidean projection
onto (A.1.21) or (A.1.22). The generic projection problem is

min ||y =73 st 2Dy <B  Be{tr(R) tr(R)+ Prmax}-

¥

(A.1.23)

KKT solution (exact Euclidean projection). Introduce the Lagrangian
multiplier A > 0:

L A) = (r=9)"(v=7) +A(y"Dy-B). (A1.24)
Stationarity with respect to ¢* gives
I+AD)y =%, = ()= 1+AD) 5. (A.1.25)
Complementary slackness and feasibility require
220, y(A)FDy(A) <B, Aly()TDy(A)-B|=0.  (A126)
Let D = diag(dy,...,dy) and 4 = [¥y,..., 95" Equation (A.1.25) gives
componentwise
~ |2

w) = T = T

15 Ad, KESYAL (A127)

If 4 already satisfies the constraint (/D% < B), then A* = 0 and y* = ¥.
Otherwise, the active-constraint case A* > 0 is found from

N

Cdily*
~B=0. A.1.28
1:21 (1+ Ad;)? ( )
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The derivative

N2y,

= — > ;>
22 A AdY <0 (A>0,d;>0)

shows that ¢(A) is strictly decreasing, with

¢(0) = "Dy - B >0, lim ¢(A) = —B < 0.

A—o00

Thus (A.1.28) admits a unique root A* > 0, and the projection is

7" = (I+A*D)" 4. (A.1.29)

The complexity of evaluating (A.1.29) is linear in N, and A* can be found
efficiently by bisection on (A.1.28).
Special cases. (i) Spherical ellipsoid. If D = d 1, then

1 -

and the active constraint gives the closed-form scaling

- min{l, , /RYHB;)?}, e (A.130)

(ii) Ray-restricted update. If the algorithm restricts the correction to the ray
{a % : « > 0}, the one-dimensional projection also yields (A.1.30).

Summary. The global-reflection condition leads to the ellipsoidal feasi-
ble sets (A.1.21)=(A.1.22). Their Euclidean projection admits the diagonal
KKT form (A.1.29), with a unique multiplier A* satisfying (A.1.28). In the
spherical or ray-restricted cases, the projection reduces to the scalar rescal-
ing (A.1.30). This operator is used in all AO/SCA iterations to maintain
feasibility of the RIS coefficients under the global-reflection constraint.

A.1.4 Closed-Form Solution for the Single-User Problem
(Proposition 2.3.1)

We derive the closed-form optimizer for the nearly-passive single-user case
under the exact global-reflection constraint.
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Setting and exact constraint. Let h,g € CV denote the user-RIS and
RIS—receiver channels, and let the user transmit with power p > 0. With

I = diag(fyl,. . .,’)/N),

N 2
2
g Th|” = ‘ Y vnh(n) g(n)* (A.1.31)
n=1
Since the RIS is nearly-passive, 0%, = 0 and
R = pHH = pdiag(|h(1)%...,|[h(N)|?), (A.1.32)

so the exact global feasibility set is

N N
YRy < #(R) <= Y plm)Plwl* < p )Y k)P (A133)
n=1

n=1

Exact change of variables and reduction to a ball. Define (on the support
of h)

1/2 _ : -1/2 _ 1 : 1 1
RY2 = /pdiag(|h(1)],...,|h(N)]), R fﬁdlag<m,...,7lh(m|),

(A.1.34)
and introduce
x 2 RY2y, M 2 gHHR71/2, (A.1.35)
Then ¥ = R™/2x and
glTh = gfHR/2x = zMx, (A.1.36)
whereas the constraint (A.1.33) becomes
¥ < tr(R) = p|hl3. (A.1.37)
Hence (A.1.31)-(A.1.33) are exactly equivalent to
max |sz|2 st |lx|]3 < tr(R). (A.1.38)

xeCN
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Optimal phases and amplitudes (Cauchy-Schwarz). Write x,, = p,,e/®"
and z, = |z,|e/“?". For fixed {p,},

(PZ = — LG = sz = an|2n| (A.1.39)
n

By Cauchy-Schwarz and (A.1.37),

N N 1/2
Y palzal < llellzllzllz < Jo®) (X [zP) 7, (a140)
n=1 n=1

with equality iff p = « |z| and ||p||3 = tr(R). Thus

tr(R)

Z%zl |Zm|2’

*

o = |znl ¢ = — Lz (A.1.41)

Alternative KKT derivation (for completeness). Under (A.1.39), (A.1.38)
reduces to

N

N
t. 2 < tr(R). A.1.42
mza(;( :1Pn|Zn| S n;pn_ r( ) ( )

n

The Lagrangian is

N N N
LlpAv) = Y pulzal =A( L 03—t (R)) = Lovapn,  (A143)
n=1 n=1 n=1

with A > 0, v, > 0. Stationarity yields |z,| — 2Ap, — v, = 0. If |z,,| > O,
optimality forces v, = 0 and p}; = |z,|/(2A); enforcing ¥, (05)? = tr(R)
reproduces (A.1.41). If |z,| = 0, any p, > 0 is optimal; setting p;; = 0 is
consistent.

Mapping back to v (explicit form). From (A.1.35) and (A.1.41),

) oreli B
,Y*: R 1/2x* — — .
= R = 2o =\ B e Thw)]
_\/_/

‘x*

(3N

I (AL1.44)
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Using (A.1.35), H = diag(h), and (A.1.36),

2H = gHHR1/2

= \}?gH diag(%,...,%) = |z4| = ‘g\%}', Lzy = Lh(n) — Zg(n).
(A.1.45)
Substitution into (A.1.44) gives the explicit optimizer:
v = 1'2”2 IiEZ;I MM =iZ8m) |y with [h(n)| > 0. | (A.1.46)
Optimal value and SNR form. At optimum,
H,.2 = 2
”xHrzngat?(R) |z"x]* = tr(R) n;l |z |°. (A.1.47)
Using (A.1.45) and tr(R) = p ||h|3,
2
s = pnE- B2 g

Letd = Hg (so d, = h*(n)g(n)) and let ¢? be the receiver noise variance.
Then

P | Hyxp (2 p 2 2 p N 2
SNRopt = 2 |g"T*h|" = 2 [h|3 gll2 = 2 215Yl |dn|%, (A.1.49)
n=
where
S il = 3 A o2 lgm = BB lgIs e 2 AR s
X L )] ()]

(A.1.50)

For the local unit-modulus allocation (|y,| = 1 with phase matching),

N 2 N 2
SNRuni = 5 (; anl) = L (;1 h()] lg(m)]) (A151)
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Hence the (exact-constraint) gain factor is

, & SNRop _ IhJI3 1l 13 > (A.1.52)
R o > 1.
SNRuni (2N |1(n)| |g(n)])

with equality iff |i(n)| and |g(n)| are proportional (Cauchy-Schwarz equal-
ity).

Remark A.1.2 (Zero entries and non-invertible R). If |k(n)| = 0 for some
n, the n-th element does not affect the objective (A.1.31) or the constraint
(A.1.33). Remove such indices and apply the derivation on the reduced
support; (A.1.46) then specifies }, for all |h(n)| > 0, while vy, for |h(n)| =0
can be set arbitrarily (e.g., v, = 0) without changing the optimum.

Remark A.1.3 (Feasibility saturation, uniqueness, and scale). (i) The con-
straint [|x||3 < tr(R) is tight at the optimum whenever z # 0. (ii) The
optimizer (A.1.46) is unique up to a common phase rotation. (iii) The mod-
ulus |y} increases with |g(n)|/|h(n)|, consistent with the global-reflection
feasibility.

A.1.5 Further Expansion of the SNR Gain Factor
We detail the algebra leading from the compact form of # to its expansions

and limiting cases (cf. Section 2.3.3).

Starting point. From Appendix A.1.4,
SNR Y1 Ouldn? h13
Iy opt _ Lin=1%n|%n = h*(n)g(n), 6, = 2_
T~ SNRy (2N, [du])? : 8 " h(m))?
(A.1.53)

Expansion and auxiliary ratio. Since

(L ldal)® = Y ldal?> +2 Y [dulldu],

n n n<m
we may write
2 e (ldnlldm| — |dnlldm])

Yo ldnl? + 20 < |dnl|dm]
(A.1.54)

g = L Onldn|?
Lo ldnl> + 25 |dul|dm]

=p-
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where

A Zn5n|dn|2+22n<m|dn||dm|
£ > 1. A.1.55
B P T 2L alldn] = (A159)

Equal-channel case. If |[h(n)| = |h| and |g(n)| = |g| for all n, then |d,| =
[][g| and

Hh||z_ CNpP2
Z 2 |h|2 - ‘h‘z _N’
SO ” ( )
N2 £ N(N -1 1
S LG\ it 9 BN —1.
P=NFNIN=TD) N

Extreme heterogeneous case. If only one cascaded component is nonzero,
say |gx| > 0 and |g,| = O for n # k, then

PR
TP e

If moreover |h(n)| = |h| for all n, theny = N

Summary. Thus 77 = 1 in the equal-channel case (no gain), 7 > 1 when-
ever the cascaded magnitudes are unequal, and # can scale as N in highly
heterogeneous scenarios, quantifying how global reflection benefits from
power-imbalance across surface elements.

A.1.6 Sequential Fractional Programming Surrogates for the
RIS Update

We detail the surrogate used in the SFP step that updates the RIS vector v
(Chapter 2.4). For user k,

X
Ry(y) = log (1 + k(’Y)) , x(7) = pr|ef Ay ?,

Yvi(7)
e (v) = o lel® + ojis v Oky + Y puef! (A.1.56)
m#k
where A, = GHy, u, = GH¢;, and Uy = diag(|ug 1|2, 2) so that

HIWe = 02|k || + 03gs vH Uy Given a feasible reference 7, set

20, BEw(), &=
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We construct a globally valid concave lower bound Ry (; 7) with R(7;7) =
R ( ) and V’yRk|’Y = Vka|7.

A. Log-ratio identity

Lemma A.1.1 (Lagrangian dual transform [73]). For x>0, y>0,
log(l—k;) —max{log(l—i—a) —rx+(1—|—1x)x+y}

attained at 0* = x/y.

Evaluating at the reference & = X/ gives the tight global lower bound

log(l + %) > log(l+a)—a+(1+a) xj—y' with equality at (x,y) = (%,

const.

(A.1.57)

It remains to lower bound x/(x + y) by a concave expression.

B. A concave lower bound for x/(x + v)

Lemma A.1.2 (Concave minorant). For x,y>0and x,>0,

x Zﬁ—(x+y)+ X
x+y ~ x+7y x+7

equality at (x,y) = (X,7). (A.1.58)
The right-hand side is concave in (\/x, x,y).

Combining A and B (user k). With x=x,(7y), y=yi (), define

- 1+ &
B2 %

Akflog(l‘f'“k)_“k+(1+0‘k)xk+yk %+ 7,

(A.1.59)
By (A.1.57)~(A.1.58),

Re(7) = A+ Be(2/%(n)% — x(7) ~yi(r)), tightaty = 7.
(A.1.60)

C. Linearizing the modulus

Let v(7) = ¢l Ayy (linear in 1), oy = vx(¥). Then

Vi) = veeloe@)l xie(y) = prcloe() >
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Since |v(7y)| is convex, its global affine lower bound at 7 is

=%

0
[ox(y)| > |271<|+§R{ k
|k

and any subgradient at 0 if 7, = 0. Plugging (A.1.61) into (A.1.60), and
keeping —xy () and —yi(7y) intact (both are concave, being negatives of

(ok(y) — Z‘Jk)} (o #0), (A.1.61)

convex quadratics), yields the concave, tight surrogate

Rel;) = A+ B (Dk[m + R{ 5 (on(r) -2 }]

. (A.1.62)
— Ex (‘712{15 YUy + Y. pm |CII<_IAm')’|2) - Fk)
m=1
with
N _ 1
Dk = — = 2 /pk, Ek = ~ ~ _ ~ y
|k 02k |2 + s YHURY + Loy P [cf Ay 2

Fk = Ek 0'2|‘Ck||2. (A163)

Concavity: (A.1.62) is the sum of an affine term (from (A.1.61)) and negatives
of convex quadratics (—xy, —vyy). Tightness/gradient consistency: Ry (y; %) =
Ri(7) and Vo Rely = Vo Ril5.

RIS—numerator surrogate and SFP step. Summing over k gives a concave
lower bound

K K _
Y Re(v) = Y. Re(r;7) £ R(v:79), (A.1.64)
k=1 k=1

tight and gradient-matching at 4. Using R(7;¥) as numerator and the
convex denominator from the main text, the RIS subproblem is a pseudo-
concave fractional program solvable to global optimality (e.g., by Dinkelbach).
Since the surrogate is inner and reference-tight, each SFP iteration is non-
decreasing in GEE, and limit points satisfy first-order stationarity (standard
SCA /SFP guarantees; cf. [60], [73], [95]).

Remark A.1.4 (Zero reference field). If 7y = 0, take any subgradient of |v|
with modulus < 1, or regularize |v| = /|vk|? + ¢, € | 0; both preserve
global validity and tightness in the limit.
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Remark A.1.5 (Numerical stability). Ensure Ej remains strictly positive by
initializing from a feasible point and, if needed, adding a tiny ¢ > 0 to
its denominator during early iterations; this does not alter convergence
empirically.

A.1.7 MMSE-Embedded GEE: Identities, SDR Lifting, and
SFP Details

This appendix collects the derivations used in Section 2.4.2: (i) the log—det
sum-rate identity induced by the MMSE receiver; (ii) the semidefinite lifting
X = y9H with concavity and gradients; (iii) the SFP surrogate for the X-
update; (iv) the power-update surrogate and gradients; and (v) a rank-one
recovery for 7.

A. From the MMSE Filter to the Log-Det Sum-Rate Identity
The received signal is
K
r = Z VPm Ay sm + W, w' £ GIn+w, (A.1.65)

m=1

with E[s;;s5;] = 6mn and
W £ Ew'wH] = ¢?Iy, + 03, GITHG!. (A.1.66)
For user k, define the interference-plus-noise covariance

M 2 Y puAnyy AL + W = 0. (A.1.67)
m#k

With a linear combiner ¢, the SINR reads

_ Prlei’Axy|?

SINRy (¢
k( k) C]IijCk

(A.1.68)

The MMSE filter (Appendix A.1.1) is ¢ = |/px Mk_lAk'y, which yields

M, + pr ApyyHAH
14 SINR(c) = 1+ peyAPM Ay = | M PTMklw H
k

’W + X1 Pm AmeAﬁf‘

’W + Ltk Pm Am’Y’YHAﬂ‘

(A.1.69)
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Taking logarithms and summing over k gives

K K K
SRmmse (7, P) = Z 108’W+ 2 Pm Am'Y’)’HAnPf‘ - Z 108)W+ 2 Pm Am')”)’HAnPf ’
k=1 m=1 k=1 m#k
(A.1.70)

which is (2.4.10) in the main text. Sketch: use c; and Woodbury to get
SINRy = pi 'yHA,IjM;lAk'y, then apply |M + uuf| = [M|(1 + ufM~1u)
withu = v Pk Ak’y.

B. Lifting to X = 9", Concavity, and Gradients
Let

X2 gy =0,  rank(X)=1. (A.1.71)
Then

W = 0?Iy, +03s G diag(X) GH, AP Al = A, xAl.  (A1.72)

Hence
SRymise (X) = Fi(X) — Fx(X), (A.1.73)
with
K K
Fi(X) £ Y log|o?In, + ogis Gdiag(X)G + Y pu AuXAL|, (A1.74)
k=1 m=1
K
E(X) £ Y log|o?In, + ogis Gdiag(X)G" + Y pu AuXAf|. (A1.75)
k=1 m#k

Concavity. Each log—det argument is an affine function of X (both diag(X)
and A, XAl are linear in X). Since log | - | is concave on S+, F; and F; are
concave; thus SRyvis is a difference of concave (DC) function.

Gradient of F,(X). Let

Ti(X) £ ?In, + 0rig Gdiag(X)GH + Y pw AnXAL = 0. (A.176)
m#k
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Using dlog |T| = tr(T~'dT) and diag(X) = X ® Iy, we get

Vxlog [Ty (X)| = 0s (GIT'G) O In + Y pw AHT A, (AL77)

m#k
Summing over k,
S Hy-1 Hp—1
VE((X) =) |0ks (G'T'G) OIn+ Y pu ApT A | . | (ALT78)
k=1 m#k

An analogous expression holds for VF; (X) with Y'X_ (-) in place of Yomrc()-

Lifted global-reflection constraints. With R = Z,Ile Pk H}:I H; + UI%ISIN,
tr(R) < tr(RX) < tr(R) + PR max- X>=0. (A.1.79)

The rank constraint is relaxed (SDR), and y is recovered in a post-processing
step.
C. SFP Surrogate for the X-Update

For fixed p,

SRymvise (X)

r§1§3< m s.t. (A.1.79). (A.1.80)

Linearize the concave part F, at a feasible X:
SRunise (X;X) = Fi(X) — (B(X) + R{u(VEX)"(X-X))}), (AL18)

which is concave in X. Each SFP iteration solves the concave-over-affine
program

SRymse (X; X)
m _— . (A1.79). A.1.82
X20  tr(RX) + Preq ( ) (A-182)

Solution via Dinkelbach. For parameter 7 > 0, solve

max @ (X) £ SRyvmise (X; X) — 17 (tr(RX) + Preq)  s.t. (A1.79).

(A.1.83)
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For fixed 7, (A.1.83) is a concave maximization with affine constraints. Set

SR X*; X
" “ MMSE( ) ,
tr(RX*) + P eq

update X + X*, and iterate.

D. Rank-One Recovery of v

If rank(X*) = 1, factor X* = *(¢*)H. Otherwise, use Gaussian randomiza-

tion:
1. Draw v{¥) ~ CN(0,X*), £ =1,...,L.

2. Scale to feasibility:

0  mind [ FR) + Prmax _ u®) (0 4(04(0)
o <—m1n{ tr(Rv(f)v(Z)H)'maX 1, tr(RV(Z)V(f)H) , ANV = av

3. Evaluate the true MMSE-embedded GEE for 4(*) and keep the best.

E. SFP Surrogate and Gradients for the Power Update

For fixed v, define

K
Ti(p) £ W+ Z pm AmyyH AL, S(p) £W+ Z pm Amyy AL

m#k m=1
(A.1.84)
Then
K K
SRmmse(P) = ) log [S(p)| — }_ log Tk (p)|- (A.1.85)
k=1 k=1
With amplifier coefficients Hkeq and circuit term P eq,
SR

GEEMMsE (P) _ MMSE (P) (A.1.86)

B 25:1 ,uk,eqpk + Pc,eq '
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Gradients. Let F,(p) = Yx_; log |Ti(p)|. Since 0Ty /9p; = A;yy"AF for
i #k(and 0 fori = k),

OF -
52 =Y tr(Tu(p) " Ay ATT). (A1.87)
pl k#l‘

Similarly, for F;(p) = 25:1 log [S(p)|,

F _ ¢ A o HAH
=) tr(S(p) ' Ay A). (A.1.88)
i (o

Power SFP. Linearize the concave F, at p:
SRwwise(p;P) = Fi(p) — (R(B) + VE(P) (P—P)),  (A189)
and solve the concave-over-affine program

SRyvisE (p;P)

Tnax K : (A.1.90)
0<p<Pmax Zk:l HkeqPk + Pc,eq
Using Dinkelbach yields the sequence
_ K
Oﬁglﬁalz(max SRmmsE(P; P) — 77 ( 1(:21 HkeqPk + Pc,eq) ’ (A.1.91)

with 77 updated by the current ratio.

F. KKT Conditions for the Concave-Over-Affine Subproblems

For either (A.1.83) or the power case above, KKT conditions are necessary
and sufficient (concave objective, convex feasible set). For (A.1.83):

VxSRyvmse X6 X) =y R—A+A, R—A_R=0, (A.1.92)

with A > 0 the multiplier for X > 0, and A, A_ > 0 for the upper and lower
global-reflection bounds in (A.1.79), plus feasibility and complementary
slackness. The power case follows analogously.

A.1.8 Explicit Gradients for the RIS Surrogate

This subsection derives closed-form expressions for the gradients required by
the parametric subproblem (3.3.19) in the RIS-update step (see Sec. 3.3). All
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derivatives are taken in the Wirtinger sense with respect to 4*. The following
identities hold for constant matrices/vectors (M, A, a) and complex variable

v
Vo (YIMy) =My,  VyR{ay} =1a,  V,|Ay|* = A"Ay.
Throughout, the following Hermitian positive semidefinite (HPSD) matrices

are used:

B) _

My = Afleef' Ay, 1) = Alleef'An,  Nye = Hllgg"H,,

2) and

with Uy = diag(|ug1|? ..., |ugn

m#k

Basic differentials. From (3.3.3)—(3.3.5), one obtains

xg = pr v Mg, = Vyxp = px My 7,

v = oBllerl? + Fsy Wy + ¥ pud "Iy, = Yoy = oRisley + X i,
m#k m#k

xg = pr v Ni g, = Vo+Xg = px Nk,

ve = 7" My, = Vyyp = Myg7.

Affine lower approximations. From (3.3.14) and (3.3.15), with
xg = pk ¥ Mig¥, g =7 Mie7,

the affine lower bounds and their gradients are

. — R{7"Mip(y —7)} = (n MY
XB(7) = VPx (\/ Xp + Ve , VoyeXp(y) = \/Pkﬁr
~ R{IVIMe(y — %)} - My ey
E(Y) = Vet = , Vo ¥e(¥) = 5 —-
Vel = Ve ViE YT 2y
Gradient of the user-k surrogate. Define the reference scalars
Xp 1 7r 1 1
Ak,B = —_—y Bk,B == Ak,E = Bk,E =—7, G=5—"——
Yp XB+Yp oF Vg + 0% 0F + X + Y
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Ignoring additive constants (which vanish under differentiation), the gradi-
ent of the per-user surrogate EE%SI (7) from (3.3.16) is

\ xB
v RPCSI *ZA ’)’ —A B v ox +v .
(7) k,B %5 k,B k,B( 1 XB «,yB)
+2ALE Vo VE — AeBir eV v — Co (Vo + Vaoyg)
VYE v U l

(A.1.93)

Substituting the explicit components above gives

= VPxMi Y ~ B
\2% RE,%SI(’)’) = 2Ak,BW — Ar.BBi.B (PkMk,B’Y + ‘ﬁ%lsuk’)’ + §k PmIIE,nZ’Y)
m

My ey
2A . — AL B £ M, —C N, M .
+2AkE 27z k,EBk,EMk Y k (Pk kEY + k,E’Y)

Gradient of the Dinkelbach objective. The concave subproblem (3.3.19)
maximizes

Z RPESI () = (tr(Ryy™) + PLiy),
subject to constraints (3.3.18b)—(3.3.18¢). Its gradient is therefore

K
Vo @y (y Z VRIS (y) — Ry, (A.1.94)

where V.« ﬁg%ﬂ is given in (A.1.93). Since all coefficient matrices are HPSD
and the surrogate is concave in v, the gradient (A.1.94) can be used in
standard first- or second-order methods (e.g., projected gradient or interior-
point algorithms). The quadratic constraint (3.3.18b) is convex, and the
affine approximation (3.3.18c) ensures feasibility via projection or barrier
enforcement in each iteration.

A.2 Implementation Details and Rank-One Penalty
Justification

This appendix (i) justifies the rank-one penalty used for the lifted beamform-
ing matrices, (ii) records the exact initialization formulas used in Fig. 4.4.8,
and (iii) lists the solver interface used in our code.
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A.21 Proof that the Rank Penalty Enforces Rank-One

We optimize over lifted transmit covariances Wy = 0 and promote rank-one
by adding
p(Wi) £ Tr(Wi) — Amax(Wy)

to the objective (with a weight). Intuitively, Tr(W) is the sum of all eigenval-
ues, while Amax (W) is the largest one. Their difference therefore measures
“energy left in the smaller eigenvalues.” If that difference is driven to zero
under a fixed trace, all the energy must sit in a single eigenvalue, hence

rank-one.

Step 1: Nonnegativity and exact zero only at rank-< 1. Let W >~ 0 have
eigenvalues Ay > Ay > .-+ > Apr > 0. Then

M M

p(W) = Tr(W) — Amax(w) = 2/\1. —A = 2/\1, > 0,
i=1 i=2
and p(W) = 0holdsiff Ay = --- = Ap; =0, i.e., rank(W) < 1.

Step 2: With fixed trace (power closure), minimizing p picks rank-one.
Assume Tr(W) = Pyqy, is fixed by the power budget (directly, or via total
power closure). Minimizing p(W) = Zf\iz A; subject to Zf\ﬁl Ai = Piata
clearly achieves its minimum when all the sum is placed in A; and the rest
are zero:

(M, A2, oo, Am) = (Pqatas 0,...,0) =  rank(W) = 1.

Hence, among all PSD matrices with the same trace, the minimizers of p are
exactly the rank-one ones.

What the optimizer “sees.” The penalty simply suppresses energy in
the tail eigenvalues. When combined with the trace/power constraint,
this pushes the solution onto the ray W = Auu’ for some unit vector
u—precisely rank-one.

Subgradient used in first-order methods. Let /(W) be the set of unit
eigenvectors associated with Amax(W):

UW)2{ueCM: Wu= AW, [u| =11}
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A standard result gives
Mmax(W) = conv{uu: uc U(W)}, = 9p(W)=T1-Anax(W) > I—uul’.

This is the object we plug into KKT/first-order updates when the term
arp(Wy) is present.

Takeaway. Under a fixed-trace (power) constraint, driving p(W) to zero is
equivalent to enforcing rank-one. This gives a simple, effective substitute for
an explicit rank constraint and behaves well in practice.

A.2.2 Derivations of Initialization Strategies

This appendix provides explicit, reproducible formulas for the eight ini-
tialization strategies used in Fig. 4.4.8. Each strategy is obtained by com-
bining one choice for (i) metasurface phases, (ii) BS precoder, and (iii) AN
covariance. Throughout, Pnax denotes the total radiated power budget;
the effective user channels {hiff}ﬁzl are computed from the fixed channel
realizations and the current metasurface phases (when metasurfaces are
initialized first).

Notation. LetI; = diag(y:) and T, = diag(7y,) with v: = [Bs1,.--, BT,
Y= 1Bra - Brn) T, |Bin|=|Brn|=1. Stack user channelsin H £ [h¢ff, ... heff] €
CM*K_ The data precoder is W = [wy, ..., wg] € CM*Kand the AN covari-
ance is C; = 0. We let

K
Pyata = Z HwkHz/ Pan = Tr(CZ)/ Pdata + PAN = Pmax-
k=1

When convenient, we allocate a fraction ¢ € (0,1) to data power and 1—¢
to AN:
Pdata = 47Pmax/ PAN - (1 - (P)Pmax- (A21)

A. Metasurface Phase Initializations

A1) Random phases. Draw i.i.d. phases uniformly on the unit circle:

Bin=e%n, 6, ~U[0,21), n=1,...,N;, (A2.2)
Brn=e%n, 0, ~U[0,21), n=1,...,N,. (A.2.3)

Set Iy = diag(vt), I'r = diag(7y,).
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A2) SVD-based phases. Compute leading right-singular vectors of the
BS-RHS and RHS-RIS channels:

Q= UtZtVf{, vi = v1(Qy) (first column of V), (A.2.4)
Q =Ux, Ve, v, 2v(Q). (A.2.5)

Initialize metasurface phases by phase alignment with the dominant singular
directions:

ﬁt,n _ e]L([Vt}n), n=1,...,N;, (A.2.6)
,Br,n — e]é([Vr]n), n = 1/ e /NI’/ (A27)

and set I'y= diag(+y¢), I''=diag(+y,). Remark: If desired, you may refine SVD-
based phases by re-aligning I', with the cascaded steering term Q,I';Q;; we
keep the simple, reproducible rule above.

B. Linear Precoder Initializations

After fixing (T, T'y), compute effective channels {h¢ff} and stack H = [h$f, .. .,

B1) Maximum-ratio transmission (MRT). Unnormalized MRT beams:
we2nf,  k=1,.. K (A.2.8)

Normalize to meet a target data power ¢Pnmax (cf. (A.2.1)):

A ¢Pmax
oy 2 | Pmax__ (A.2.9)
Y W2
W]((O) = [XMRT Wk/ k - 1, e ,K. (A‘Z'lo)

B2) Regularized zero-forcing (RZF). Form the RZF matrix with regular-
ization ¢ > 0:

w2 H(HHH + gIK) - (A2.11)

s = le&nb WO 2 0z W, w =W, (A212)
F

where ek is the k-th canonical basis vector. Choice of ¢: a robust default is

¢ = P o? (MMSE-motivated); alternatively set & = { M with a small
g e [10 =3 ,1071]. Either choice yields a well-conditioned HH H+ L

heff).
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C. Artificial-Noise (AN) Covariance Initializations

C1) Isotropic AN. Allocate power (1 — ¢)Pmax isotropically in the M-
dimensional TX space:

(0) s (1= ¢)Pmax

C:7 = piso Im, Piso M (A.2.13)

C2) Null-space AN. Let W(®) = [wgo), ey wg))] and compute a basis of the
(left) null-space of W(OH yia thin SVD:

wOH — gy [2 0] [Vl VL}H, U, 2V, e CMXM-K) (A2 14)

where K’ = rank(W(®)) < K and U spans null(W()H). Place AN in that
subspace:

é (1 - (P)Pmax

0
¥ = p U UL, oy -k

(A.2.15)

provided M > K'. Edge case: if M < K’ (no null-space), fall back to (A.2.13).

Note. For numerical stability, the initial AN covariance matrix can be slightly
regularized to ensure strict positive definiteness. This is achieved by adding
a small diagonal term:

c” « % tery,  withe > 0 (typically 10 <e<1073).

This adjustment prevents singularities in early iterations and improves the
conditioning of matrix operations involving C,.

D. Power Closure and Edge-Case Handling

The constructions (A.2.10), (A.2.12), (A.2.13), (A.2.15) jointly satisfy the
radiated-power constraint:

K
Y W2+ Tr(C”) = ¢Prax + (1 — ¢) Prax = P~ (A2.16)
k=1

If you prefer to avoid the hyperparameter ¢, you can enforce the total
constraint directly by first forming W (MRT or RZF), scaling it with & =

\/ Prax/ (|W||% + Tr(C.)) where C; is a pre-choice (e.g., isotropic with p=1),
and then set W) = aW, cﬁo) =aC,.
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E. Baseband Power Consumption Model and Parameter Choices

This subsection specifies the baseband (BB) power consumption model and
the corresponding parameter values used exclusively for the numerical
results reported in Section 4.4. The aim is to document the assumptions
underlying the quantitative evaluations without suggesting that the same
parameterization is adopted elsewhere in the thesis.

Model rationale. The BB power consumption accounts for the digital sig-
nal processing operations required at the transmitter and receiver, including
stream processing, RF-chain interfacing, bandwidth-dependent operations,
and linear precoder computation. A parametric formulation is adopted
when architectural aspects are explicitly compared, so as to capture the
scaling of digital complexity with the main system dimensions.

Parametric model. For the numerical investigations in Section 4.4, the BB
power consumption is modeled as
Pgg = P5a%¢ + asN; + agp(NKE + NRF) + agwy + tprecCprec(M, K),
(A.2.17)
where ngse denotes the static BB power, N; is the number of data streams,

_B
20 MHz

NRF and NRF are the numbers of transmit and receive RF chains, B is the
system bandwidth, and Cprec(M, K) is a dimensionless measure of the com-
putational cost associated with the chosen linear precoder.

Precoder complexity term. The precoder cost Cprec(M, K) is modeled through
simple scaling laws that reflect the dominant matrix—vector and matrix in-
version operations required by standard linear precoders. In particular,

MK, MRT,
Cprec(M/ K) = (A218)
MK? + K3, ZF or RZF.

The terms in (A.2.18) are dimensionless and capture the leading-order de-
pendence on the number of BS antennas M and the number of served users
K. The coefficient aprec in (A.2.17) converts these cost units into watts.

Parameter configuration used in the numerical results. The coefficients
adopted in (A.2.17) for the numerical results in Section 4.4 are summarized
in Table A.2.1. These values are representative of sub-6 GHz small-cell
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TABLE A.2.1: Baseband power model parameters used in

Section 4.4.
Parameter Value Description
P]ks’gse 33 dBm (= 2.0 W) Static baseband power offset
s 1.0 W / stream Power per transmitted data stream
XRF 0.3 W / RF chain Digital interfacing cost per TX or RX RF chain
XBW 0.3W /20 MHz Bandwidth-dependent processing cost
Xprec 2x 1073 W / cost unit Precoder computation coefficient

hardware and are used solely for the quantitative comparisons presented
therein.

Use in architectural comparisons. The parametric BB model in (A.2.17)-
(A.2.18), together with the parameter configuration in Table A.2.1, is em-
ployed for the quantitative comparison with fully-digital architectures, i.e.,
systems not employing RISs or RHSs. This enables implementation com-
plexity, energy efficiency, and hardware cost to be compared on a consistent
footing by explicitly accounting for the digital processing burden of fully-
digital beamforming. The resulting trade-offs and design implications are
discussed in Section 4.4 (references to the corresponding figures will be
added later).

Fallback to fixed baseline model. For the remaining numerical studies
reported in Section 4.4, namely Figs. 4.4.4,4.4.6,4.4.7, and 4.4.8, a simplified
BB power model is adopted. In these cases, the BB power consumption is
fixed to the baseline value

Pgp = PR3 = 35 dBm, (A.2.19)

independently of the system dimensions and signal processing configuration.
This choice isolates the impact of the proposed optimization strategies and
metasurface configurations, while ensuring consistent comparisons across
all considered schemes.

A.2.3 Solver Interface and Numerical Environment (MAT-
LAB/Python + MOSEK)

All convex surrogate subproblems (SDP /SOCP formulations arising in the
inner Dinkelbach-SFP loops) were solved using interior-point methods in
either MATLAB or Python. Specifically, CVX (v2.2) with MOSEK or SDPT3
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back-ends was used in MATLAB, while cvxpy (v1.x) with MOSEK served as
the Python counterpart. Both implementations yielded identical numerical
results within solver tolerances.

Default barrier and scaling parameters were adopted unless otherwise
stated. Feasibility was preserved at each SFP iteration by projecting inter-
mediate solutions onto the convex quadratic or affine constraint sets. Solver
tolerances were fixed between 1072 — 10~ for primal and dual residuals,
providing a reliable balance between numerical accuracy and computational
cost. All experiments were conducted on multi-core CPUs with at least
32 GB of RAM.

A.3 Fractional Programming and Dinkelbach-Type
Algorithms

This appendix summarizes the fractional programming (FP) framework that
forms the mathematical core of all energy- and secrecy-efficiency formu-
lations used in the thesis. It outlines the single-ratio optimization model,
explains the Dinkelbach transformation, and discusses how this principle is
implemented with alternating optimization (AO) and successive convex ap-
proximation (SCA). The presentation follows the rigorous treatment in [95]
but is written in a more constructive, algorithmic style for clarity.

A.3.1 Problem setup and assumptions

Let X C R" be a nonempty compact convex set. The basic single-ratio
fractional program is

max fx) st. g(x) >0, (A3.1)

xeX g(x)
where

* f(x) is a concave objective or a concave surrogate of a nonconcave utility
(e.g., sum-rate, secrecy rate);

e ¢(x) is convex and strictly positive (e.g., total consumed power).

This formulation covers all energy- and secrecy-efficiency (EE/SEE) objec-
tives considered in the thesis. Feasibility, continuity, and standard convexity
assumptions (e.g., Slater-type conditions) are taken as given.
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A.3.2 Dinkelbach transformation and key property

Define the parametric (subtractive) problem

@(y) = max[f(x) = ng(x)], (A3.2)

where 7 is a real scalar. This transformation converts the fractional form into
a family of difference problems that are easier to analyze and solve.

Main principle. If we let #* denote the optimal ratio value of (A.3.1), then
®(1*) = 0. Conversely, if @(77) = 0 for some 7, any maximizer of (A.3.2) at
7 = 7] also maximizes (A.3.1). In other words, solving the ratio problem is
equivalent to finding the zero of the continuous, strictly decreasing function

(7).

Intuitive view. For a fixed 7, the term f(x) — 77g(x) measures how much
the “benefit” f exceeds the “cost” 17g. If 7 is too small, this difference can be
positive; if # is too large, it becomes negative. The root #* is the point where
these two forces balance perfectly, yielding the optimal ratio.

A.3.3 Dinkelbach algorithm with exact inner solves

The classical algorithm updates 7 iteratively while solving (A.3.2) to opti-
mality at each step:

Algorithm — Dinkelbach’s method for (A.3.1).
1. Initialize 7(9) € R (e.g., 7(*) = 0) and tolerances &4, gy > 0.
2. Fort=0,1,2,...
(a) Solve the inner problem x(*) = arg maxyc y [f(x) — 1! g(x)].

(b) Evaluate the residual () = f(x(t)) — y(H)g(x().
() If [rV)] < g, stop and return (x(t),n(f)),

(d) Update 5(t+1) = f(x(t))'
g(x)

(e) If [+ — 4] <, stop.

Convergence behavior. The sequence {;7(!)} is monotonically nondecreas-
ing and converges to 77*. Moreover, rt) = <I>(17(t)) decreases to zero. When f
is strictly concave and g convex, the inner solution is unique and x(*) — x*.
See [95, Thm. 2.1-2.3] for proofs.
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Interpretation. At each step, the algorithm asks: “for this current guess
1, what x maximizes f — 1¢?” Then, it replaces 77 by the observed ratio at
that point. This feedback mechanism automatically steers # toward the true
optimum and guarantees monotonic improvement of the ratio.

A.3.4 Inexactinner solves and practical stopping

In practice, the inner problem (A.3.2) may not be solved exactly—especially
when handled by AO or SCA subloops. Dinkelbach’s method is robust to
this, provided the inner error is controlled.

Approximate inner step. Given ;(*), suppose x*) satisfies
F(xDy =gy > (") —e, e >0.

&)
()

Ife; — 0and ¥y e < oo, the resulting updates 5(t+1) =
to n7* with r() — 0[95, Thm. 2.7].

still converge

oq

Residual-based stopping. Instead of checking inner accuracy directly, we
monitor the parametric residual () = f(x(t)) — (0 ¢(x(t)). Stopping when
[rM)| < g guarantees that the ratio is ep-optimal.

Warm starts. Each Dinkelbach step reuses the previous solution x(=1) as
the starting point of the next inner solve. This “warm start” often reduces
the number of inner iterations dramatically, especially when the surrogate
functions vary smoothly across steps.

A.3.5 Embedding within AO/SCA

At a fixed 7, the function f(x) — 7g(x) inherits the structural properties of f
and g:

¢ fisconcave (or a tight concave lower bound of a nonconcave function
built via MM/SCA);

* ¢is convex or affine in the decision variables.

Therefore, the inner problem remains concave and can be solved efficiently
by convex optimization tools or closed-form updates for specific blocks (e.g.,
MMSE receivers, single-stream RIS updates). The alternating block updates
yield monotonic improvements in f — #g, and coupling this property with
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Dinkelbach’s monotone outer loop guarantees convergence of the ratio to a
stationary point of the original FP [95].

A.3.6 Complexity and implementation overview

Each Dinkelbach step involves one full AO/SCA cycle. The computational
load is dominated by matrix inversions of dimension equal to the number
of transmit antennas or RIS elements, and by projections onto the global-
reflection constraint sets when active. Empirically, fewer than ten Dinkelbach
iterations are sufficient once warm-started. Tolerances are set so that the
outer residual g, dominates the inner SCA tolerance, ensuring the accumu-
lated inner inexactness ) _; €; remains finite.

A.3.7 Remarks and extensions

(i) Alternative transforms. For certain designs, the quadratic transform (see [73])
provides an algebraic alternative to Dinkelbach’s method; both yield equiva-
lent stationary points when applied within AO/SCA.

(ii) Multiple ratios. This thesis mainly focuses on single-ratio EE/SEE
formulations. When multiple ratios are present (e.g., per-user energy effi-
ciencies), one can extend the approach via generalized or nested Dinkelbach
iterations [95].

(iii) Constraint handling. Nonconvex or equality constraints are locally
convexified through SCA, preserving the concave-convex structure required
for the outer Dinkelbach loop to remain valid under inexact convergence.

Takeaway. The Dinkelbach framework provides a robust outer loop for
fractional programs: it turns a difficult ratio objective into a sequence of
simpler concave subproblems. Its guaranteed monotonicity, tolerance to
inexact inner solves, and natural compatibility with AO/SCA make it the
cornerstone of the optimization methods developed in this thesis, consistent
with the foundational theory in [95].

A.4 Majorization-Minimization and Successive

Convex Approximation

This appendix summarizes the Majorization—Minimization (MM) / Succes-
sive Convex Approximation (SCA) tools used to solve the nonconvex inner
problems at a fixed Dinkelbach parameter (cf. Appx. A.3). We state the
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exact surrogate constructions actually employed and the blockwise update
principle. Background and convergence results follow [4], [46], [69], [75].

A4.1 Setup and MM/SCA prerequisites

Let X C R" be nonempty, closed, and convex. Consider

max F(x), (A4.1)
xeX

with F continuous on X'. At iteration t, given x(t), MM /SCA builds a concave
lower surrogate E(-|x(")) obeying

o E(x® [x®) = F(x())  (tangency),

M2) F(x|x)) < F(x) Vxe X (globallower bound),
(M3) F(-|x") is concave on X (tractable subproblem).

The update
x(*1) € argmax F(x | x(*) (A4.2)
xeX

yields F(xt1)) > F(x(H+1) | x(t)) > E(x®) | x()) = F(x()), hence monotone
ascent.

A.4.2 Surrogates used in the thesis (maximization form)
We repeatedly use the following three patterns; they are stated in a way that

guarantees a concave lower surrogate for maximization.

(A) First-order minorizer of a concave utility. Letu : IRy — IR be concave
and differentiable. Then

u(z) = uzW) +u'(zV)(z —21),

with equality at z = z(). We use u(z) = log(1 + z); once a block update
exposes a SINR-like scalar z, the right-hand side is an affine (thus concave)
lower bound.

(B) DC quadratic form: convex part linearized, concave part kept. For
A = 0,B > 0, consider

g(x) = éHAx + (- xfBx).
Ax+ )

nvex
conve concave



A.4. Majorization-Minimization and SCA 199

A global lower bound for maximization is obtained by minorizing only the
convex term via its first-order affine underestimator at x(*):

xHAx > (x)Hax®) 42 §R{ (Ax(H)H (x — x(t)) } .
Hence
g(x) > (x)Hax® 42 §R{ (Ax)H (x — x(t))} —xBx,

which is concave in x (affine minus convex). We use (B) from global-reflection
power accounting to handle quadratic couplings in metasurface variables.

(C) Log-det DC pattern: linearize one concave term. If F(Y) = f(Y) —
f2(Y) with f1, f> concave on {Y > 0} (e.g., fi(Y) = logdetY;(Y) after an
affine mapping), then the tangent of a concave function is a global upper
bound:

£ < L)+ (VAN (Y -YD)).

Therefore

FY) = AY) = fo(Y) = A = [L0O) +6(VAXD) (Y =Y))],

which is a concave lower bound because f; is concave and the subtracted
bracket is affine. Special case: if f1(Y) = logdetY (concave), we keep it exact;
only the other concave term is linearized.

A.4.3 Sequential (blockwise) optimization

Partition x = (xy, . ..,xpg) with convex blocks &X},. At iteration t, pick block by
(cyclically or essentially cyclic [4]), build a concave lower surrogate in that
block,

Fy(xp | x1)  satisfying (M1)-(M3) in x;,

(t)

with x_;, fixed at x;, and update

xp ) € arg max Fy(x [x), <7 =x0, (A4.3)
XpEAY

Proposition A.4.1 (Monotone sequential MM over blocks). Assume for each
block b: (i) Fy(- | x) satisfies (M1)~(M3) for all x € X; (ii) the subproblem (A.4.3)
attains a maximizer; and (iii) the level set {x € X : F(x) > F(x(9)} is compact.
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Then {F(x\1))} is nondecreasing and convergent. Every limit point is block-
stationary for (A.4.1), i.e.,

x° € arg max Fj(z, [x®), Vb.
z,€X)

If, in addition, each block surrogate is strictly concave, block maximizers are unique
and any limit point satisfies the first-order necessary conditions of (A.4.1). (See [69,
Thm. 1], [4, Thm. 1], and [75].)

Sketch. Updating block b gives
F) = By ™V [x1) = Folg” [x0) = F),

ensuring monotonicity. Boundedness follows from compact level sets—tangency
and continuity transfer block-optimality of surrogates to block-stationarity
of F at cluster points.

A.5 Proofs of Propositions and Lemmas

A.5.1 Proof of Lemma 3.1 (Monotone Rearrangement)

Statement. Let {zn}f;]:l be sorted in non-increasing order, i.e. z; > zp >
.-+ >zy > 0. Consider any feasible amplitude vector p = [p1,...,pn] and
let p, be the vector obtained by reordering the entries of p in non-increasing
order. Then

N N
2 PonZn = E PnZn.
n=1 n=1

Proof. We use an exchange argument. Suppose p is identical to p, except
that there exists at least one adjacent pair (p;, p;11) such that p; < p;+1 while
z; > zi41. Define p’ as the vector obtained by swapping these two entries.
Then the difference in the weighted sums is

N N
/ / !

Y Ohzn = Y Puzn = 0izi + P Zi1 — (0iZi + Pit1Zit1)

n=1

n=1
= Pi+1%Zi + PiZi+1 — PiZi — Pi+1Zi+1
= (piy1—0i)(zi — zit1) >0, (A5.1)

since p;11 > p; and z; > z;;1. Thus the weighted sum does not decrease
under such a swap. By iteratively applying adjacent swaps until p is ordered
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in the same way as z, one obtains p, with

N N
Z PonZn = Z PnZn-
n=1 n=1

This proves the lemma. |

A.5.2 Proof of Lemma 3.2 (Schur-Convexity on Ordered Sets)

Statement. Over the orderedset D = {p : p; > p2 > -+ > pN > 0}, the

objective function
N

flp) = Z PnZn,

n=1
withz; >z, > - > zy > 0, is Schur-convex in p. Hence, f(p) is increasing
with respect to the majorization order: if p; majorizes p;, then f(p1) >

f(p2)-

Proof. We recall that a real-valued function f : RN — R is Schur-convex
if, for all p, p” such that p majorizes p’, one has f(p) > f(p’). A standard
sufficient condition (see [61, Thm. A.4]) is that f is symmetric and that for
alli,j

of _9of

(0i — p;) (aT)i - aTo]-) > 0. (A5.2)

In our case, f(p) = Y2, pnzn. Its partial derivatives are

of
5 = Zi.
apl’ !

Since z is sorted in non-increasing order, if i < j then z; > zj. For any
p € D, wealso have p; > p; when i < j. Therefore, the product in (A.5.2) is
non-negative:

(pi —pj)(zi —zj) =2 0.

This confirms that f satisfies the Schur-convexity condition over the ordered
set D.

Thus, f(p) is Schur-convex, and the objective function increases as p
becomes more “spread out” in the majorization sense. u
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A.6 Convergence Analysis of Proposed Algorithms

This appendix provides the convergence justifications for the iterative al-
gorithms introduced in Chapter 2. First, we establish the convergence of
the sequential fractional programming (SFP) subroutines used in the RIS
and power updates. Then, we address the global alternating maximization
scheme that couples all optimization blocks.

A.6.1 Convergence of Sequential Fractional Programming
(SFP)

Algorithms 7 and 8 solve nonconvex fractional programs via SFP, which
combines Dinkelbach’s outer iterations with inner MM/SCA surrogates.
Convergence follows from the general SFP framework [60] once three key
conditions are verified:

(i) Each surrogate objective is a global lower bound of the true objective
(valid for all feasible points).

(ii) The surrogate is tangent to the actual objective and shares its gradient
at the expansion point.

(iif) The surrogate subproblem is concave or pseudo-concave over a convex
feasible set, ensuring a unique global maximizer.

All three hold in our construction:

¢ The bounds in (3.3.7)—(3.3.8) and the linearizations in (3.3.14)—(3.3.15) are
tight at the current iterate and lower than the actual function elsewhere,
satisfying (i).

* By construction, the gradients of the surrogates coincide with those of the
original functions at 4 and p, satisfying (ii).

¢ The resulting problems (3.3.18) and (3.3.33) are pseudo-concave fractional
programs with convex feasible sets that satisfy (iii).

Therefore, each SFP iteration produces a nondecreasing sequence of ob-
jective values. By Theorem 1 of [60], this sequence converges to a stationary
point of the original fractional program, and the limit point satisfies the
Karush-Kuhn-Tucker (KKT) conditions.
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A.6.2 Convergence of Alternating Maximization Scheme

Algorithm 9 performs alternating maximization over three blocks: (i) RIS
coefficients 1, (ii) transmit powers p (or covariances), and (iii) receiver filters
C.

Each block update is monotonic:

* The RIS and power blocks employ SFP updates that yield a nondecreasing
SEE value by construction (Propositions 3.3.1-3.3.2).

* The LMMSE filter update globally maximizes the numerator of the SEE
for fixed (v, p), hence cannot decrease the objective.

Consequently, the SEE sequence {SEE"} is nondecreasing. Because
physical system constraints (finite transmit power, bounded reflection am-
plitude, and limited bandwidth) impose an upper bound on achievable SEE,
the sequence is bounded and therefore convergent.

Finally, by standard results for block-MM and alternating optimization
methods (e.g., [4], [8], [69]), any accumulation point of { (¢, p(*),C(1)}
satisfies the KKT conditions of Problem (3.2.8), completing the convergence
proof.
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